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TOM TAT

Tén dé tai: Xay dung website diém danh sinh vién béng nhan dién khuon mat
Sinh vién thyuc hién: Bui Ngoc Khéc LAm
Mi s6 SV: 2151220262  Lép: 21CT5

bé tai “Xay dung website diém danh sinh vién béng nhan dién khuon mat” duoc
thuc hién nham ung dung céng nghé tri tué nhan tao vao cong tac quan 1y diém danh
trong cac co so gido duc. Hé théng giup tw dong hoa qua trinh diém danh, thay thé phu
ong phap thu cong truyén théng von ton nhiéu thoi gian va dé xay ra sai sot. Website
cho phép ngudi ding tao 16p hoc, quan 1y danh sach sinh vién va tién hanh diém danh
thong qua camera. H¢ théng st dung cong nghé nhan dién khuon mat dé xac dinh danh
tinh sinh vién dya trén hinh anh thu dugc, sau dé ty dong ghi nhan két qua diém danh.
Dit liéu diém danh duoc luu trix va hién thi duéi dang bao cdo gitp vi¢c theo doi tré nén

dé dang va chinh x4c hon.

Vé mit k¥ thuat, website dugc phat trién véi Python va thu vién OpenCV dé xu Iy
hinh anh va nhan dién khuon mit. Phan giao dién ngudi ding dugce xay dung bing
HTML, CSS, JavaScript, dam bao than thién va dé stir dung. Co s¢ dir liéu dugc thiét ké
nham luu trix thong tin sinh vién, 16p hoc va lich st diém danh mot cach an toan, hiéu
qua. Hé théng gop phan nang cao tinh chinh x4c, tiét kiém thoi gian va hién dai hoa cong
tac quan 1y diém danh trong moéi trudng gido duc. Pay 1a budc ing dung thyc tién cua
tri tué nhan tao vao linh vuc quan 1y, dong thoi mé ra hudng phat trién cho cac hé thong

tu dong trong tuong lai.



LOI NOI PAU

Trong qué trinh hoc tap va thuc hién dé tai “X4ay dung website diém danh sinh vién
béng nhan dién khuén mat”, em da nhan duoc sy gitp do, chi bao tan tinh ctia quy thﬁy
6 va su hd tro tir ban bé. Day 1a ngudn dong vién to 16n giup em hoan thanh tot bai d6
an nay. Trude hét, em xin bay t6 10ng biét on sdu sic dén thay TS. Poan Duy Binh, ngu
o1 d3 tan tinh chi dan, dinh huéng va hd trg em trong sudt qua trinh nghién ctru, tir khau
1én ¥ tuéng dén khi hoan thién dé tai.

Em ciing xin gt 101 cam on dén quy thay c6 Khoa Cong nghé thong tin, Trudng Dai
hoc Kién triic Pa Néang, nhitg ngudi di truyén dat cho em nhiéu kién thirc quy bau trong
sudt thoi gian hoc tap. Nhitng kién thire d6 13 nén tang quan trong dé em c6 thé van dung

vao vi¢c thuc hién do an tot nghiép nay.

Cuoi cung, em xin cdm on gia dinh va ban be da luén dong vién, khich 1€, gitip do

em trong sudt qua trinh hoc tap va hoan thanh dé tai.

Em xin chan thanh cam on!



CAM DOAN

Em xin cam doan rang dé tai “Xay dung website diém danh sinh vién bang nhin
dién khuoén mat” 1a két qua nghién ctru va thyc hién cua riéng em, dudi su huéng dan
ctia thay TS. Poan Duy Binh.

Céc ndi dung, sb liéu, hinh anh va két qua trinh bay trong do 4n duoc em thu thap,
phan tich va xay dung mét cach trung thue. Nhitng tai liéu, ngudn tham khao duge sir
dung trong qua trinh thuc hién déu duogc trich din rd rang va diy du theo quy dinh.

Em hoan toan chiju trach nhiém vé tinh trung thuc va liém chinh hoc thuat cua dd an
nay. Néu phat hién c6 su sao chép hoac gian 1an, em xin chiu hoan toan trach nhi¢m tru
¢c¢ nha truong va quy dinh hién hanh.

Sinh vién thuc hién

{Chtr ky, ho va tén sinh vién}

i
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Xdy dung website diém danh sinh vién bcing nhan dién khuon mat

MO PAU

1. Tong quan tinh hinh nghién ciru dé tai

Trong bdi canh chuyén doi s6 dang dién ra manh mé trong linh vuc gido duc, viéc
g dung cong nghé vao quan 1y va giang day trd nén can thiét hon bao gid hét. Mot
trong nhitng hoat ddng quan trong tai cac co sé gido duc 1a cong tac diém danh sinh vién.
Tuy nhién, viéc diém danh thu céng truyén théng thuong mat nhiéu thoi gian, d& xay ra
sai sot va gian 1an. Tir thuc té d6, dé tai “Xay dung website diém danh sinh vién bang
nhén dién khuon mat” duoc thuc hién nham mang dén mot giai phap hién dai, tu dong
va hiéu qua hon trong quan 1y chuyén can.
2. Ly do chon deé tai

Hién nay viéc nhan dién guong mat da tré nén can thiét ddi v4i nhiéu nganh nghé,
linh vuc khac nhau. Viéc xay dung mot hé théng guong mat co thé dap tmg dugc moi
nhu cau str dung van dang 1a mot van dé nan giai mit du da ton tai rit nhiéu mé hinh
nhan dién guong mit. Pé c6 thé giai bai toan nay, ta can phai thiét ké hé thong c6 kha
nang linh hoat cao ciing nhu pham vi tng dung 16n dé nguoi dung c6 thé truy cap va sir
dung ¢ moi luc, moi noi.
3. Muc tiéu deé tai

Xay dung website c6 kha nang nhan dién va xac thyc khuén mat sinh vién khi diém
danh, cung cap chtrc ning quan 1y 16p hoc, budi hoc va dir liéu diém danh cho giang
vién, ho trg quan tri vién quan 1y tai khoan, dit liéu sinh vién va giang vién mot cach
hiéu qua.
4. Pham vi va di twong nghién ctru

Pham vi nghién ctru ctia dé tai tap trung vao viéc xay dung hé thdng website diém
danh sinh vién bang cong nghé nhan dién khuén mat, ap dung trong méi trudong trudng
hoc. Hé thdng hudéng dén viéc t dong hoda qué trinh diém danh, giup nang cao hiéu qua

quan 1y va giam thiéu sai st so voi phuong phap tha cong.

Déi tuong nghién ctru ciia dé tai 1a phuong phap va ing dung nhan dién sinh vién tir
guong mat. Trudce mat, chung t6i s€ thuc hién nhan di¢n nhitng sinh vién thudc khoa
Cong nghé thong tin trudng Pai hoc Kién trac Pa Ning.

5. Phuwong phap nghién ciru
Pé tai duge thue hién dua trén viée nghién ctru tai li¢u, phan tich yéu cau thuc té va

tham khéo cac cong nghé lién quan dén nhan dién khuén mit. Phuong phap nghién ciru

Sinh vién thyc hién: Bui Ngoc Khéc Lam Hudng dan: TS. Poan Duy Binh 1



Xdy dung website diém danh sinh vién bcing nhan dién khuon mat

bao gdm khao sat nhu cau sir dung trong nha trudng, thiét ké hé théng theo mé hinh web,
va ap dung cong nghé Python dé xay dung hé thong. Ngoai ra, nhom tién hanh kiém thir

va danh gia két qua nham dam bdo tinh chinh x4c va hi¢u qua cta img dung.

Sinh vién thyc hién: Bui Ngoc Khéc Lam Hudng dan: TS. Poan Duy Binh 2



Xdy dung website diém danh sinh vién bcing nhan dién khuon mat

Chuong 1: COSO LY THUYET VA CONG NGHE LIEN QUAN

1.1. Cdc khdi niém co ban vé thi gidc mdy tinh va tri tué nhén tao
1.1.1. Tritué nhdn tao (Artificial Intelligence — Al)

Tri tué nhan tao (AI) 1a linh vuc cta khoa hoc may tinh nghién ctru va phat trién cac
hé thdng c6 kha ning mé phoéng tri tué con ngudi nhu: hoc tip, suy luan, nhan thirc va
tur dua ra quyét dinh. Muc tiéu ctia Al 13 gitip may tinh hiéu, phén tich va xur 1y théng tin
mot cach thong minh, twong ty con nguoi. [1]

Muc tiéu cbt 16i cua Al la gilp may tinh hodc may moc co thé thuc hién cac nhiém
vu mdt cach ty dong, thong minh va chinh x4c ma trudc day chi c6 con ngudi maéi lam
duoc. Nho su phat trién manh mé cia phan cting (GPU, TPU) va céc thuit toan hoc sdu
(Deep Learning), Al ngay nay dd dat duoc nhiéu thanh tyu ndi bat va duoc ting dung
rong rai trong hau hét cac linh vuc cta doi séng hién dai.

Trong thyc té, Al duoc st dung trong nhiéu ung dung quen thugc nhu: nhan dién
khuon mat trén dién thoai, hé théng go1 y nd1 dung trén mang xa hdi, tro ly do, xe tu
hanh, phan tich dir li¢u y khoa, phat hién gian 1an tai chinh, xtr Iy ngén ngit tu nhién
(NLP), va dac bi¢t 1a nhan dang hinh anh phuc vu cho cac h¢ théng diém danh b@ing
khuon mét. V&i kha nang phan tich va trich xuét dic trung khudén mat nhanh chong, Al
gitip nang cao d6 chinh xac va tdi wu hoa quy trinh diém danh trong cac trudng hoc hodc

doanh nghiép.

Céc dic diém quan trong ciia Al

- Tinh tu hoc (Self-learning): Al c6 kha nang cai thién dan theo thoi gian khi tiép
xtc nhiéu hon véi dir liéu. Vi mdi 1an diém danh, hé thdng co thé hoc thém dic
trung khuoén mat va nang cao do chinh xac.

- Tinh ty thich nghi (Adaptability):

- Heé théng Al c6 thé hoat dong trong nhiéu moi truong anh sang, goc nhin, chat
luong camera khac nhau — diéu rat quan trong ddi véi hé théng diém danh thyc
té.

- Kha nang xtr ly dit liu 1on (Big Data Processing):

- Al c6 thé phan tich luong 16n hinh anh hodc video trong thoi gian rat ngan, giup
xir y nhiéu sinh vién cung lic.

- Tinh du doan va khai quat hoa:

- Al khong chi ghi nhé dir liéu da hoc ma con dy doan chinh xac ngay ca khi khuén

mat cé thay d6i nho nhu toc, kinh, khau trang,...

Mot s6 nhanh chinh cua Al bao gdm:

Sinh vién thuc hién: Bui Ngoc Khic Lam Hudng dan: TS. Poan Duy Binh 3
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- Machine Learning (Hoc may): La phuong phép cho phép hé thdng hoc tir dit liéu
thong qua cac thuat toan va mo hinh théng ké. Thay vi lap trinh tha cong ting
budc, hé théng tu tim ra quy luat va cai thién hi¢u suit dya trén viéc phan tich dir
liéu dau vao. Pay 1a nén tang cho nhiéu m hinh phan loai va nhan dién.

- Deep Learning (Hoc sau): La mdt nhanh cia hoc may st dung mang no-ron nhan
tao nhiéu tang (Artificial Neural Networks). Deep Learning c6 kha nang xt 1y di
liéu 16m va phutrc tap nhu hinh anh, am thanh, video. Trong nhan dién khuén mat,
Deep Learning gitp mo hinh hoc dugc cac dac trung khudén mat sau hon va chinh
xac hon so v&i cac phuong phép truyén thong.

- Computer Vision (Thi gidc may tinh): La linh vuc gitip may tinh “nhin thiy” va
hiéu duogc noi dung trong hinh dnh hoac video. Computer Vision thuc hién cac
nhiém vu nhu phat hién khuén mat (Face Detection), nhan dang khuén mat (Face
Recognition), theo ddi chuyén dong, trich xuit dic trung... Dy la cong nghé nén

tang quyét dinh hiéu qua hoat dong cua hé théng diém danh bing camera.

1.1.2. Thi giac mady tinh (Computer Vision)

Thi giac may tinh 1a mot linh vuc cua tri tu¢ nhan tao, tap trung vao viéc giip may
tinh nhan biét, phan tich va hiéu ndi dung cta hinh anh hoic video. Céng nghé nay cho
phép may tinh thuc hién cac nhi€ém vu nhu phat hién dbi tuong, phan loai hinh anh, theo

doi chuyén dong, va dac biét 1a nhan dién khuén mat. [2]

Quy trinh hoat déng co ban cua thi giac may tinh gém cac budc:

- Thu thap dir liéu hinh anh: thong qua camera hoic cam bién.

- Tién xir 1y hinh anh: bao gém chuyén ddi kich thude, loc nhiéu, can bing sang,
V.V.

- Phat hién dbi tuong (Object Detection): xac dinh vi tri cia khuon mat hodc vat thé
can nhan dién.

- Trich xuét dic trung (Feature Extraction): phan tich cac dic diém quan trong nhu
hinh dang, mau sdc, vi tri.

- Phan loai va nhan di¢n: so sanh véi dit liéu da hoc dé dua ra két qua nhan dang.

Hoc may (Machine Learning) d6ng vai trd quan trong trong su phat trién cia thi giac
may tinh (Computer Vision), giup may tinh c6 kha nang hiéu, phan tich va trich xuét
thong tin tir hinh anh va video. Khac véi cac phuong phap xir 1y anh truyén thong vén
phu thudc vao cac quy tic thii cong (rule-based), hoc may cho phép mé hinh tu hoc dic
trung tur dit li€u, nho d6 dat d§ chinh xac cao hon va gidm thiéu phu thudc vao lap trinh

vién. [3] Trong d¢ tai nay, thi gidc may tinh dong vai tro trung tam, gitp hé thong nhan
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dién khuén mat sinh vién thong qua hinh dnh dugc thu tir camera, sau d6 xac dinh danh

tinh va ghi nhan két qua diém danh mot cach tu dong.

1.2. Cong nghé nhdn dién khuoén mdat
1.2.1. Lich sir phdt trién

Cong nghé nhan dién khudén mit bat ddu hinh thanh tir nhitng nam 1960, khi cac nha
khoa hoc dau tién thur nghiém vi¢c xac dinh danh tinh con nguoi dya trén déac diém khuon
mit. Nam 1964, Woodrow W. Bledsoe duoc xem 1a ngudi tién phong khi phat trién hé

thng ban ty dong st dung cac diém dic trung trén khudén mat dé nhan dang.

bén thap nién 1990, véi sy ra doi cua thuat toan Eigenfaces, cong nghé¢ nhan dién
khuon mit da c6 budc tién vuot bac khi may tinh co thé ty dong phan tich va nhan dang
khuon mat dya trén dit liéu hinh anh. Tiép theo 14 cac phuong phap Fisherfaces va Local
Binary Patterns (LBP) gitip cai thién do chinh xac trong cac diéu kién 4anh sang khéc

nhau.

Tur nam 2010 tro lai day, sy phat trién manh mé cua tri tué nhan tao (AI) va hoc sau
(Deep Learning) dd m¢ ra ky nguyén mdéi cho nhan dién khudén mat. Cac moé hinh nhu
Convolutional Neural Networks (CNN), DeepFace (Facebook), FaceNet (Google) hay
VGG-Face da nang do chinh x4c 1én mac tuong duong, tham chi vuot qua kha nang

nhan dang cua con ngudi trong mot sd truong hop.

Ngay nay, cong nghé nhan dién khuén mat duoc img dung rong rii trong nhiéu linh
vuc nhu bdo mat, ngan hang, gidm sat an ninh, thwong mai di¢n tur va dic biét l1a trong

gido dyc, gitp tu dong hoa quy trinh diém danh, kiém soat ra vao va quan 1y hoc vién.

1.2.2. Nhan dién khuon mdt la gi

Nhan dién khuén mat (Face Recognition) 1a mot cong nghé¢ thudc linh vuc tri tué
nhan tao (Al) va xur Iy anh (Image Processing), c6 kha nang xac dinh hoac xac thuc danh
tinh cua mot nguoi dya trén cac dac diém sinh tric hoc cia khudn mat. Hé théng nhan
dién khuon mat hoat dong béng cach phat hi¢én khuén mat trong hinh anh hoac video,
sau d6 trich xuét cac dic trung nhu khoang cach giita hai mat, hinh dang miii, miéng,

cam... va so sanh véi dir liéu khuon mat da duogc luu trir trong co so dir lidu.

Cong nghé nay thuong gém ba giai doan chinh: phat hién khudén mit (face detection),
trich xuat dic trung (feature extraction) va so sanh nhin dang (face matching). Nho su
phat trién ciia hoc may (Machine Learning) va hoc siu (Deep Learning), dic biét 1a cac
mang no-ron tich chip (CNN), do chinh x4c cua hé thong nhan dién khudén mit ngay
cang duoc cai thién, gitp cong nghé nay trd thanh mot phan quan trong trong cc tng

dung hi¢n dai nhu mé khoa thiét bi, giam sat an ninh va diém danh tu dong.
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1.2.3. Céng nghé nhan dién khuén mdt hoat dopng nhw thé nao?

Hé théng nhan di¢n khuén mat hoat dong dua trén qua trinh phan tich va so sanh céc
dic diém sinh trac hoc ctia khudn mit ngudi. Qué trinh nay thudng trai qua bén budc
chinh:

Budc 1 — Phat hién khuon mat (Face Detection): Hé th6ng xac dinh vi tri khudén mat
trong anh hodc video. Céng doan nay giup tich phan khudn mit ra khoi nén va cac doi

tugng khac trong khung hinh.

Budc 2 — Can chinh khuon mat (Face Alignment): Sau khi phat hién, khuén mat du
oc can chinh vé vi tri va gbc nhin chuén, giup viéc trich xuét dac trung dat do chinh xac

cao hon.

Budc 3 — Trich xuat dic trung (Feature Extraction): Hé thong phan tich cac dic diém
nhu khoang cach gitra hai mat, hinh dang miii, cam, hodc ciu trac khuén mat. Cac dic
trung nay duoc chuyén dbi thanh dit liéu sb (vector dic trung) dé luu trir va so sanh.

Budc 4 — So khdp va nhan dang (Face Matching): Cudi ciing, hé thong so sanh vector
dac trung vura thu dugce voi dir li¢u khuon mat da cé trong co so dir liéu. Néu do tuong

ddng vuot ngudng cho phép, hé théng xac nhan danh tinh cua ngudi do.

Hinh 1: Cong nghé nhdn dién khuon mat

Nho viéc ap dung céc thuat toan hoc sau (Deep Learning) va mang no-ron tich chap
(CNN), quy trinh nhan dién ngay nay dat toc do xtr Iy nhanh va d6 chinh xéc cao, c6 thé
ap dung hiéu qua trong nhiéu linh vuc nhu bao mat, quan 1y nhan su, kiém soat ra vao

va diém danh tu dong.
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1.2.4. Ung dung ciia cong nghé nhan dién khuon mdt trong cdc nganh nghé

Cong nghé nhan dién khudén mat hién nay dugc ung dung rong rii trong nhiéu linh
vuc nho kha ndng ty dong hoda va do chinh xéc cao. Trong linh vuc an ninh, cong nghé
nay duoc sir dung dé giam sat, kiém soat ra vao va hd trg diéu tra toi pham thong qua hé
thong camera thong minh. Trong ngan hang va tai chinh, nhan dién khuén mit gitp xac
thuc danh tinh khach hang khi thuc hién giao dich tryc tuyén hodc dang nhap tai khoan,

gop phan ting cuong bao mat.

Trong thuong mai va marketing, cong nghé nay hd trg nhan dién hanh vi khach hang,
phan tich d6 tudi, gidi tinh dé dua ra chién lugc quang cdo phi hop. Trong chinh phu va
hanh chinh cong, nhan dién khudn mit duoc dung dé cip gidy to, quan 1y dan cu va kiém
so4t bién gidi. Pac biét trong gido duc, cong nghé nay duogc tmg dung trong viéc diém
danh sinh vién, kiém sodt ra vao 16p hoc va dam bao tinh chinh xac, minh bach trong

quan ly. [4]

1.2.5. Uu va nhwoc diém ciia nhén dién khuén mdt
Cong nghé nhan dién khuon mat mang lai nhiéu loi ich noi bat nhung cling tdn tai

mot sb han ché nhat dinh trong qua trinh rng dung thuc té.
Uu diém:

- Tinh tién loi: Nguoi dung khong cAn mang theo thé hay nhap mat khau, chi can
khuén mit dé xéac thuc danh tinh.

- Tbc d6 va tu dong hoa cao: Qua trinh nhan dang dién ra nhanh chéng, giup tiét
kiém thoi gian trong cac hoat dong nhu diém danh, kiém soat ra vao hay giao dich
truc tuyén.

- BJ chinh xac ngay cang cao: Nho tng dung tri tu€ nhan tao (Al) va hoc sau (Deep
Learning), hé thong c6 thé nhan dién chinh xac ngay ca trong diéu kién thay d6i
anh sang hodc goc nhin.

- Kha ning tich hop linh hoat: C6 thé két hop v&i cac hé thdng khac nhu camera

giam sat, quan 1y nhan sy hodc kiém soat an ninh.
Nhuoc diém:

- Anh hudng boi diéu kién méi truong: Anh sang yéu, goc chup nghiéng hoic che
khuat khuon mit c6 thé 1am giam do chinh xac.

- Van d¢ bao mat va quyén riéng tu: Dir liéu khudén mit 1a thong tin sinh tric hoc
nhay cam, néu bi 16 c6 thé gy rui ro vé bao mat ca nhan.

- Chi phi trién khai cao: Hé thong yéu ciu phan ctng, camera va may chu xt 1y

manh, gay ton kém cho cac don vi c6 quy mo 16n.
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- Han ché trong viéc nhan dién nhém nguodi dac biét: Vi du nhu tré nho, nguoi deo

khau trang hodc nguoi c6 khudn mit thay dbi theo thoi gian.

Toém lai, cong ngh¢ nhén di¢n khuén mat 1a mot budc tién quan trong trong tu dong
hoéa va quan 1y thong minh, tuy nhién viéc trién khai can dugc can nhac gitra hi¢u qua,

chi phi va yéu t6 bao mat.

1.3. Cdc thw vién va cong cu ho tro
1.3.1. Cac thw vién chinh
1.3.1.1. OpenCV

OpenCV (Open Source Computer Vision Library) 1a mot thu vién ma ngudn mé du
oc phét trién nham hd trg xir Iy 4nh va thi gidc may tinh (Computer Vision). Thu vién
nay dugc gi6i thiéu 1an dau tién vao nam 2000 bai Intel va hién duge duy tri, phat trién
bdi cong dong ma ngudén mé trén toan thé gidi. OpenCV cung cap hang nghin ham xu
1y anh va video, bao gém cac chirc nang nhu phat hién khudén mat, nhan dién doi tuong,
phan tich chuyén dong, trich xuat dic trung hinh anh va nhiéu thuat toan thi giac may
tinh khac. Thu vién nay hd tro nhiéu ngdn ngir lap trinh nhu Python, C++, Java va c6

kha ning hoat dong trén nhiéu nén tang nhu Windows, Linux, macOS, Android. [5]
Cac dic diém nodi bat ciia OpenCV:

- Xt Iy anh va video manh m&: OpenCV cung cdp day du cac ham xt Iy anh tir co
ban dén nang cao nhu bién ddi mau séc, loc nhiéu, phan doan anh, phat hién bién,
bién d6i hinh hoc, doc/ghi anh va ludng video, dap tng tt cho cac (mg dung thoi
gian thuc.

- Hé théng mo-dun phong phu.

- Hb trg Deep Learning: Mo-dun DNN cho phép trién khai cic mang neural dung
cho phat hién va nhan di¢én ddi tuong hoac mo hinh nhan di¢n khuén mat hién dai.

- Tuong thich da nén tang va da ngon ngir lap trinh: H trg Python, C++, Java, va
chay duogc trén nhiéu hé diéu hanh nhu Windows, Linux, macOS, Android, iOS,
gitip d& dang tich hop vao cac hé théng phan mém.

- Cong ddng 16n va tai liéu phong phu: Véi hang tridu nguoi dung trén toan thé gisi,
OpenCV c6 kho tai liéu, vi du, dién dan ho trg phong phu, giup dé dang hoc va
trién khai.

- Kha ning két hop véi cac thu vién khac: Tuong thich tét véi NumPy, TensorFlow,

PyTorch,... giup mé rong kha ning xay dung cac hé théng Al phirc tap.
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Ung dung rong rii trong thuc té: OpenCV dugc st dung trong nhiéu linh vuc nhu
giam sat an ninh, xe ty hanh, y té, robot va dic biét 1a nhan dién khudén mat trong

hé théng diém danh ty dong.

Trong dé tai website diém danh bang nhan dién khuén mat, OpenCV dugce sir dung

deé phat hién va xtr ly khuoén mat tir camera hoac anh, dong vai trd quan trong trong viéc

thu thap va chuan bi dir liéu cho bude nhan dién. Nho tinh linh hoat, hiéu nang cao va

cong dong phat trién 16n, OpenCV tré thanh cong cu phd bién va dang tin cay trong linh

vuc xu ly anh va tri tu¢ nhan tao.
1.3.1.2. PyTorch

PyTorch 1a mot framework hoc sau (Deep Learning) ma nguon mo duge phét trién
bdi Facebook AI Research (FAIR). Ra mét vao nam 2016, PyTorch nhanh chéng tro

thanh mot trong nhing nén tang pho bién nhat dé xay dung va huan luyén cac mé hinh

hoc méy nho tinh linh hoat, ct phéap than thién va kha ndng xtr Iy manh mé trén GPU.

PyTorch hd tro hai thanh phan quan trong:

Tensor: La céu tric dif liéu da chiéu tvong ty NumPy nhung c6 kha ning chay trén
GPU. Tensor trong PyTorch cho phép xir Iy song song va t6i wu hié¢u nang trong
cac phép toan ma tran — yéu td quan trong trong Deep Learning.

Autograd: La hé théng tu dong tinh dao ham, gradient cho cac mo6 hinh mang no-
ron. Autograd giup qué trinh huin luyén mé hinh tr& nén don gian va hiéu qua,

giam dang ké thoi gian trién khai cac thuat toan t6i wu hoa.

Céc dac diém va uu diém noi bat cua PyTorch:

Dé sir dung va than thién véi lap trinh vién: PyTorch cho phép xdy dung mo hinh
theo hudng “dynamic graph” (d6 thi dong), d& stra 161, d& debug va phu hop cho
ca nghién ctru 1An phat trién san pham.

Hb tro GPU manh mé&: Cac phép toan Tensor duoc ting toc dang ké nho hd tro
CUDA, gitip mo6 hinh Deep Learning dat hi¢u nang xtr 1y cao trong cac ing dung
real-time.

Linh hoat trong tily chinh mé hinh: Cho phép dé dang xay dung, chinh sira va m&
rong cdc mo hinh mang no-ron phtc tap.

Kho thu vién phong phti: Bao gém TorchVision, TorchAudio, TorchText,... phuc
vu nhiéu bai toan Al khéc nhau.

Cong dong 16n va tai liéu day du: PyTorch dugc st dung rong rii trong nghién ciru

khoa hoc va cong nghiép, giup ngudi dung dé dang hoc tap va khic phuc van dé.

Sinh vién thuc hién: Bui Ngoc Khic Lam Hudng dan: TS. Poan Duy Binh 9



Xdy dung website diém danh sinh vién bcing nhan dién khuon mat

- Tuong thich tot vdi NumPy va cac thu vién Python khac: Giup két hop trong
pipeline xur 1y anh — trich xuét dic trung — nhan di¢n khuén mat mét cach thuan
tién.

Vai tro cua PyTorch trong hé théng nhan dién khuon mat: Trién khai mo hinh
ArcFace + iResNet-100 gitp trich xuat dic trung khuén mat dudi dang vector 512 chiéu,
tang téc do xir Iy bang GPU gitip mo hinh chay nhanh hon gap nhiéu lan so véi CPU,
x1r Iy batch anh va vector embedding ho trg pipeline nhan dién khi nhiéu khudn mat xuat

hién cung luc, tich hop voi TorchVision dé tién xu 1y anh.

Nhin chung, PyTorch la nén tang hoc sdu manh mé, linh hoat va phu hop cho ca
nghién ctru 1an trién khai thue té. V6i kha nang hd tro GPU hiéu qua, hé thong autograd
tién tién va cdu trac Tensor tdi wu, PyTorch dap tng tdt cac yéu cu ciia nhitng mé hinh
xu 1y anh va nhan dién khuoén mat hién dai. Trong pham vi dé tai, PyTorch dong vai tro
quan trong trong viéc xay dung mé hinh trich xuét dic trung khudn mit c6 do chinh xéac
cao, dong thoi dam bao tée d6 xtr Iy nhanh, 6n dinh khi tich hop v6i hé thdng diém danh.
Viéc str dung PyTorch khong chi nang cao hi¢u qua nhan di¢n ctia mo hinh ma con giap
hé théng dat dugc tinh mé rong, dé bao tri va d& ning cip trong tuwong lai.
1.3.1.3. NumPy

NumPy (Numerical Python) 1a mét thur vién xtr 1y s6 hoc manh mé va phd bién trong
Python, duoc thiét ké dé hd tro cac phép toan trén mang nhiéu chiéu (ndarray) véi hiéu
suat cao. Thu vién nay duogc tdi uu hoa bang cach sir dung cac thuat toan xur 1y vector
hoa va duge viét mot phan bang C, gitp tdc do xtr Iy nhanh hon rat nhiéu lan so vai cac
vong lap Python thong thudng. NumPy dong vai tro nén tang cho nhiéu thu vién khoa
hoc va hoc may khac nhu OpenCV, PyTorch, Pandas... nho kha nang thao tac dir licu

linh hoat va n dinh.

Vai tro cia NumPy trong hé thong:

- Xt Iy dit liéu anh dudi dang méang sb: Mbi birc anh thu tir camera dugc biéu dién
bang ma trin gia tri diém anh (pixel). NumPy gitip doc, chuyén doi va thao tac dir
li¢u nay mot cach hi¢u qua.

- Phéi hop véi OpenCV va PyTorch: OpenCV tra anh dang mang NumPy, sau d6
c6 thé chuyén doi truc tiép thanh Tensor dé dua vao mé hinh PyTorch. Piéu nay
gitip qua trinh tién xir 1y — suy ludn — trich xuét ddc trung dién ra lién mach.

- Tinh toan vector dic trung (feature embedding): Sau khi PyTorch tao ra vector
embedding 512 chiéu ctia khuén mat, NumPy duogc ding dé chuan héa vector —tinh

khoang cach cosine — so sanh muc twong dong gitra hai khuén mat
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- Xu ly danh sach dir liéu va ma tran: Tt dir 1iéu khuon mat, mo hinh can thuc hién
nhi¢u phép todn ma tran nhu cong, trir, nhan, chuan hoa, tim cuc tri,... NumPy

gitip tang toc va dam bao do chinh xéc.

Uu diém ndi bat cia NumPy:

- Hiéu nang cao: Tich hop cac thuat toan tdi wu hoa va xtr 1y vector hoa gitp téc do
nhanh hon nhiéu lan so véi Python thuan.

- Két hop tét v6i cac thu vién AL: NumPy 1a nén tang quan trong ctia cac thu vién
nhu PyTorch, TensorFlow, OpenCV, h tro pipeline Al muot ma.

- API 13 rang, dé dung: Cu phap don gian, truc quan, giup lap trinh vién dé dang
thuc hién céc thao tac phtrc tap trén mang va ma tran.

- Ondinh va dang tin cay: La thu vién chuén cua cong déng khoa hoc dir liéu va Al,

duoc st dung rong rai trong nghién ctru, hoc thuat va cong nghiép.

NumPy déng vai trd nhu “xwong song” trong xir 1y dit liéu ctia hé thdng nhan dién
khuon mit. Nho cung cip cac cong cu tinh toan hiéu ning cao, NumPy giup tdi wu hoa
tdc d6 xir Iy anh, hd tro cac thu vién nhu OpenCV va PyTorch hoat dong hiéu qua, dong
tho1 dam bao do chinh xéc trong cac phép tinh toan vector dac trung. Su 6n dinh, tdc do
va kha nang tich hop manh mé& ciia NumPy khién thu vién ndy tré thanh thanh phan quan

trong va khong thé thiéu trong toan bo pipeline diém danh bang nhan dién khuén mat.

1.3.1.4. TorchVision
TorchVision 13 mét thu vién mé rong ciia PyTorch, duge thiét ké chuyén cho xu 1y
anh va xdy dyng cdc md hinh thi gidc may tinh. Thu vién cung cdp nhiéu cong cu quan
trong nhu tap dir li¢u mau (datasets), cac mo hinh pretrained, va dac biét 1a bo transform
dung dé tién xir Iy anh. TorchVision hd trg thao tac anh nhanh va chuan hoa dit liéu theo
dung yéu ciu cua cac md hinh Deep Learning, dam bao anh dau vao luon c6 dinh dang
thdng nhat va phu hop.TorchVision hoat dong chit ché véi PyTorch, cho phép chuyén
ddi anh tr dang NumPy hodc PIL sang tensor, thay ddi kich thuéc, chuan hoa gia tri
pixel va ap dung cac phép bién dbi can thiét trong pipeline nhan dién khuén mit.
Vai tro ctia TorchVision trong hé thong:
- Tién xir Iy anh dau vao: Chuyén doi va chuan héa anh trudc khi dua vao mé hinh
ArcFace hoac iResNet-100.
- Chuyén dbi tir anh sang Tensor: Cho phép két ndi truc tiép giira dir liéu anh
(OpenCV/NumPy) véi mo hinh PyTorch.
- Dam bao tinh thdng nhat cua dir liéu: Ap dung cac budc transform nhu Resize(),

CenterCrop(), Normalize() dé anh dau vao dat cting kich thuéc va phan phdi mau.
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- HO tr¢ thao tac nhanh trong pipeline real-time: Cac phép bién doi anh dugc t6i wu
gitip téc d6 xir Iy nhanh, phu hop véi yéu cau diém danh thoi gian thuc.
- Tich hgp muot ma v&i PyTorch: Cho phép mé hinh nhén dién tan dung truc tiép

cac tién ich ma khong can viét lai thu cong.

Uu diém cuia TorchVision:

- Tich hop truc tiép véi PyTorch, hd tro lién mach gitra xtr 1y anh va mo6 hinh hoc
sau.

- Cung cip b transform manh mé, t6i wu cho tién xir Iy anh trong Deep Learning.

- Giap chuén héa anh dau vao, ddm bao md hinh nhén dién hoat dong 6n dinh va
chinh xéc.

- Tbc d6 nhanh, pht hop cho xir 1y real-time trong méi truong camera.

- Hb tro nhiéu mé hinh thi gidc may tinh c6 sin, gitip rat ngin thoi gian phat trién.

TorchVision 1a thanh phan khong thé thiéu trong hé thdng nhan dién khudén mit st
dung PyTorch. Nho kha niang tién xir Iy anh manh mé&, hd tro da dang mé hinh c6 sin
va kha nang tich hop sau védi PyTorch, TorchVision giup xay dung pipeline nhan di¢n
khuon mat tré nén don gian, muot ma va hiéu qua hon. Viéc st dung thu vién nay gép
phan nang cao d6 chinh x4ac ctia mé hinh va ting tdc d6 xir Iy, tir d6 cai thién trai nghiém

tong thé cua hé thong diém danh tu dong.

1.3.2. Cdc cong cu hé tro nhin dang khuon mdt
1.3.2.1. SCRFD (Sparsely Connected Regression for Face Detection)

SCRFD la m¢t mo hinh phat hién khuén mat hién dai thudc bo cong cu InsightFace,
duoc thiét ké dé dat tbe do cao va do chinh xac tdt trong nhiéu diéu kién méi truong khac
nhau. Diém manh cia SCRFD la kha nang phat hién khuon mit nhanh ngay ca trén cac
thiét bi c6 cdu hinh khong qua manh. M6 hinh dugc tdi wu cho chay real-time véi
camera, phtt hop cho cac hé théng can xur 1y khudn mat lién tyc nhu diém danh, giam sat
hodc kiém soat ra vao. [6]

SCRFD hoat dong dua trén co ché regression nhe, st dung mang no-ron dugc t6i u
u héa dé xac dinh ving khudén mat trong dnh va tra vé toa dd bounding box chinh xAc.
Nho d6, mo hinh c6 thé phét hién khuén mat chinh x4c ngay ca khi anh c6 goc nghiéng
nhe, thay d6i anh sang hodc c6 nhiéu ddi tugng trong khung hinh.

Vai tro cia SCRFD trong hé thong: ‘

- Phéat hién khuén mat trong khung hinh: SCRFD nhan anh dau vao tir camera va
xac dinh vi tri khuén mit bang bounding box. Pay 1a buéc dau tién cua pipeline

nhén dién, giup tach ving chira khuén mat dé xu 1y tiép.
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- Chuan bi dit liéu cho md hinh ArcFace: SCRFD két hop véi budc cian chinh
(alignment) dé tao anh khuon mit chuan, dam bao phu hop véi yéu cau ciia mo
hinh ArcFace/iResNet-100. Anh sau khi duoc cét tir SCRFD s& duoc resize, chuan
hoa va dua sang budc trich xuat dic trung.

- Xu ly tét trong méi truong thyc té: SCRFD hoat dong 6n dinh voi nhiéu diéu kién
anh sang, goc mat va khoang cach. Diéu nay gitip hé thong diém danh giit duoc do
chinh x4c cao ngay ca khi sinh vién dting xa camera hodc di chuyén nhe.

- Tbc d6 cao, phi hop chay real-time: M6 hinh chay nhanh, tiéu tn it tai nguyén,
gitip hé thdng co thé xur Iy nhiéu khung hinh mdi gidy ma khong bi giat lag. Tdc

do nay rat quan trong dbi v6i hé théng diém danh tu dong.

Uu diém ctua SCRFD:

- Phét hién khuon mat nhanh, phu hop real-time.

- Hoat dong tot trén nhiéu loai thiét bibo chinh x4c cao ngay ca trong méi truong
anh sang khong 6n dinh.

- D@ tich hop véi OpenCV va InsightFace.

- Tra bounding box 0n dinh gitip cai thién chat luong anh dau vao cho mé hinh nhan

dang.

Tom lai, SCRFD la mdt trong nhitng mo hinh phat hién khuén mét hién dai mang lai
hiéu nang vuot troi vé tdc do va do chinh xac. Nho ciu tric mang duoc tdi wu hoa va
thiét ké gon nhe, SCRFD c6 kha ning nhan dién khudén mat trong thoi gian thuc ngay
ca trén cac thiét bi co ciu hinh trung binh. M6 hinh nay khong chi phat hién chinh xac
khudn mat trong nhiéu diéu kién anh sang va goc nhin khac nhau, ma con hoat dong on

dinh khi c6 nhiéu khudn mat xuat hién dong thoi trong khung hinh.

1.3.2.2. ArcFace két hop mé hinh iResNet-100

ArcFace 1a mot thuét toan nhan di¢n khuén mat dua trén hoc sau, st dung ham mét
mat Additive Angular Margin Loss dé tao ra cic vector dic trung (embedding) c6 kha
nang phan biét rat tot giita cac khuon mat khac nhau. Thuat toan nay gitp tao ra khoang
cach goc 16n hon gitra cac 16p, tur d6 tang do chinh xac khi so khép khudn mat. ArcFace
hién 1a mot trong nhitng phuong phap nhan dién khudn mit c6 do chinh xac cao nhét va

dugc st dung rong rai trong cac h¢ théng thuc té.

Mo hinh backbone dugc str dung trong dé tai 1a iResNet-100, mot phién ban cai tién
ctia ResNet véi ciu trac sdu 100 16p, hd trg trich xuat dic trung manh va on dinh.
iResNet-100 c6 kha nang hoc dugc cac dac trung phuc tap ciia khuéon mat nhu hinh

dang, vi tri, goc nhin, tir d6 tao ra vector dac trung c6 do tin cdy cao.
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Vai tro ctia ArcFace + iResNet-100 trong hé thong:

- Xac dinh danh tinh sinh vién: Hé théng ding khoang cich cosine dé so sanh
embedding ctia khuon mit hién tai voi embedding da luu. Néu do twong dong vu
ot ngudng, h¢ théng xac nhan danh tinh sinh vién.

- Hoat dong 6n dinh v&i anh da dang: 4nh sang thay doi, gdc mat 1éch nhe, biéu cam
khéc nhau, chat lugng camera khong cao.

- Tich hop tét véi pipeline OpenCV — TorchVision — PyTorch: Anh dugc phat
hién boi SCRED, tién xu ly b:;ing TorchVision va dua vao mdé hinh ArcFace chay
trén PyTorch dé tao embedding. Pipeline nay dam bao qua trinh nhan dién nhanh

va chinh xac.

Uu diém cua ArcFace + iResNet-100:

- BJ chinh xac cao, dugc ching minh trong nhiéu benchmark.
- Vector dac trung 6n dinh va dé so sanh.

- Hoat dong tot trong mdi truong thuc té.

- Tbc d6 xir Iy nhanh khi chay trén GPU.

- Phu hop thuyc thi real-time trong tng dung diém danh.

ArcFace két hop v6i backbone iResNet-100 13 giai phap t6i wu cho bai toan nhan
dién khuon mit trong hé théng diém danh. Nho co ché Additive Angular Margin Loss
va kha nang trich xuét dic trung manh mé€ cua mang iResNet-100, m6 hinh tao ra cac
vector embedding c6 do phan tach cao, gitp tang do chinh xac khi xac dinh danh tinh
sinh vién. B d6i ndy hoat dong 6n dinh trong nhiéu diéu kién thuc té nhu thay d6i anh
sang, goc nhin hay cht luong camera khac nhau, dong thoi dat hiéu nang t6t khi trién
khai real-time. Viéc tich hgp vao pipeline cung SCRFD, OpenCV va PyTorch giap hé
thong dat d6 tin cdy, toc do va tinh nhat quan cao, dap Gmg t5t yéu cu cta bai toan diém

danh bé‘tng nhan dién khuon mat.
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1.3.2.3. Git

Git 1a mot hé thong quan 1y phién ban phan tan (Distributed Version Control System
—DVCS) rat dugc ua chudng, dugc str dung dé theo ddi va quan ly cacsy thay doi trong
mé nguodn trong sudt qua trinh phat trién phan mém. Pugc tao ra boi Linus Torvalds vao
nam 2005, Git d@ nhanh chong tré thanh mdt trong nhitng cong cu quan 1y phién ban
pho bién va quan trong nhat trén toan cau. Git dé hoc va c6 dung luong nho voi hiéu suat
cuc nhanh. N6 vugt trdi hon céc cong cu SCM nhu Subversion, CVS, Perforce va
ClearCase v6i céc tinh ndng nhu tao nhanh cuc bd gia ré, khu vuc tam thoi tién lgi va
nhiéu quy trinh lam viéc.Muc dich chinh cia Git 1a giip do1 ngii phat trién 1am viéc cung
nhau trén ciing mot du 4n ma khong gap kho khan vé viée ghi dé 1én cong viée ciia nhau.
N6 cho phép moi ngudi lam viée trén cac phién ban riéng cia ma ngudn va sau d6 hop

nhit cac thay ddi nay thanh phién ban chinh thtrc, duge goi 1a "nhanh chinh"(thuong

Hinh 2: Khai niém cong cu Git

duoc goi la "master" hoac "main").

Céc thao tac su dung Git:

- Tao va quan 1y kho luu trir du an.

- Tao branch riéng cho tirng chirc nang nhu dang ky, dang nhdp, quan ly tour, dat
tour...

- Thuyc hién commit thuong xuyén kém théng diép rd rang dé theo ddi tién do.

- Pay (push) ma ngudn 1én GitHub dé luu trit va chia sé voi mentor, dong doi.

- Str dung pull request dé hgp nhét code va nhan gop y tir ngudi huéng dan.

- Giai quyét xung dot (conflict) khi co thay ddi trung nhau giita cac nhanh.

Loi ich cua Git dem lai:

- Version Control: Git gitip theo dbi thay d6i ma ngudn theo thoi gian, cho phép
quay trd lai phién ban trude va hiéu lich sir stra doi.

- Collaboration: Cho phép nhiéu nha phat trién ciing 1am viéc trén dy an, tao nhanh
riéng dé xur Iy tinh ning hodc 11, sau d6 hop nhit vao ma ngudn chinh dé phat trién

ddng thoi.
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- Branching and Experimentation: Hé théng nhanh (branch) ciia Git cho phép tao
cac branch ddc 1ap cho tinh ning méi, bao vé ma ngudn chinh. Néu thanh cong,
nhanh ndy c6 thé hop nhat (merge) vao nhanh chinh.

- Conflict Resolution: Git gitip giai quyét xung dot khi nhiéu nha phat trién cing
sira ma nguon. Cong cu cia Git dam bao tich hop thay d6i khong xay ra xung dot.

- Traceability: Git luu lich sir chi tiét thay d6i code, bao gom tac gia, thoi gian va ly
do. Kha nang nay hitu ich dé hiéu lich sir thay doi code va khic phuc 15i.

- Code Reviews: Nén tang Git nhu GitHub va GitLab.... hd tro code review. Lap
trinh vién c6 thé tao cac pull request , sau do nguoi khéc review code, cai thién
chat lugng code va chia sé kién thirc.

- Rollbacks and Bug Fixes: Khi gip 16i hodc thay doi khong mong mudn, Git cho
phép quay tré lai phién ban trudce 6n dinh, giam nguy co 15i va tiét kiém thoi gian.

- Backup and Redundancy: Mdi nha phat trién c6 ban sao ddy du ctia mi ngudn,
giam rui ro mat dit lidu. Cac ban sao dugc luu & git server.

- Offline Work: Git c6 tinh phan tan, cho phép nha phat trién lam viéc ngoai tuyén,
hd trg nhoém lam viée tir xa hodc phan tan.

- Open Source and Collaboration: Git 12 ma ngudn mé va duoc sir dung rong rai.
Nhiéu du 4n m3 ngudn mé duge luu trit trén cic nén tang nhu GitHub, giup cac
nha phat trién dong gdp va hop tac trén cac du an khac nhau mot cach dé dang.

- Scalability: Git c6 thé xir 1y cac du an véi cac kich thude khac nhau, tir cac dy an
ca nhan nho dén cac dy an ma ngudn cap doanh nghiép 16m.

- Custom Workflows: C6 thé tuy chinh workflow linh hoat dya trén git, tao ra cac
branch, cac release khac nhau theo nhu cau cu thé.

1.3.2.4. Github

GitHub 12 nén tang luu trit va quan 1y ma ngudn sir dung hé thng quén 1y phién ban
Git. Trong du an, GitHub dugc st dung nhu mot kho luu trit (repository) trung tam, giap
nhom phat trién quan 1y ma ngudn, theo ddi tién d6 va phdi hop lam viéc hiéu qua.
GitHub cho phép luu lai toan bo lich st thay d6i cia ma ngudn, hd tro kiém soat phién
ban, khoi phuc khi gip 16i va dam bao tinh dong bo giita cac thanh vién. Thong qua cac
tinh ning nhu Branch, Commit, Pull Request va Issues, nhém c6 thé dé dang phén chia
cong viéc, phat trién song song nhiéu tinh ning va kiém tra, ra soat ma trude khi tich
hop vao hé thdng chinh.

Vai tro ctua GitHub:

- Quan ly phién ban ma ngudn: Theo déi lich sir thay d6i, gitip dé dang xem lai, khoi

phuc hodc so sanh cac phién ban khi can.
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Pam bao tinh 6n dinh cta dy an: Mai tinh nang hodc chinh sira déu duoc dua vao
nhanh riéng (branch), gitp tranh anh hudng dén phién ban on dinh.

Tao moi trudng backup an toan: Ma ngudn duoc luu trit trén cloud, tranh méat dir
liéu khi may tinh ca nhan gip sy cb.

Tich hop véi cac cong cu tu dong hoa: HS trg CI/CD, dé dang trién khai ban cap

nhat hé thong néu can.

Loi ich cua GitHub:

Phan chia cong viéc 1& rang: Mdi thanh vién co thé 1am viéc trén nhanh riéng
(feature branch), giam xung d6t ma ngudn va gitp quan 1y cong viéc minh bach.
D@ dang kiém tra va ra soat ma ngudn: Tinh ning Pull Request cho phép cac thanh
vién xem xét, gop ¥ hodc phé duyét ma trude khi hop nhét (merge), dam bao chit
lwong mai tét hon.

Theo ddi tién d6 va nhiém vu: GitHub Issues va Projects giup tao, gan, theo doi
cong viéc, dac biét hi€u qua ddi véi nhom lam do 4n.

Dodng bo va tranh 151 trung stra ma: GitHub dam bao moi thanh vién ludn st dung
phién ban mi ngudén méi nhat théng qua git pull, tranh chong chéo hodc mat code.
Giao tiép va trao ddi ngay trong du an: Cac binh luan, thao luin ngay trén Pull
Request giup nhom trao d6i d& dang, khong can dung nhiéu cong cu chat khac.
Luu trlt an toan va truy cap moi lac: Toan b du an dugc sao luu trén GitHub, c6

thé truy cap tir bat cir dau, trén bat ky may tinh nao.

1.3.2.5. XAMPP
XAMPP 1a mot goi phan mém tich hop gdm Apache, MySQL (MariaDB), PHP va

Perl, duoc sir dung rong rai dé xay dung va chay méi trudng may chu (server) ngay trén

may tinh c4d nhan. Nho kha ndng cai dit don gian, cAu hinh dé& dang va hoat dong on dinh,

XAMPP thuong duoc str dung dé phat trién va kiém thir cac ing dung web trudce khi

trién khai thuc té.
Pic diém cua XAMPP:

D@ cai dat va sir dung: XAMPP cung cip trinh cai dat nhanh, cau hinh don gian,
phu hop cho sinh vién va nha phat trién.

Tich hop nhiéu thanh phan: Bao gdm Apache, MySQL/MariaDB, PHP, Perl —
gitip thiét 1ap day du moi trudng phat trién web chi véi mot bo cai.

Hoat dong da nén tang: HO tro Windows, Linux, macOS.

Giao dién quan ly tryc quan: Bat/tat dich vu d& dang qua XAMPP Control Panel.
Thich hop cho phat trién cuc bo (local): Cho phép chay va kiém thir img dung web

ngay trén mdy tinh ma khong can server that.
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XAMPP 14 cong cu hiéu qua va can thiét trong qua trinh phat trién hé thong diém
danh. Nho tich hop san Apache va MySQL, XAMPP gitip nhém phét trién thiét lap moi
truong backend va co sé dit liéu mot cach nhanh chong, thuan tién va on dinh. Moi
truong local dong nhat gitip han ché 15i phat sinh, hd trg kiém thir, dam bao tinh chinh

xac trudc khi trién khai chinh thirc 1€n server thuc té.

1.4. Cong nghé phat trién web
1.4.1. Python

Python 1a ngdn ngir lap trinh chinh dugc str dung dé xay dung phan backend ciia hé
théng, dac biét trong cac tac vy xur Iy hinh anh, chay mé hinh nhan di¢n khuén mat va
giao tiép giita website va mo hinh AL Python dugc lwa chon nho ¢t phép don gian, dé
doc, d& van hanh va s& hiru hé sinh thai thu vién rat manh trong linh vyc tri tué nhan tao,

hoc may va xu ly anh.

Vai tro Python trong hé thng:

- X Iy hinh anh tir camera: Python két hop véi thu vién OpenCV dé tiép nhan khung
hinh tir camera, thyuc hién tién xu 1y nhu chuyén d6i mau, can chinh anh va chuan
bi dir li€u cho mo hinh nhan dién.

- Tich hgp va chay mo hinh nhan dién khuon mat: Cac mo6 hinh nhu SCRFD va
ArcFace + iResNet-100 dugc trién khai bang Python nho kha nang két hop tot véi
PyTorch, TorchVision va NumPy.

- Quan ly dir liéu va xur ly logic nghiép vu: Python stir dung cac framework nhu Flask
hodc FastAPI dé xay dung cac API gitip website giri anh 1én server, nhan két qua
nhén dién va luu trit ban ghi diém danh.

- Xay dung API giao tiép v6i frontend: Python dam nhiém viéc xir Iy diém danh, lu

u dir 1i€u vao co so dir liéu, quan 1y thong tin 16p hoc, sinh vién va budi hoc.

Céc dic diém ndi bat cua python:

- Cu phap don gian: D& doc, dé hoc, gan giii v6i ngdn ngit ty nhién (tiéng Anh), gitp
tap trung vao giai quyét van dé thay vi vat 1on véi ct phép.

- M3 ngudén mé va mién phi: Cong dong hd tro cuc 1on.

- Da nén tang (Portable): Chay duoc trén Windows, Linux, macOS ma khong can
thay d6i code nhiéu.

- HOb trg da dang: Lap trinh hudéng ddi twong (OOP), 14p trinh ham, 14p trinh thu tuc.

Nho kha ning xt Iy anh manh m&, tich hop tét véi cac mé hinh AL hd tro thu vién

phong phu va kha ning trién khai API nhanh chéng, Python 1 Iya chon tbi uu dé xay

dung backend cho hé théng diém danh béng nhan dién khuén mat trong dé tai. Ngon
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ngir ndy gitp dam bao hé théng hoat dong 6n dinh, d& mo rong, dé bao tri va dat hiéu

sut cao trong madi truong thuyc té.

1.4.2. Flask
Flask 1a mot micro—framework Python dung dé xay dung ung dung web va API. Véi

thiét ké nhe, linh hoat va d& mé rong, Flask ddc bi¢t phu hop cho cac h¢ théng can tbc

do6 xir Iy nhanh va kha nang tich hop v&i cac mo hinh tri tué nhan tao. Trong dé tai nay,

Flask duoc sir dung dé trién khai backend, quan 1y giao tiép giita giao dién website va

mo hinh nhan dién khuén mat. Flask hoat dong theo mo hinh request—response, cho

phép frontend gtri dir li€u (vi du: anh tir camera) 1€n server, sau do server xu 1y va trd vé

két qua nhan dién. Nho d6, Flask dong vai tro trung tAm trong pipeline diém danh. [7]

Hinh 3: Khdi niém vé Flask

Vai tro cua Flask trong hé théng:

X4y dung API giao tiép voi frontend: Frontend giri anh 1én server qua phuong thirc
POST; Flask xir Iy, chay mé hinh va tra két qua JSON.

Tich hop mo hinh AI (SCRFD, ArcFace + iResNet-100): Flask load mé hinh vao
RAM/GPU mdt lan, gitp ting toc d6 phan hdi mdi 1an nhan dién.

Xt Iy nghiép vu diém danh: Ghi nhan thoi gian, 16p hoc, ma sinh vién va luu vao
co so dir lidu.

Két ndi co s6 dit lidu: Flask 1am viéc véi CSDL thong qua cac ORM hodc thu vién

két noi.

Uu diém cua Flask:

Nhe, d& trién khai va phu hop hé thong Al thoi gian thyc.
Linh hoat, dé mé rong béng cach cai thém extension.
Hiéu ning cao, c6 kha ning xir 1y nhiéu request/giy.

Dé tich hop v&i OpenCV, PyTorch, NumPy va cac thu vién xir Iy anh.
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Cau triic don gian, dé quan 1y va bao tri.

Cac dac diém noi bat cua Flask:

Micro-framework dang nghia: chi cung cap nhiing thanh phan tdi thiéu, cho phép
lap trinh vién ty xay dung phan con lai.

Routing don gian nhung manh mé: dé dang tao cac API nhan dién khudn mit.

Hb trg middleware va decorator: giup logging, xac thuc, chong spam request, bao
mat APL.

Kha ning xu ly bt dong bo (khi dung véi gevent, gunicorn, uvicorn): tang toc do
khi c6 nhidu ngudi dung diém danh cung luc.

D@ trién khai thanh microservice: pht hop khi muén tach riéng service nhan dién
thanh API doc lap.

Nho su don gian nhung manh mé, Flask dap tng t6t yéu cau ctia mot hé théng diém

danh sir dung camera va AL, dam bao toc do xur 1y nhanh va tinh tuong tac thoi gian thuc

gifra nguodi dung va may chu.

1.4.3. MySOL

MySQL 1a h¢ quan tri co s& dit li¢u quan hé (Relational Database Management

System — RDBMS) mé ngudn mé phd bién nhét hién nay, duoc st dung rong rii trong

cac ing dung web nho kha nang luu trit dir 1iéu on dinh, tdc do xir 1y nhanh va hd tro tdt

cho cac hé théng 16n. MySQL sir dung ngdn ngit truy van SQL (Structured Query

Language) dé thao tac dit liéu nhu thém, stra, x04 va truy van, giup qua trinh quan 1y dit

li¢u trd nén tryc quan va dé dang.

Dic diém ndi bat cia MySQL:

M3 ngudn mé: mién phi, d& tiy chinh va trién khai.

Hiéu ning cao: tdi wu truy van nhanh, pht hop vé6i hé théng c6 lwong dit lidu 16n.
D& tich hop: tuong thich tét v6i Python, Flask, Node.js va cac framework web phd
bién.

Bao mat tot: hd tro phan quyén ngudi ding, ma hoa dit liéu va sao luu ty dong.
HO tro nhiéu loai dir liéu: INT, VARCHAR, DATE, BLOB, JSON...

Vai tro cia MySQL trong hé thong:

Quan ly sinh vién: ma sinh vién, ho tén, 16p, anh dé nhan dién.

Quan ly 16p hoc: ma 16p, tén 16p,,...

Dit liéu diém danh: lich st diém danh, thoi gian diém danh, trang théi sinh vién.
Tai khoan nguoi dung: gidng vién, quan tri vién.

HJ trg béo cao théng ké.
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MySQL 1a lya chon phil hop cho hé théng diém danh bang nhan dién khuon mat nho
kha nang luu trix 6n dinh, hd tro truy van manh mé va dé tich hop véi Flask va Python.
Co s¢ dir ligu dong vai tro quan trong trong viéc ddm bdo tinh chinh xéc, an toan va kha

nang mo rong cua hé thong.

1.5. Kién triic hé thong web irng dung tri tué nhan tao

H¢ théng diém danh sinh vién béng nhan dién khuon mat dugc xay dung theo mo
hinh kién trac g@)m ba 16p chinh: Frontend, Backend va H¢ théng tri tué nhan tao (Al
Processing). Mbi 16p dam nhén céac chirc nang doc 1ap nhung lién két chat chd nhim
dam bao toan bd quy trinh diém danh dién ra tu dong, chinh xéc va thoi gian thuc. Ngoai
ra, hé théng con tich hop co so dit liéu MySQL dé luu trix va truy xuét thong tin mot cach
6n dinh va hiéu qua.

Kién trac ctia hé théng bao gdm cac thanh phan chinh:

- Frontend (Giao dién nguoi dung): Xay dung bang HTML, CSS, JavaScript. Hién
thi giao dién diém danh, giao dién quan Iy sinh vién — 16p hoc, trang ding nhap,
trang camera. Thu thap video/anh tir camera, guri 1én backend dé xtr Iy nhan dién.
Hién thi két qua nhan dién va thong tin diém danh theo thoi gian thuec.

- Backend (Flask — Python): Nhan anh dugc gt tur frontend. Goi cac module xur 1y
anh, phat hién khuén mat va nhan di¢n khuén mat. Cung cép API RESTful két nbi
frontend — Al — database.

- Module tri tu¢ nhan tao (Al Processing): SCRFD (phat hién khuén mat), ArcFace
+ iResNet-100 (trich xuit va so khdp vector khuén mit), OpenCV, PyTorch,
TorchVision dé xt 1y anh.

- MySQL Database: Luu trit toan b thong tin hé thong.
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Frontend

g ]
Giao dién Web
(HTML/CSS/JS)

i LN

Al Module

J

XU ly nhan dién

Gui anh tircamera Hién thi két qua

\Qackend'\

- "

g |
Flask API

vl

Tra két qua MSSVY ™ Luu diém danh

~

3

Nhén dién khudén mat
(SCRFD, ArcFace, OpenCV,...)

e .

Hinh 4: Kién triic hé thong Website

Sinh vién thuc hién: Bui Ngoc Khéc Lam
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Chuwong 2: PHAN TICH VA THIET KE HE THONG

2.1. Khio sat yéu ciu thie té
2.1.1. Thuc trang céong tic diém danh hién nay

Tai nhiéu truong hoc va co so dao tao, qua trinh diém danh sinh vién van duogc thuc
hién theo phuong phép thu cong nhu goi tén, ky tén hodc quét ma QR. Nhirng phuong

phap nay tuy don gian nhung ton tai nhiéu han ché nhu:

- Tbn nhiéu thoi gian, dic biét d6i véi 16p hoc c6 sb luong sinh vién dong.

- D@ xéy ra gian lan khi sinh vién diém danh ho hoic ky tén thay.

- Kho khin trong viéc tong hop, thong ké va luu trir dit liéu diém danh.

- Thiéu tinh ty dong hoa va khong phu hop véi xu hudng chuyén doi sb trong gido
duc.

Trong bdi canh coéng nghé tri tué nhin tao (AI) va thi gidc may tinh (Computer
Vision) phat trién manh mé, viéc tng dung cic cong nghé nay dé tu dong hoa cong tac
diém danh 12 hoan toan kha thi, gitip nang cao tinh chinh xéac, giam thiéu sai sot va tiét
ki€ém thoi gian cho giang vién.

2.1.2. Muc tiéu khdo sat

Muc ti€u ctia qua trinh khao sat 1a nham:

- Nam bat thyc trang quy trinh diém danh hién nay trong céc 16p hoc.
- Xac dinh nhu cau, khé khin va mong mudn ciia ngudi ding (giang vién, quéan tri
vién).
- Dé xuit giai phap tmg dung cong nghé nhan dién khuén mit nham t6i wu quy trinh
diém danh va quan 1y dit liéu sinh vién.
2.1.3. Doi twong khdo sdt

Qua trinh khao sat dugc thuc hién véi cac ddi tuong chinh sau:

- Giang vién: Nguoi truc tiép sit dung hé théng dé diém danh, theo dbi va quan 1y
két qua hoc vién.
- Sinh vién: Béi tuong dugc nhan di¢n va ghi nhan tham dy budi hoc.
- Quan tri vién: Nguoi chiu trach nhiém quan 1y dir liéu nguoi dung, 16p hoc, va hé
thong diém danh tong thé.
2.1.4. Két qua khdo sdt
Sau khi tién hanh khao sat thuc té tai Khoa Cong nghé thong tin — Truong Pai hoc

Kién truc Pa Nang, c¢6 thé rat ra mot so két luan:
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Phan 16n giang vién mong mudn c6 mot cong cu diém danh ty dong, giup tiét kiém
thoi gian va ddm bao tinh minh bach.

Sinh vién ciing danh gia cao phuong phap diém danh bang khuén mit vi nhanh,
chinh x4c, khong giy gian doan budi hoc.

Nha trudng mong mudn hé thong cé thé quan 1y tap trung dir liéu diém danh, dé

tra ctru va xuét bao co theo 16p hodc hoc ky.

2.1.5. Pé xuit hwdng gidi phdp

Tu két qua khao sat, nhom thyc hién dé xuit xay dung hé théng website diém danh

sinh vién bang nhan dién khuén mat véi cac yéu cau chinh:

Tu dong nhan di¢n va ghi nhan sinh vién c6 mat thong qua camera.

Quan 1y danh séach sinh vién, 16p hoc va lich hoc.

Luu trit dit liéu diém danh tap trung trén may chu.

Cung cip giao dién than thién, dé str dung cho giang vién va quan trj vién.

Ung dung cong nghé Al va OpenCV dé xur 1y hinh anh va nhan dién khudén mait

vo1 do chinh xac cao.

2.2. Phan tich h¢ thong
2.2.1. Mo hinh UseCase

Quan tri vién

Giang vién

1. Quan ly tai khoan
.

2. Quan ly sinh vién
-

»(_ 3. Quan ly 16p hoc

T
4. Quan ly camera

-
5. Xuat bdo cao «include»
ANTNGER: " «extend»
7. Xem lich str i Y ;
L i <. _ winclude» 710 Xem diém danh

6. Diém danh i = 4

Sinh vién

Hinh 5: Mé hinh UseCase tong qudt

STT | Tén Use Case

Tac nhan

(Actor) M0 ta chirc nang
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biang nhap, dang xuat h¢ thong. Phan

an ly tai e A £ . - A T
Qukho '23;1 Quan tri vién | quyén truy cap cho gidng vién va cac tai
khoan quan tri khac.
Thém mdi, cap nhat, x6a thong tin ho so
Quan.lAy sinh Quin tri vién sinh vién. qua’m tNerAg n}}at la} chuc nang
vién nap va quan ly dir liéu hinh anh khu6én mat
dé huan luy¢n cho Al
Tao 1ap cac 16p hoc hanh chinh hodc 16p
Quan 1y 16p hoc | Quan tri vién | hoc phan, gan danh sach sinh vién vao cac

16p tuong Gng.

Quan ly camera

Quan tr1 vién

Cau hinh két ndi véi thiét bi camera
(IP/RTSP) hodc Webcam. Thiét lap cac
thong s6 k¥ thuat dau vao cho module
nhan dién.

Xuat bao cao

Quan tri1 vién

Trich xuat dir liéu diém danh tir hé thong
ra cac dinh dang file luu trit (Excel, PDF)
dé phuc vu cong tac thong ké, bao cdo
dinh ky.

Kich hoat hé théng camera tai 16p hoc dé
tw dong nhan dién khudén mat sinh vién va

Diém danh Giang vién S M xem 2 1
gv ghi nhan trang thai "C6 mat" vao co s¢ dir
liu theo thoi gian thuec.
Xem lai nhat ky ra/vao va danh sach diém
Xem lich st Giang vién | danh cua cac 16p hoc ma giang vién phu

trach dé theo ddi tinh hinh chuyén can.

Xem diém danh

Sinh vién

Sinh vién ding nhap vao hé thong dé tu
kiém tra trang thai diém danh ctia c4 nhan
minh trong cac budi hoc.

Bang 1: M6 ta mo hinh UseCase

Sinh vién thyc hién: Bui Ngoc Khic Lam
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2.2.2. So do chirc ning

Hé thong diém danh

Quan ly ngudi diing

Quan ly sinh vién

©4éng nhdp

D6i mét kndu

Quan Iy I6p hoc

CRUD sinh vién

Quén Iy anh
(chup/tai lén/x6a)

CRUD I&p hoc

Gan sinh vién
vao lop

Nhén dién & diém danh

Bdo cdo thong ké

—{Nhan dién qua camera

Dashboard tdng quat

Diém danh tw déng

Lich s, thong ké

Chong diém danh triing

Hinh 6: So d6 chirc ning

Pac ta cac module chinh:

- Quan 1y ngudi dung: Pam bao chi nhitg ngudi co quyén (Admin) mai ¢ thé truy

cap va st dung hé théng.

- Quan 1y sinh vién: Luu trit va quan 1y toan bo thong tin sinh vién phuc vu cho viéc

nhan dién va diém danh.

- Quan Iy 16p hoc: T6 chuc cac 16p hoc — nén tang dé hé théng xac dinh sinh vién
thudc budi diém danh nao.

- Nhan dién & Piém danh: Thuc hién chirc ndng c6t 15i cua hé théng — nhan dién

sinh vién va ghi nhan viéc diém danh.

- Bao cdo & Théng ké: Hb trg Admin theo ddi, danh gia va quan 1y tinh hinh hoc

tap thong qua dit liéu diém danh.

Sinh vién thyc hién: Bui Ngoc Khic Lam
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2.2.3. So do hoat djng

¥

[ knhai aéng hé thong |

| Khdi tao camera

v

<

v

| Batcamera |

[ chup anh khusn mat |

ﬁ“« Phat hién khudn mat? )mﬁ

(" Trich xust asc trung khudn mat | [ Hién thi "Khéng phat hién khubn mat~ |

¥

[ so sénh véi cose air gy |

ﬁCé Nhan dién dugc? Mﬁ

| Lay thang tin ngudi dung [ Hi€n thi "Khéng nhan dién dugc” |

| Ghi nhan diém danh |
Hi&n th| théng bao "Diém danh thanh céng” |
l -
Doi 5 giay

< Tidp tyc? >SS

Khéng

\ ©6éng camera |

e

| Thoat chuong trinh |

Hinh 7: So do6 hoat déng quy trinh diém danh

2

[ Thuthap anh sv |
X by anhJ
['hoan dién khudn rnat_“.]

v

] Cat va chuan héa |

Huan luyé:

] Trich xudt dac trung |

I

[ Train model |

A

Trein meds
¥ -

] Banh gia mé hinh |

ZCCS _Pat yéu céu?%ng

Luu model | | Diéu chinh tham s& |

| Train lai |

- T
i\Dat yé&u cadu? >

S

Hinh 8: So dé hoat dong Trainning sinh vién
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2.2.4. Biéu do tuin tw

[
|

_15. Hién thi anh va trang thai
16. Théng bao thanh céng/ 16i

<

17. Chon Idp dé gan sinh vién

O ¢ & ¢ O
Admin Ul Quan 1y Sinh vién Studénittrl PhotoCtrl CIassICtHr Data;b)ase

| 1. M& giao dién quan If sinh vién o
‘: 2. Hién thj danh séch sinh vién . :
3. Nhép théng tin sinh vién méi / sia / xéa g ] E
4, Gui yéu cau thao tac sinh vién » | i
5. Kiém tra dir liéu hap 18 : :

6. Thém/S /X6 sinh vién i <

_ 7. Xac nhén thanh céng | : i
8. Hién thi két qua :
9. Théng bao thanh cong/ 16i i i ,
‘;0. Chup anh tir camera / Chon dnh tir may tinh ) I :
11. G dif ligu anh u
i 12. X(rly anh (align, trich xuat dac tnmg) I

5 13. Luu dnh va dac tnmg E i

14. Xac nhdn . i

18. Gan sinh vién vao I6p

_ 21. Hién thi thong bdo

1 19. Cip nhat danh sach lop
e B

_ 22. Théng béo thanh céing
<

Hinh 9: Biéu dé tudn tw quan 1y sinh vién

20. Xac nhan

Sinh vién thuc hién: Bui Ngoc Khéc Lam
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i HO S &
Admin Ul Quan Iy Lép hoc ClassCtrl Database
1. Md giao dién quan Iy Idp hoc .
. 2. Hién thi danh sach I&p hoc
3. Tao / Sia | Xoa Iop hoc -
4. Gui yéu cau thao tac lap hoc >
5. Kiém tra dir liéu hop 1€
6. Thém/Sia/Xda Iép hoc o
_ 7. Xdc nhan thanh céng i
_ B Hién thi két qua )
< 9. Thang bao thanh céng/ I15i )
10. Xem danh sach sinh vién theo Irirp}__
11. Yéu cdu danh sdch sinh vién B
12. Lay danh sédch sinh vién }_'

_ 13.Tra két qua

14, Hién thi danh sach sinh vién
<

_ 15. Hién thi xong

-

16. Théng ké s lugng sinh vién

-
>

17. Y&u cdu thing ké

.
>

18. Lay dir liéu s6 lugng sinh vién

_ 19. Tra két qua
<

_ 20. Hién thi thang ké

21, Hoan tat

Hinh 10: Biéu do tuan tw qudn Iy 16p hoc

Sinh vién thyc hién: Bii Ngoc Khic Lam Huéng dan: TS. Poan Duy Binh

29



Xdy dung website diém danh sinh vién bc%ng nhdn dién khuon mat

% O O O

Admin Ul Diém danh FaceCtrl Databa
' 1. Bat dau training model :

Y

. 2. GUA dir liéu anh sinh vién ;
: ' 3. XUrly anh, trich xust dac trung

4. Lwu dac trung, cap nhat trang thai training ‘1
5. Xac nhdn !

. 6. Cap nhit tién trinh real-time

I
|

|

|

|

|

|

|

|

|

|

|

|

|

|

I

|

|
-

[y

I

|
|
f
|
|
1
|
|
|
|

7. Hién thi tién trinh training |

Hinh 11: Biéu d6 tuan ty Training model

A A o

— ) |
&)

Student Ul Diém danh Facetﬂl AttendanceCtrl Database

‘»’ﬁ\

1. Quét khudn mdt qua camera

2. Nhgn di¢n khudn mat

3. Lay dir ligu dac trung
_ 4. Trd két qua so khdp
5. Kiém tra sinh vién triing (thai gian chd 2 pht)

B 2

6. Ghi nhin diém danh néu hop 1¢

_ 7. Xac nhgn

_ 8. Hién thi két qua diém danh
'_ 9. Théng béo diém danh thanh céng / 18i

Hinh 12: Biéu do tuan tu diém danh
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2.2.5. Thiét ké co sé div liéu

Bo censeanzozatendance cameras | Mo ciemcanozs attendance nistory Mg ciemeznnzozs students

@ id - int(11) unsigned

@ name : varchar(100)

@ label ; varchar(100)

@ type : enum('usb’ risp’ ‘htip’)
@ source : varchar(255)

@ description : varchar(255)

# enabled  tinyint(1)

w is_default : tinyint(1)

w resolution_width : int(11)

w resolution_height - int(11)

w fps . int(11)

w last_tested - int(11)

o test_status - enum(‘'success' failed’'unknown’)
# created_time - ini(11)

w updated_time : int(11)

# created_by - int(11) unsigned

# updated_by : int(11) unsigned

@ id - int(11) unsigned

4 Student_id : int(11) unsigned

 student_code : varchar(20)

@ full_name : varchar(100)
class_name : varchar(100)

# status - tinyint(1)

m attendance_date - date

m attendance_time : time

4 addtime - int(11)

@ verification_method : varchar(50)

1 device_id : varchar(100)

@ device_name : varchar(100)
photo_path : varchar(255)

4 recognition_rate - float

« attendance_image : longblob

@ note - varchar(255)

# created_by - int(11) unsigned

4 updated_time : int(11)

¢ id : int(11) unsigned
! @ student_code : varchar(20)

full_name : varchar(100)

@ birth_date - date

= gender : tinyint(1)

o class_name : varchar(100)

@ major - varchar(150)
course : varchar(20)

o faculty : varchar(150)

@ room_number : varchar(20)

phone - varchar(20)
@ email : varchar(100)
# status : tinyint(1)
# is_trained - int(11)
# created_time : int(11)

# updated_time - int(11)

n © diemdank2025 attendance_admin_accounts

.:m inf(11) unsigned

# usemame : varchar(50)

& password : varchar(255)
full_name - varchar(100)

# email : varchar(100)

@ phone : varchar(20)
role - varchar(50)

o permissions : fext

w last_login : int(11)

@ last_ip - varchar(45)

# Status : tinyint(1)

» created_time - int(11

# updated_time - int(11)

go demdanh2077 attendance_classes
@ id - int(11) unsigned

# Class_code : varchar(50)
& class_name : varchar(150)
@ faculty - varchar(150
course : varchar(20)

@ major : varchar(150)

« total_students - int(11)
notes : text

& status - tinyini(1)

& crealed_time - ini(11)

® updated_time : int(11)

g & demdann2025 attendance_menus
¥ id - int(11) unsigned
@ name - varchar(100)
@ label - varchar(100)
@ icon : varchar(50)
) url : varchar(255)
@ permission - varchar(100)
» parent_id : int(11) unsigned
& order - ini(11)
4 status - tinyint(1)
# created_time - int(11)

# updated_time - ini(11)

Hinh 13: Mo hinh quan hé dir liéu cua hé théng

Tén truong

Kiéu dir liéu

Mo t4 chilrc nang

id

int(11) unsigned —

AUTO INCREMENT

Khoa chinh, dinh danh duy
nhat cho mdi tai khoan admin.

username

varchar(50)

Tén dang nhap vao hé théng.

password

varchar(255)

Mat khau d3 ma hoa.

full name

varchar(100)

Ho tén quan tri vién.

email

varchar(100)

Email ding dé nhn thong bao
hoac khoéi phuc mat khau.

phone

varchar(20)

S6 dién thoai lién hé.

role

varchar(50)

Vali tro cua tai khoan.

permissions

text

Danh sach quyén han dang
JSON, cho phép tuy chinh chi
ti€t tirng quyeén.

last_login

int(11)

Thoi gian dang nhap gan nhat
(timestamp).

last ip

varchar(45)

Dia chi IP lan ding nhap cudi.

status

tinyint(1)

Trang thai tai khoan: 0 = Khoa,
1 = Hoat dong

created time

int(11)

Thoi gian tao tai khoan
(timestamp).

updated time

int(11)

Thoi gian cap nhat gan nhat.

Bdng 2: Mé td chi tiét bang attendance admin_accounts
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Tén truong Kiéu dit liéu MBb ta chirc nang
d int(11) unsigned ID Eluy nhat ciia camera (khoa chinh,
tu tdng).
name varchar(100) Tén dinh daph camera (VD:
webcam 0, ip_camera 1).
label varchar(100) Nl}an hién thi than thién trén giao
dién.
type enum('usb','rtsp','http") | Loai camera: USB, RTSP hodac HTTP.
Ngudn camera: index USB hoic URL
source varchar(255) RTSP/HTTP.
description varchar(255) MO ta vi tri/chirc nang ctuia camera.
enabled tinyint(1) Trang thai hoat dong: 1 = bat, 0 = tat.
is_default tinyint(1) CC(?)mera méc dinh cua h thong (1 =
resolution_width int(11) Do rong video (px).
resolution height int(11) Do cao video (px).
. S6 khung hinh/gidy (Frames Per
fps mt(11) Second).
last_tested int(11) Thoi gian test két noi gan nhat

(timestamp).

test status

enum('success','failed','

Trang thai test két ndi: thanh cong/that

unknown") bai/chua xac dinh.
created time int(11) Thoi gian tao ban ghi.
updated time int(11) Thoi gian cép nhat ban ghi.
created by int(11) unsigned ID nguoi tao ban ghi.
updated by int(11) unsigned ID ngudi cap nhat ban ghi.

Bang 3: M6 td chi tiét bang attendance cameras

Sinh vién thyc hién: Bui Ngoc Khic Lam
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Tén truong Kiéu dit liéu Mo ta chirc nang
Khoa chinh (Primary Key), tu dong tang.
id INT(11) - Diing dé dinh danh duy nhat cho tim
AUTO_INCREMENT | "8 €€ dith tanh duy 8
- 16p hoc trong hé thong.
class_code VARCHAR(50) Ma 16p hanh chinh (Vi du: 21CT5).
class name VARCHAR(150) Tén day du cua 16p hoc.
Tén Khoa quan 1y 16p hoc nay (Vi du:
faculty VARCHAR(150) Khoa Cong ngh¢ thong tin).
course VARCHAR(20) Khoa hoc cua sinh vién
major VARCHAR(150) Chuyén nganh dao tao cu thé cua 16p.
total_students INT(11) Luu tor,1g s0 lugng sinh vién hién co
trong 16p.
notes TEXT Ti'u:(’mg dung dé ghi cht thém thong tin
vé 16p hoc.
status TINYINT(1) Trang thai hoat dong cua 16p hoc.
created time INT(11) Thoi gian tao 16p hoc
updated time INT(11) Thoi gian cap nhét thong tin 16p hoc gan

nhat.

Badng 4: M6 ta chi tiét bang attendance_classes
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Tén truong Kiéu dir liéu Mo ta chirc nang
: Khoa chinh (Primary Key), tu dong
id 1 1) - tang. Dinh danh duy nhét cho mdi
AUTO INCREMENT | [2R&- E Y
luwot diem danh.
student id int(11) D}gﬂg de xac dinh sinh vién nao dang
diém danh.
student code varchar(20) Ma sinh vién.
full name varchar(100) Ho tén sinh vién tai thoi di€ém diém
danh.
class name varchar(100) Tén 16p hoc cua sinh vién.
status tinyint(1) Trang thai diém danh.
attendance date date Ngay thuc hién diém danh.
attendance time time Gio thyuc hién diém danh
addtime int(11) Thot gian ghi nhan ban ghi.
verification method varchar(50) Phuong thac xac thuc.
. M dinh danh cua thiét bi thuc hi¢n
device id varchar(100) didm danh.
device name varchar(100) Tén cua thiét bj diém danh.
Puong dan luu trit file anh chup bang
photo_path varchar(255) chung khi diém danh trén server.
recognition rate float D0 chinh xac.
attendance image longblob Luu trir di¥ li€u anh.
note varchar(255) Ghi cht thém.
created_by int(11) ID cua nguoi tao ban ghi nay.
updated time int(11) Thot gian cap nhét/chinh sira ban ghi

gan nhat.

Bang 5: M6 ta chi tiét attendance_history

Sinh vién thyc hién: Bui Ngoc Khic Lam
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Tén truong Kiéu dit liéu Mo ta chirc nang
d int(11) - Khoéa chinh (Primary Key), tu dong tang.
AUTO_ INCREMENT | Binh danh duy nhat cho tirng muc menu.
name varchar(100) TeAn dinh danh cua menu item trong hé
thong.
label varchar(100) Nhap. hl?n thi cua menu trén giao dién
nguoi dung.
: Luu tén class cua icon dé hién thi bicu
icon varchar(50) ) N
tuong minh hoa canh tén menu.
DPuodng dan (route) hodc hash ma trinh
url varchar(255) duyét s€ chuyén hudéng tdi khi ngudi dung
click vao menu.
M3 quyén han bét budc dé nhin thdy menu
permission varchar(100) nay. Gilp an cac menu quan tri khoi user
thuong.
parent id int(11) ID ctia menu cha.
order int(11) S6 thir tu sip xép hién thi ctia cac menu.
status tinyint(1) Trang thai hién thi cia menu.
created time int(11) Thoi gian tao menu.
updated_time int(11) Thot gian cap nhat thong tin menu gan

nhét.

Bang 6: M6 ta chi tiét bang attendance menus

Sinh vién thyc hién: Bui Ngoc Khic Lam
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Mo ta chuc nang

Tén trudng Kiéu dit liéu

: Khoa chinh (Primary Key), tu dong tang.
id mt(11) - Pinh danh duy nhit cho timg sinh vién
AUTO INCREMENT | A 1 A
- trong hé thong.
student code varchar(20) M3 sb sinh vién
full name varchar(100) Ho va tén day du cua sinh vién.
birth date date Ngay thang nam sinh.
gender tinyint(1) Gioi tinh cua sinh vién.

class_name varchar(100) Tén 16p hanh chinh ma sinh vién dang

theo hoc.
major varchar(150) Chuyén nganh dao tao cua sinh vién.
course varchar(20) Khoa hoc cua sinh vién.
faculty varchar(150) Tén Khoa quan 1y sinh vién.
phone varchar(20) S dién thoai lién lac cua sinh vién.
email varchar(100) D;e} chi EAmall cd nhan hodc Email do nha
truong cap.
status tinyint(1) Trang thai hoat dong.
is trained int(11) C(f danh dau trang thai huan luyén khuon
mat.
created time mnt(11) Thoi gian tao hd so sinh vién.
updated time int(11) Thoi gian cap nhat hd so gan nhat.

Bdng 7: MG ta chi tiét bang students
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2.2.6. Giao dién nguoi dung
2.2.6.1. Bang nhap

Giao dién ding nhap duoc thiét ké don gian, hién dai, gdm hinh nén minh hoa cong
nghé nhan dién khuén mat va khung dang nhap danh cho quan tri vién véi cac truong

thong tin co ban va nit dang nhap rd rang, dé sir dung.

Pang nhap Quan tri
vién

LN T i ~2 W Tén déng nhap
HE THONG DIEM DANH

SINH VIEN BANG NHAN
DIEN KHUON' MAT.

Mat khau

(o]

() Ghi nh& dang nhap Quén mét khau?

DANG NHAP

Hinh 14: Giao dién trang dang nhdp
2.2.6.2. Trang chu

Giao dién trang chu dugc thiét ké theo phong cach Dashboard (Bang diéu khién).
Muc tiéu 1 cung cip cai nhin tong quan nhanh chéng vé trang thai hé théng. Khu vuc
Chinh hién thi cac chi sd thong ké quan trong (Key Metrics) nhu téng sé 16p, tong s6
sinh vién, s luong sinh vién di diém danh, chua diém danh va thong tin sinh vién diém
danh gan day.
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DIEM DANH ONLINE

Thi Ba, 2 thang 12, 2025

Trang cha 21:32:40
@ Trang chi
X quin ly sinh vién l_l @ x

= &
262 Quan Iy ngudsi diing Téng 6 16p Téng s6 sinh vien SV da diém danh SV chua diém danh

Quan ly I6p hoc
B Piém danh sinh vién

D Lich st diém danh Hoat/dgng:gan day m

= Béo cao thong ké 213226
Bui Ngoc Khéc Lam (215011) - Da diém danh - 21CT5
Théng tin thanh vién

Ding xuat

Hinh 15: Giao dién trang chu
2.2.6.3. Quan ly sinh vién

Module quan 1y sinh vién déng vai tro 1a trung tim dit liéu dé quan 1y thong tin va

hinh 4nh khudn mét cua sinh vién. Chirc ndng chinh bao goém:

- CRUD Dt li€u: Thyc hién cac thao tac Thém, Chinh stra, X6a thong tin co ban
cua sinh vién (Ma sinh vién, Tén, L&p).

- Quan 1y Hinh anh: Cho phép Tai 1€n/Cap nhat anh khuoén mat cia sinh vién, la dir
liéu dau vao bat bude cho cong nghé nhan dién.

- Tra ctru: Cung cip chirc ning Tim kiém va Loc theo M3 sinh vién hodc Ldp hoc

dé d& dang thao tac v6i danh sach.

DIEM DANH ONLINE

Thi Ba, 2 thang 12, 2025

Quan ly sinh vién 213721
@ Trang chu
CEUTETT— prery A[ea - & vyt
®  Quin Iy sinh vién
"% Quin1y nguss ding Danh séch sinh vién Téng: 33 snh vien
£3 Quan Iy 16p hoc
Ma SV Ho tén L6p Anh D3 Training Training Thao tac
M1 Diém danh sinh vién
21CT1 ° o] oo
"D Lich si diém danh
: v (o] oo
& Bao cdo théng ké
, : o o oo
@ Théng tin thanh vién
1 ° o] a0
[ Ding xust
i Th 1 B o oo
1 ° o] ao
1 ° o] ao
Hos 1ars o o oo
: o o oo
< : o o oo
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Hinh 16: Giao dién quan ly sinh vién
2.2.6.4. Quan Iy nguoi dung

Module quan 1y ngudi ding ¢ chirc ning quan 1y cac tai khoan va phan quyén truy

cap hé thong.

- Phan quyén: Xéc dinh cac vai tro chinh (vi du: Quan tri vién va Giang vién), moi
vai trd ¢6 pham vi quyén han khac nhau dé dam bao bao mat va tinh toan ven ctia
dir liéu.

- Chuc nang: Cho phép Thém, Chinh stra, V6 hi€u hoda tai khoan, va Thiét 1ap lai
mét khau.

El o 0 > - e g~
DIEM DANH ONLINE -&. Quan Iy ngudl dung
Quan ly théng tin sinh vién trong hé théng
© admin
Trang cha

2 o I ()} Mo

Quan ly sinh vién T6ng s6 ngudi dung Dang hoat dong Méi thém thang nay Khong hoat dong

Quan ly ngudi dung

Quan ly I6p hoc + Thém ngusi diing m Q_ Tim kiém theo tén dang nhap, ho tén, em Tatcatrang théi v

Diém danh sinh vién

et STT  Tendang nhap Ho va tén Vaitrs  Email Sedienthoai  Dang nhap cusi Trang thi Hanh déng

D 1 1 Khdc Lam staff - - 1047:16 24/11/2025 Hoat dong ]
Bao cao théng ké a0 u - D
g admin Quan tr vién hé thong admin  admin@dau.eduvn 0123456789 2131:51 2/12/2025 Hoat aong o0

Théng tin thanh vién

BDing xuat

Hinh 17: Giao dién quan ly nguoi dung

Sinh vién thyc hién: Bii Ngoc Khic Lam Huéng dan: TS. Poan Duy Binh 39



Xay dung website diém danh sinh vién bang nhdn dién khuén mat

2.2.6.5. Quan ly lop hoc

Module Quan 1y Lép hoc cung cip giao dién dé ngudi dung (Giang vién/Admin) to
churc va quan ly cadc nhém sinh vién hoc tap.

Tao/Stra/X6a Lop (CRUD): Cho phép tao 16p hoc méi, chinh stra thong tin 16p (Tén
16p, Ma 16p, Gidng vién phu trach) hodc x6a 16p.

DIEM DANH ONLINE Th Ba, 2 théng 12, 2025

Quan ly 16p hoc 21:38:58

@ Trang chu

®  Quan ly sinh vién

£

282 Quan Iy ngussi diing

5

.ﬂ Quan ly 16p hoc T6ng s6 16p

Bl Diém danh sinh vién

"D Lich sir diém danh

= Bao cdo thong ke Danh séch 16p hoc Téng: 5 16p

e Théng tin thanh vién

Ma lép Tén lop S6 sinh vién Thao tac

(i 21CTS Cong nghé thong tin 5 K21 105sinhvien G0
21CT4 Céng nghé théng tin 4 K21 5sinhvien it G0
21c13 Céng nghé the 6sinhvien B0
21cT2 Céng nghé thong tin 2 K21 6sinhvien B0
21CT1 Céng nghé thong tin 1 K21 6sinhvien it G0

Hinh 18: Giao dién quan ly 16p hoc
2.2.6.6. Diém danh sinh vién

bay 1a chirc nang cdt 161, thue hién viéc diém danh tu dong va theo thoi gian thuc

(real-time) bang cach tng dung céng nghé Nhan dién Khuon mit (Face Recognition).

- Quy trinh: Giang vién kich hoat camera; hé théng x4c minh danh tinh sinh vién c6
mit trong khung hinh bang cach so sanh véi co s dit lidu da huan luyén.

- Két qua: Sinh vién duoc nhan dién thanh cong sé& ty dong dugc ghi nhan trang thai
Co6 mat (Present) vao lich st diém danh cua budi hoc.

- HO tro: Giao dién cho phép giang vién theo ddi trang thai diém danh.
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3 e 127.0.0.1:5001/da ard. * o} o B Tnsdng ho

Diem danh sinh vien

DIEM DANH ONLINE

@ Trang chi & Piém danh tu dong

¥ Quan ly sinh vién

O e © Khoang cach ghi nhan (giay): 120 Thdi gian chd giita 2 fan diém danh cho cing 1 sinh vién (méc dinh 120 gidy = 2 phit)

23 Quan ly 16p hoc

W & Théng tin sinh vién

B Diém danh sinh vién

D Lich sir diém danh 85215011 - @ Bui Ngoc Khac Lam

®21CT5 @22stusc @
|£ Béo cdo theng ké
@ Théng tin thanh vién

(* bing xuat

;” Bui Ngoc Khac Lam

Hinh 19: Giao dién diém danh sinh vién trén hé théng quan tri vién

Ngoai ra con c6 giao di¢n di€ém danh cong khai dugc thiet ké dé sinh vién tu thuc

hién diém danh ma khong can diang nhép.

- Tinh ning: Man hinh chi tap trung vao ludng video tir camera. Sinh vién chi can
nhin vao camera dé kich hoat qué trinh nhan dién khuén mat.

- Phan hdi: Sau khi nhan dién thanh cong, hé théng hién thi thong bao xac nhan
nhanh (vi du: "Piém danh thanh cong!") cting véi tén sinh vién, sau d6 ty dong trd

vé trang thai cho, dam bao toc d) va sy tién loi toi da.

© DIEM DANH SINH VIEN - NHAN DIEN KHUON MAT

lic 21:45:30 Thii Ba, 2 thang 12, 2025

B¢ Chon camera: [ HP Wide Vision HD Camera (30c9:000e) v] & Théng tin sinh vién

v

Vui long cho khuon mat vao khung hinh
"

85215011 - @ Bui Ngoc Khac Lam

®=21C15 @ badié chd 7 © 21:45:30 02/12/2025

= Danh séach diém danh °

Hinh 20: Giao dién diém danh sinh vién céng khai
2.2.6.7. Lich sir diém danh

Sinh vién thyc hién: Bii Ngoc Khic Lam Huéng dan: TS. Poan Duy Binh 41



Xay dung website diém danh sinh vién bang nhdn dién khuén mat

Module nay c6 chitc ning quan 1y, luu trir va truy xuat toan bo dit liéu diém danh da
duoc ghi nhan.

- Xem chi tiét: Cho phép xem lai két qua diém danh chi tiét cta timg budi hoc va
tung sinh vién.

- Truy van: HO trog Tim kiém va Loc dir li¢u theo Lop hoc, Ngay thang, va Trang
thai (C6 mat/Ving mit).

- Xuét dir liéu: Cung cép tinh ning Xuit bao céo ra cac dinh dang phd bién nhu
Excel/CSV dé phuc vu cho cac cong tic bao cao va luu trir ngoai tuyén.

DIEM DANH ONLINE

5 sy Thif Ba, 2 thang 12, 2025
Lich sir diém danh e et

(7] Trang cha

® Quin y sinh vién 0 Chon Camera: ip_camera_2 (http) v

222 Quin Iy ngudi ding ip_camera_2 | Loai: http | M6 ta: Camera IP HTTP | Trang théi: «/ Kich hoat

£J Quan Iy 16p hoc

ichsis i L S EED
B Diém danh sinh vién

'3 Lich str diém danh

Tir ngay: Dén ngay: Tim kigm:

(& Bso cio thang ké 02-12-205 0 02-12-2025 0O Tén, I6p, ma SV. Q Loc

© Thong tin thanh vién STT Thai gian M3 sV Ho tén Lép Trang thai

(* bing xuat 1 21:41:30 02/12/2025 215011 Bui Ngoc Khac Lam 21CT5 DA DIEM DANH
2 21:39:29 02/12/2025 215011 BUi Ngoc Khac Lam 21CT5 DA DIEM DANH
3 21:32:26 02/12/2025 215011 BUi Ngoc Khac Lam 21CT5 DA DIEM DANH

Hinh 21: Giao dién lich sir diém danh
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2.2.6.8. Bdo cdo thong ké

Module béo céo thong ké déng vai tro quan trong trong viéc phén tich va tryc quan
hoa dir liéu diém danh da thu thap.

Chtrc nang: Chuyén ddi dir liéu lich sir diém danh thanh cac bao céo d& hiéu thong
qua Biéu d6 va Bang tong hop. Theo ddi dugc sb lwong sinh vién di va chua diém danh
theo tung 16p.

® 127.001 ) % B Trudng ho

- . . ~ ~ Thif Ba, 2 thang 12, 2025
DIEM DANH ONLINE Béo céo thdng ké 21:43:16

@ Trang chu

Quan ly sinh vién

262 Quan ly ngudi ding T ngay: Dén ngay:

02-12-2025 0 02-12-2025 0
£2 Quan Iy 16p hoc
B Diém danh sinh vién # Bao cao théng ké diém danh ngay 02/12/2025
Lich sir diém danh STT Lép Téng s6 SV D3 diém danh Chua diém danh Ti Ié diém danh Chi tiét
Bao cao thong ké 1 21CT1 6 0 6 0.0%
Théng tin thanh vién
Ding xuat
5 21CT5 10 1 9 10.0%

Hinh 22: Giao dién bdo cdo thong ké
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Chuwong 3: XAY DUNG VA TRIEN KHAI HE THONG

3.1.1. Mbi trwdomg va cong cu phat trién
3.1.2. Céng cu phit trién
Hé théng duoc xay dung dua trén su ho tro ciia cac cong cu va phﬁn mém sau:

- Moi truong tich hop (IDE/Editor): Visual Studio Code, st dung kém céc extension
hd trg nhu Python, Pylance, Pylint dé t6i wu hoa viéc viét ma. PyCharm (Phién ban
Professional) hd trg manh mé cho viéc debug va phat trién img dung Web Python.

- Quan 1y phién ban (Version Control): St dung Git két hop véi cac nén tang luu trix
nhu GitHub dé quan Iy ma ngudn.

- Co so dit ligu: MySQL (H¢ quan tri co s¢ dir liéu chinh), phpMyAdmin (Céng cu
quan 1y).

- Cong cu Kiém thir (Testing): Postman, st dung dé kiém thir cac API endpoint.

Céu tric to chtrc hé thong

face-recognition/

|— database/ # Co sd dir liéu

— datasets/ # Dit ligu khuon mat

| |— data/ # Anh khuon mit gbc

| L face features/ # Dac trung khuén mat
— static/ # Tai nguyén tinh

|— face alignment/ # Can chinh khuén mat
|— face detection/ # Phat hién khu6on mat
|— face recognition/ # Nhan dang khuon mat
|— api.py # Ung dung Flask chinh
|— camera_manager.py # Quan ly camera

|— db_config.py # Cau hinh co so dir liéu
|— permissions.py # Quan ly phan quyén
L— requirements.txt # Thu vién can thiét

3.1.3. Quy trinh trién khai hé thong
Budc 1: Thiét 1ap méi trudng ao (Virtual Environment) Viée sitr dung méi trudng ao

gitp co 1ap cac thu vién ctua dy an, tranh xung dot phién ban.
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# Tao moi truong ao

python -m venv venv

# Kich hoat moi truong do (Windows)
.\venv\Scripts\activate

Budc 2: Cai dit cac thu vién phu thudc Cai dit toan bd cac thu vién can thiét tir file

requirements.txt: pip install -r requirements.txt
Budc 3: Cau hinh Co s¢ dit lidu
- Cai dat MySQL Server.

- Cap nhat thong tin két ndi (Host, User, Password, Database Name) trong file
db_config.py dé khép véi moi trudng local.

Budc 4: Khoi chay ing dung Sau khi hoan tat cAu hinh, thuc hién 1énh sau dé bat dau
server: python api.py

Budc 5: Mo trinh duyét va truy cap: http://localhost:5001

3.2. XAy dung backend va API quén 1y 16p hoc, sinh vién, diém danh
3.2.1. Muc tiéu

Phan backend duoc xdy dung nham cung cap hé théng API RESTful dé phuc vu cho
céc chirc nang quan 1y ciia hé thong diém danh bang nhan dién khuon mat. Cac muc tiéu
chinh gom:

- Quan ly dir li¢u 16p hoc, sinh vién, tai khodn ngudi dung.

- Tao va quan 1y budi hoc (session).

- Thuyec hién diém danh ty dong thong qua mo-dun nhan dién khuon mat.

- Luu trir va cap nhat két qua diém danh theo thoi gian thyc.

- Cung cép API thong ké, bao cdo chuyén can.

- DPam bao bao mét, phan quyén, tinh toan ven dit liéu.
Kién truc tong quat:

- API Server (Flask hoac FastAPI)
- Mo6-dun Al
- Database MySQL
3.2.2. Mt s6 doan mi minh hoa
3.2.2.1. API quan Iy lop hoc
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#app.route( ' fapi/clas mcthods=
get_classes():

connection = connect_database()
connection:

j=sonify(

cursor = connection.cursor{dictionary=

page = int{request.args.get
limit = int({request.args.get
search = reguest.args.get(

offset = (page 1} * limit

where clause =
params = []
search:
where_clause += ) 1
search_param = {search}

params.extend(| search_param, secarch_param, search_param])

count_guery =
CUrsor. cute{count_gquery, params)
total = rsor . fetchone(| )} [ tal']

{where_clause}

end([limit, offset])
cute(query, params)

cursor. fetchall()
| §
class_iten[ 1t ti ] = datetime.fromtimestamp(class_iten
count_query = “SEL all} 2
cursor.execute{count_guery, (class_item

count_result = cursor.fetchone()

class item['student mt'] = count_result[’student ant"] if count_result

total + limit

cursor.close()

connection.close()

jsond fy(

Hinh 23: API ldy danh sdch 16p hoc
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y, 483
data = reguest.

regul

currnﬁt_tinc = imt{datetime.mnow! | . tinestamp())

insert_guery =

values -'{
data
data
data_get
current_time,

current_tine

. valups)

class_id = cursor.lastrowid

j=ondfy(

Hinh 24: API tao moi lop hoc
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3.2.2.2. API quan ly sinh vién

Bapp . rowte|

craate_student]):

data = Fequast.

nuct databasal)

curfant time = i

insart quary =

curser. lastrosdd

& Leaga (datal

jsomiFyy{

¢ stusent_id,

Hinh 25: API tao moi sinh vién
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CUrsor = connd - :tl‘:l’l':f'-

search = request.args.get(

where_clause =
params = []

T search:

where clause += AR

guery = SEL QUK total FROM students {where clause}
Cursor . [
total = ¢

query =

student in students:

stude ('created_t i:

] = datetime. fromtimestamp{student|'created ti j.strftine{

Hinh 26: API ldy danh sdch sinh vién
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3.2.2.3. API nhan dién

= process_frame (frame)

bbo landmarks - d
faces_detected = len{bbo

access_f
requ ontent_
data - reguest.
auto_log a
_type = data.gety '3

results:

1t resu
result.g ; adc*) -Bet( ' scc @) = FACE_RECOGNITION_

connection = connect_database

f connecti
cursor = connection.cursor{dicti

student_guery -
ute
student = curs
student:
current_time - i

cursor.execute{last_ac

= cursor.fe

.exocute{ins ery, values)
mmity)

Hinh 27: API nhan dién khuon mat
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@app.route(
- get_access_logs():

nnection = connect_database()
onnection:
rn jsonify({

cursor =
page = 1
limit
offset

cursor.execute{query, (limit,
logs = cursor.fetchall()
for log in logs:

if log['c

cursor.close()
connection.close()

error_msg:

error_msg

Hinh 28: API ldy danh sach diém danh
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3.3. Xay dung frontend - giao dién nguoi dung

Phan frontend duoc xiy dyng nham cung cip giao dién truc quan, dé sir dung cho
ngudi dung hé thong nhu: quan trj vién, giang vién va sinh vién. Cac muc tiéu chinh bao
gom:

- Hién thi day du va chinh x4c cac thong tin quan 1y 16p hoc, sinh vién va budi diém

danh.

- Cung cép giao dién dé thao tac véi cac chirc ning CRUD (thém, stra, x6a).

- Tich hop giao dién diém danh tu dong theo thoi gian thuc.

- Tbi wu trai nghiém ngudi ding (UX) v6i bd cuc rd rang, toc do xtr Iy nhanh.

- bam bao giao dién co thé hoat dong tbt trén nhiéu do phan giai khac nhau.

Hinh 29: Md code Giao dién diém danh
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3.4. Tich hgp mé hinh nhan di¢n khuén miit vao hé thong

Muc ti€u cua phén nay la tich hop mo hinh nhan dién khuon mat vao h¢ théng diém

danh nham:

- Tu dong phat hién va nhan dién sinh vién thong qua hinh anh tir camera.

- Chuyén dbi khudén mit thanh vector dic trung (embedding) dé so khép vai dit ligu
da luu.

- Ghi nhan diém danh vao/ra theo thoi gian thuc.

- Tbi wu do chinh x4c va hiéu nang xir 1y.

- Vigc tich hop mo6 hinh giup hé¢ théng hoat dong tu dong, gidm tbi da su can thiép
thu cong.

Céac mo hinh dugc st dung: M6 hinh phat hién khuén mat — SCRFD, M6 hinh nhan

dién — ArcFace.
Cac budc x1r Iy nhan dién khuén mat:

Budc 1: Nhan anh tir frontend

Budc 2: Phat hién khuén mét, mo6 hinh SCRFD xac dinh khuén mat trong anh

detector = SCRFD{model file="face detection/scrfd/weights/scrfd 2.5g bnkps.onnx™)

Hinh 30: Poan ma khoi tao mé hinh phat hién khuon mat SCRFD.

Buéc 3: Chuan héa khudén mit
face_aligned = norm_crop(frame, landmark)
face aligned cv2.cvtColor(face aligned, cv2.COLOR _BGR2RGB)
face aligned - face aligned.transpose(2, 0, 1)

face_tensor = torch.from_numpy(face aligned).float()
face_tensor = face_tensor.to(device)
face_tensor = face_tensor.unsqueeze(9)

face tensor = (face tensor - 127.5) / 128.0

Hinh 31: Poan ma xuw ly va chudn héa anh khudn mat truée khi nhdn dién.

Budc 4: Sinh embedding tir ArcFace
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device=device

Hinh 32: Poan ma xu ly va chudn héa anh khudn mat triede khi nhan dién.

Budc 5: So khdp voi database

if features oyl
score, idx = compare encodings(embedding, images embs)
folder name = images names[idx]
score = float(score[@]) |

Hinh 33: Poan ma so sanh dac trung khuon mat voi co so dir liéu.

Budc 6: Tra két qua va ghi log diém danh

nhan dién dwoc

Hinh 34: Poan md tra vé két qua.
3.5. Trién khai hé thong trén méi truong thue nghi¢m

Muc tiéu ctia bude trién khai 12 dua toan bo hé théng (Frontend — Backend — Al —
Database) vao hoat dong thuc té dé kiém thir chirc ning, hiéu nang va kha nang dép img

trude khi &p dung vao moi truong san xuat.

- Kiém tra tinh 6n dinh cia API backend khi xir 1y dit liéu thoi gian thuc.

- Kiém thir kha ning nhan dién khudn mit trong diéu kién anh sang va méi trudng
khéc nhau.

- Panh gia toc do phan hoi khi diém danh ty dong.

- Xac thyc tinh chinh xac va d0 tin cay cua luéng dir liéu tr Camera — Backend
— Database.

- Dam bao hé thdng van hanh lién tuc trong thdi gian dai.

Két qua khi trién khai thuc nghiém:
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- DO chinh xac (Accuracy): Ti 1€ nhan di¢n diing 92% — 98% (tuy anh sang & goc
mit), nhan sai thap: < 3% khi dat threshold 0.75-0.85.

- Téc do xir ly: Pap Gmg t6t yéu cau real-time.

- Hiéu nang 6n dinh: Chay lién tuc khong ro ri bo nhd, API giit téc d6 6n dinh dudi
tai 20-30 requests/giay.

- Trai nghiém nguoi dung: Frontend hién thi két qua nhan dién gén nhu tire thi, thoi

gian di€ém danh moi sinh vién < 1 gidy.

Hinh 35: Tap dir lieu khuon mat thu thap cho qua trinh hudn luyén mo hinh.
Céc van dé gip phai:
- Anh sang yéu, moO hinh kho nhéan dién — tang d6 sang tai khu vuc camera.
- Goc mat kho
- Nhiéu moi truong (nhiéu ngudi, chuyén dong)

- Camera chit luong thip

Trién khai hé théng trén méi truong thuc nghiém:

Hoat dong 6n dinh va dap tmg tot yéu cau thoi gian thuc.

Nhén dién chinh x4c cao khi diéu kién anh sang phu hop.

Ghi log diém danh ty dong, chinh xac, giam t6i da thao tac thu cong.

San sang dé trién khai trong moi truong thuc té c6 so lugng sinh vién 16n.

Qua trinh trién khai thuc nghi¢m da ching minh tinh kha thi va hiéu qua thuc té cua
hé théng diém danh nhan dién khuon mat. Véi do chinh xac dat tir 92% dén 98% va thoi
gian phan hoi dudi 1 gidy cho mdi luot diém danh, hé thong da dap ung tot cac yéu cau

cot 161 vé tc d6 va do tin cdy trong moi truong thoi gian thuyec.

Mic du van ton tai mot sd thach thirc khach quan lién quan dén diéu kién méi trudong
(4nh sang yéu, goc chup kho), nhung céc thir nghiém ciing chi ra rang viéc chuan hoa
vi tri lip dat va diéu chinh thong sé k¥ thuat (threshold) c6 thé khic phuc dang ké cac

han ché nay. Nhin chung, su 6n dinh ctia API backend dudi ap luc tai va kha nang van
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hanh lién tuc khang dinh hé théng da hoan thién vé mat k¥ thuat, sin sang chuyén tir giai

doan thyc nghiém sang trién khai tmg dung thuc té quy mé 16n.
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KET LUAN

1. Két luan chung
- Pé tai da nghién ctru va ing dung thanh cong cac k¥ thuat thi gidc may tinh va tri
tué nhan tao vao bai toan diém danh sinh vién.
- Hé théng web duoc trién khai hoan chinh, bao gém giao dién ngudi dung, backend
xur ly va co s¢ dir liéu quan ly thong tin.
- MO hinh nhéan dién khuon mit hoat dong 6n dinh, dap tmg tot yéu cau diém danh
theo thoi gian thye trong moi trudng 16p hoc.
2. Két qua dat dwoc
Xay dung hé théng nhan di¢n khuén mat dya trén SCRFD (phat hi¢n) va ArcFace
+ iResNet-100 (trich xuat dic trung), dat d6 chinh xéc cao.

- Hoan thién cac chic nang chinh: quan 1y sinh vién, quan 1y 16p hoc, diém danh

bang camera, luu trit lich sir diém danh va xem bao céo.
- Két hop thanh cong Flask, MySQL va giao dién web HTML/CSS/JavaScript dé
tao thanh hé thong hoan chinh, d& sir dung va dé mé rong.
- Téi uu quy trinh diém danh giup giam thoi gian va han ché gian 1an so véi diém
danh thu cong.
3. Péng gop cia dé tai
- Mang lai giai phap tw dong hoa quy trinh diém danh bang cong nghé Al phu hop
v6i xu hudng chuyén d6i sb trong gido duc.
- Gop phan cai thién tinh chinh xac va minh bach trong quéan 1y chuyén cin cia sinh
vién.
- Cung cip nén tang c6 thé mé rong cho cac hé théng quan 1y hoc tap khac nhu kiém
soat ra vao, théng ké budi hoc, hodc bao cao chuyén can tu dong.
4. D¢ xuit va kién nghi
- Trong twong lai c6 thé tich hop thém mo hinh chdng gia mao (anti-spoofing) dé
tranh str dung anh hoéc video dé danh Lra hé théng.
- Téi vu hiéu suit dé hé thé)ng chay muot trén céc thiét bi cau hinh thép.
- Trién khai giao dién ngudi dung hién dai hon va tich hop tng dung di dong dé

thuén tién cho viéc diém danh tir nhiéu thiét bi.
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