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PHIEU NHAN XET CUA GIANG VIEN PHAN BIEN



TOM TAT

Tén dé tai: Xy dung hé théng quan Iy rii ro va canh bao sw ¢ trong doanh nghiép
Sinh vién thyuc hién: Lé Pang Huy
Mai s SV: 2151220304 Lép: 21CT3

Dé tai “Xay dung hé théng quén Iy rii ro va canh bao sw ¢ trong doanh nghiép”
nham thiét ké va phat trién mot hé thong web hd tro doanh nghiép phat hién, theo di
va xu 1y rai ro mot cach hidu qua. Hé théng cho phép nhan vién bio cdo sy ¢b nhanh
chéng, quan 1y nhan canh bao theo thoi gian thuc (Realtime) va bd phan xu ly duoc
phan cong tu dong dua trén loai rui ro. Bén canh do, hé théng cung cép cac chirc nang
theo dai tién do xir 1y, ghi log qua trinh xir 1y, phan tich mutc do nghiém trong, thong ké

sO lwong su ¢d va hd tro nha quan 1y dua ra quyét dinh kip thoi.

Pé tai img dung cac cong nghé nhu Spring Boot, WebSocket, Angular va PostgreSQL
dé dam bao kha nang hoat dong 6n dinh, realtime va than thién voi nguoi dung. Két qua
dat duoc cho thay hé théng hd tro tot viée quan Iy rai ro trong doanh nghiép, giam thiéu
thoi gian phan hdi khi xay ra su ¢, nang cao hiéu qua van hanh va gop phan dam bao

an toan trong moi truong lam viéc.



LOI NOI PAU

Trong qua trinh hoat dong, cac doanh nghiép thuong phai d6i mat voi nhi€u rui ro
va sy ¢0 nhu hong hdéc may moéce, chap dién, chay no hay tai nan lao dong. Viéc quan ly
nhirng van dé€ nay chu yéu dua vao ghi chép thu cong hoac bao cdo roi rac, dan dén cham

tré va thiéu dong bo trong xir 1y.

Ttr nhu cau thuc t& 46, dé tai “Xay dung hé thong quan 1y rai ro va canh bao su cb
trong doanh nghiép” duoc trién khai nham hd trg doanh nghiép sé hoa quy trinh bao cao

va xtr Iy su ¢d. Hé thong giup:
Rut ngin thoi gian phan hoi va xir 1y
Canh bao su cb theo thoi gian thyec.
Theo ddi tién dd minh bach, tranh bo sot.
Théng ké va danh gia rui ro dé cai thién an toan.
Nho vay, doanh nghiép ¢ thé chii dong hon trong cong tic phong ngira, giam thiéu thiét

hai va nang cao hi¢u qua van hanh.



LOI CAM ON

Trude hét, em xin giri 101 cam on chan thanh va su sic nhat dén c¢6 ThS. Nguyén
Thi Xuan Thiy, gidng vién huéng dan da tan tinh chi bao, dinh hudng va hd trg em trong
sudt qua trinh thyc hién do an t6t nghiép. Sy tan tAm, trach nhiém va nhiing gép ¥ quy
bau ctia ¢6 dd gitp em hoan thién dé tai mot cach hiéu qua.

Em xin chan thanh cam on quy thay c6 Truong Pai hoc Kién triic Pa Ning da
truyén dat cho em nhiing kién thtrc va k¥ ning can thiét trong sudt qua trinh hoc tap.

Day 13 nén tang quan trong dé em c6 thé thyc hién va hoan thanh tét d6 an nay.

Em ciing xin gui 16i cam on dén ban bé va nhiing ngudi da luén dong hanh, chia
sé va ho trg em trong subt thoi gian thuc hién dd an. Su dong vién va giap do cua moi
nguoi 1a ngudén dong lyc 16n giip em vuot qua nhitng kho khan trong qua trinh 1am viéc.

Du d3 ¢6 gang trong qua trinh thyc hién, nhung véi kién thirc va kinh nghiém con
han ché, d6 an chic chin van con nhirng diém chua that sy hoan thién. Em hy vong s€
nhan duoc su gop ¥ chan thanh tir thay c¢6 dé c6 thé rat kinh nghiém va hoan thién ban

than hon trong con duong hoc tap va cong vi¢c sau nay.

il



CAM DOAN

Em xin cam doan ring tat ca cac két qua va thong tin trinh bay trong dé tai nay 1a
thanh qua ctia cong viéc cua em dudi sy hudéng dan ciia ThS.Nguyén Thi Xuan Thuy.
Em d3 tudn thi moi nguyén tic va quy dinh vé nghién ctru khoa hoc va dao dirc trong
viéc thuc hién khoa luan nay.

Tat ca cac ngudn tham khao va cong trinh nghién ctru clia ngudi khac da duoc em trich
dan va trinh bay mot cach rd rang va chi tiét trong danh muc tai liéu tham khao cta khoa
luan. Em d4 tuan thi nguyén tic khong sao chép, khong vi pham ban quyén, va di tuin
thu dang quy dinh vé viéc chi 6 ngudn gdc thong tin tir ngudn khac.

Céc két qua danh gia va thong ké duoc trinh bay trong khoa luan nay déu 1a két qua cua
nhirng thyc nghiém ma em da tu thyc hién, va khong c6 su can thi¢p tur bat ky nguSn
nao khac. Em cam doan tinh trung thuc va chinh xac trong viéc trinh bay két qua va

thong tin trong khoa luan nay.

Sinh vién thuc hién

Lé Pang Huy

il
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XAy dung hé théng quan Iy rai ro va canh béo su ¢d trong doanh nghiép

MO DAU

Trong bdi canh céng nghiép hoa va hién dai hoa dién ra manh mé&, cac doanh nghiép
phai d6i mat v6i nhiéu loai rai ro trong qua trinh san xut va van hanh nhu hong hoc
may moéc, chap dién, chay nd, tai nan lao dong hay su ¢d kho bai. Viée phat hién va xu
1y kip thoi nhitng rai ro nay dong vai trd quan trong trong viéc dam bao an toan lao
dong, bao v¢ tai san va duy tri hoat dong san xudt 6n dinh. Do d6, nhu cau ung dung cac
hé thdng quan 1y rai ro va canh bao sy cb theo thoi gian thuce (Realtime) ngay cang tro
nén cap thiét.

Trén thé gidi, nhiéu tip doan 16n nhu Siemens, General Electric (GE) hay
Honeywell di trién khai cac hé théng gidam sat rii ro Gtng dung IoT va tri tué nhén tao
nham phat hién bat thudng va canh bao sém. Cac nghién ciru ctia nhitng t6 chirc hoc
thuat nhu Pai hoc Stanford hay MIT ciing cho thiy rang cong nghé Web Realtime c6
thé rat ngan thoi gian phan hdi va giam thiéu thiét hai dang ké trong moi trudng cong
nghiép. Tai cac qudc gia phat trién, cac giai phap nhu Industrial IoT Monitoring System
hay Incident Management Platform da tr¢ thanh cong cu quan trong trong van hanh nha

may va chudi cung ung.

Tai Viét Nam, cac doanh nghi¢p trong linh vuc dién luc, dau khi va logistics cling
d3 quan tdm dén viéc xay dung hé théng canh bao va giam sat rui ro theo thoi gian thuc.
Chéng han, Tap doan Dién lyc Viét Nam (EVN) trién khai giam sat tryc tuyén tinh trang
luGi dién, hay cac don vi kho van tng dung hé thong canh bao chy nd tw dong. Tuy
nhién, phan 16n cac giai phap hién nay van mang tinh cuc bg, chua tich hop sau v6i nén
tang web truc tuyén hoidc cong nghé Al dé tu dong phan loai va du doan mirc d6 nghiém

trong cua su cO.

Chinh vi vay, viéc nghién ctru va xay dung “H¢ théng quan 1y rii ro va cianh bio
sir co trong doanh nghiép” 13 can thiét ca vé 1y luan va thyc tién. Hé théng huéng dén
viéc hd trg nhan vién bao cao sy cd nhanh chéng, gitip quan 1y nhan canh bao ngay lap
tirc, bo phan xtr Iy dugc phan cong rd rang, dong thoi cung cap cong cu théng ké va

phan tich rii ro dé doanh nghiép xay dung chién lugc phong ngira hiéu qua hon.

Sinh vién thyc hién: Lé Pang Huy GVHD: ThS. Nguyén Thi Xuan Thiiy 1



XAy dung hé théng quan Iy rai ro va canh béo su ¢d trong doanh nghiép

CHUONG 1. POI TUQNG VA PHAM VI NGHIEN CUU

1.1. Téng quan dé tai

Trong bdi canh chuyén dbi sb va ty dong hoa ngdy cang manh mé, cic doanh
nghiép phai d6i mit véi nhiéu rui ro trong qua trinh van hanh nhu sy ¢b ki thut, an toan
lao dong, van hanh thiét bi va su c¢d hé théng. Viéc phat hién va xir Iy cham tré khong
chi 4nh huéng dén hiéu suat lam viéc ma con tiém an nguy co thiét hai 16n cho doanh
nghiép. Du an “Xay dung hé thong quan 1y rii ro va canh bio sy ¢é trong doanh
nghiép” nham gitp doanh nghiép chi dong phat hién, theo ddi va xur 1y su ¢ mot cach
nhanh chéng va hiéu qua hon. Thong qua viéc ung dung cong nghé thong tin, hé thong
hd trg ty dong hoa quy trinh quan 1y rui ro, rat ngin thoi gian phan hoi, dong thoi gitp
nha quan 1y co cai nhin tong quan hon vé tinh hinh sy ¢, tir 46 dua ra bién phap phong
ngira va cai tién kip thoi.

1.2. Pdi twong nghién ciru

- Nhén vién: Nghién ctru cach nhan vién ghi nhén su ¢ trong qua trinh lam viéc
bao gdm quy trinh bao cdo su cb nhanh va don gian, cach cung cip thong tin vé su cd,
trai nghiém giao dién bdo cdo va theo doi tinh trang xur 1y.

- Quan 1y hé théng: Tim hiéu nhu ciu toan hé théng bao gdm xem danh sach sy c6
ctia toan doanh nghiép, phan cong su cb cho cac bd phan xir 1y, theo ddi tién do va tinh
trang xir 1y, thong ké va phan tich bao cdo rui ro.

- Quan 1y bo phéan xtr Iy: Nghién ctru yéu cau vé viée tiép nhén sy ¢b lién quan dén
bd phan minh quan 1y bao gdm nhan thong bao khi c6 sy ¢b duoc giao, kiém tra thong
tin sy ¢6, phan cong ky thudt vién phu hop dé xu 1y, theo ddi tién trinh xr Iy va han SLA
cua k¥ thuat vién.

- Nguoi xir Iy: Tim hiéu nhu cau thyc té ciia ngudi xtr 1y bao gdm nhan nhiém vu
dugc phan cong qua realtime, xac nhan nhan viéc, cdp nhat qua trinh xt ly, cdp nhat
trang thai hoan thanh cua sy cb sau khi xur 1y va theo ddi cac nhiém vu dang dugc phu

trach.
1.3. Pham vi nghién ctru

Du 4n tip trung nghién ctru va xay dung nhirng chirc ning cbt 16i phuc vu quy trinh

quan 1y su ¢6 trong doanh nghiép bao gdm:

- Ghi nhan, bao cdo va mo ta su cd tir nhan vién.

Sinh vién thyc hién: Lé Pang Huy GVHD: ThS. Nguyén Thi Xuan Thiiy 2



XAy dung hé théng quan Iy rai ro va canh béo su ¢d trong doanh nghiép

Phan loai rii ro va danh gia mic d§ nghiém trong cua su cd.

Phan cong xur ly cho cac bo phan lién quan va k¥ thuat vién.

Xu ly su cd, cap nhat trang thai va theo doi tién do.

Canh béo realtime khi c¢6 sy ¢b méi, phan cong méi hodc qua han SLA.

Théng ké, tong hop va bao cdo tinh hinh rui ro.

Pham vi dbi twong st dung tap trung vao 4 nhom ngudi dung chinh: Nhén vién

bao cdo su cb, quan 1y hé théng, quan 1y bo phan xir 1y, nhan vién xtr Iy sy ¢b (k¥ thuat

vién).

Pham vi nghi¢p vu cua du an tap trung vao quy trinh quan 1y rti ro va canh béo sy

c0 nodi bd bao gom:

Su ¢ ky thuat trong van hanh may moc.
Su ¢6 an toan lao dong.
Su ¢d lién quan dén thiét bi van phong.

Su c6 h¢ thong, moi truong lam viée.

Hé théng duoc xdy dung trong pham vi:

Backend: Spring Boot

Frontend: Angular

Co s¢ dir licu: PostgreSQL

Realtime: WebSocket

Al: NLP + Machine Learning co ban dé phan loai sy ¢ va du doan mirc d6
nghiém trong.

Trién khai: M6i trudng cuc bd (local) va c6 thé md rong trién khai cloud.

Sinh vién thyc hién: Lé Pang Huy GVHD: ThS. Nguyén Thi Xuan Thiiy 3



XAy dung hé théng quan Iy rai ro va canh béo su ¢d trong doanh nghiép

CHUONG 2. COSOLY THUYET VA CONG CU PHAT TRIEN

2.1. Co sé 1y thuyét
2.1.1. Téng quan vé hé thong théong tin qudn Iy
Hé thdng thong tin quan 1y (MIS) 12 mot hé thdng dung dé thu thp, luu trix, xir 1y

va cung cap thong tin nham hd tro cic nha quan 1y ra quyét dinh, 1ap ké hoach, kiém
soat va diéu hanh hoat dong trong t6 chirc. MIS két hop gitta con ngudi, quy trinh, dit

lidu va cong nghé dé dam bao thong tin duoc truyén tai chinh xac, kip thoi va cd ¥ nghia.

MIS dong vai tro quan trong trong doanh nghi€p vi né giup tu dong hda cac quy
trinh 1am viéc, cai thién hiéu suat, giam sai sot va cung cap cai nhin tong quan vé hoat
dong t6 chirc. Hé thong thong tin quan 1y thudng bao gém cac thanh phan nhu co sé dit

liéu, phan mém trng dung, phan cirng, mang, va nhan sy van hanh h¢ thong.

Nho MIS, doanh nghiép c¢6 thé phén tich dir liéu, theo ddi hiéu suét, du bao xu
huéng, va t6i uvu héa cac ngudn luc. Pay 13 nén tang quan trong hd trg hoat dong quan
1y trong hau hét cac linh vuc nhu tai chinh, nhan sy, ban hang, san xuét, chudi cung Ung

va cham so6c khach hang.
2.1.2. Tim hiéu vé rui ro, qudn ly rui ro va sw co trong doanh nghiép

Rui ro (Risk) 1a nhimng su kién hodc cac didu kién tiém tang c6 thé xay ra, gy ra
nhirng thiét hai, ton that (tai chinh, thi truong, nhan sy, ...) hoac anh hudng ti€u cuc dén
hoat dong san xut, kinh doanh nhu gian doan van hanh, hu héng may moc, mét an toan
lao dong, chay nd, 16i ph?m mém, ... va kha nang dat dugc cac muyc ti€u da dé ra cua
mdt td chue.

Quan 1y rui ro (Risk Management) 1a qua trinh c¢6 hé thong nham nhan dién — phan
tich — danh gia — xir Iy — theo ddi cac riii ro c6 thé phét sinh trong qua trinh hoat dong
ctia doanh nghiép. Muc tiéu ctia quan 1y rii ro 1a giam thiéu tic dong tiéu cuc, dam bao
hoat dong an toan, li€n tuc va hi€u qua.

Su ¢ (Incident) 1a nhirng su kién da xdy ra lam gian doan tién trinh binh thudng
cua cac hoat dong, quy trinh hoac hé théng va c6 thé tham chi din dén thiét hai, ton that,
thuong tich hodc nguy hiém.

2.1.3. Chu trinh qudn Iy rui ro

Quy trinh quan 1y rdi ro tiéu chuan gdm 5 budc:
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XAy dung hé théng quan Iy rai ro va canh béo su ¢d trong doanh nghiép

- Buodc 1: Nhan dién rui ro (Risk Identification): Xéac dinh nhiing su cd co thé
xay ra thong qua khao sat, diéu tra, thong ké hoic thong tin phan anh tir nhan
vién.

- Budc 2: Phan tich rui ro (Risk Analysis): X4ac dinh nguyén nhén, xac suét va
muc do anh hudng cua ting rui ro.

- Budc 3: Panh gia va phan loai rui ro (Risk Evaluation): Xép hang theo mirc
d6 uu tién nhu low, medium, high. Critical.

- Budc 4: Xtr 1y rii ro (Risk Treatment): Cac phuong an xtr 1y phd bién gém
giam thiéu (Mitigate), tranh rai ro (Avoid), chuyén giao (Transfer), chip nhan
rui ro (Accept).

- Budc 5: Giam sat va bao cdo rui ro (Monitoring & Review): Theo ddi tién do
xu ly, cap nhat trang thai (New — Processing — Completed — Rejected) va

phan tich xu hudéng su ¢ dé cai thién hé théng.
2.1.4. Tim hiéu vé h¢ thong cinh bdo sw co

Hé thdng canh bao su cb 1a nén tang thu thap thong tin su cb tir ngudi dung, tu
d6ng phan tich mirc do nguy hiém va gui thong bao dén bo phan xir 1y thong qua nhiéu
hinh thtrc nhu: Email, SMS, thong bao ddy (push notification), webSocket real-time.

Mot hé théng canh bao hi¢u qua can dam bao: Tde do phan hdi nhanh, canh bao
dung d6i tuong, ghi log day du, theo ddi thoi gian thuc (Realtime), ¢6 phan quyén dé
dam bao bao mat.

2.1.5. Cong nghé Web Realtime
2.1.5.1. Téng quan vé céng nghé Web Realtime

Cong nghé Web Realtime cho phép truyén dir liéu giita may khach (client) va may
chu (server) theo thoi gian thuc ma khong can tai lai trang hodc gti yéu cau lién tuc.
bay la nén tang quan trong trong cac h¢ théng can cap nhat tirc thoi nhu: chat, gidm sat,

theo ddi sy ¢d, dashboard realtime, canh bao nguy hiém, IoT...

Trong céc du an hién nay, ph6 bién nhét 1a WebSocket, Server-Sent Events (SSE)
va REST Polling/Long Polling.

2.1.5.2. Nguyén ly hoat dong cua WebSocket

WebSocket 14 giao thirc truyén thong hai chiéu (full-duplex) hoat dong trén nén

TCP, cho phép client va server trao doi dit liéu lién tuc thong qua mot két ndi duy nhat.

Céch thuc hoat dong cua giao thirc WebSocket:
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- Buéc 1: Handshake — Thiét 1ap két n6i
e Client giri yéu cau HTTP dic biét yéu cau nang cip giao thirc sang
WebSocket.
e Server phan hdi bang ma 101 Switching Protocols.
e Sau khi duogc chép nhan, két ndi duoc nang cép thanh kénh WebSocket.
- Budc 2: Truyén dit liéu hai chiéu (Full-duplex Communication)
o Khi két ndi WebSocket duoc thiét 1ap, ca client va server déu co thé gui
dir liéu bat ky lac nao ma khong can cho request tir bén con lai.
e Server c6 thé chu dong déy dit liéu dén client khi c¢6 su kién méi.
e Dir lidu dugc truyén qua lai thong qua cac frame (khung dit liéu), kich
thude nho va ti wu bang thong, cho phép thoi gian phan hoi rat nhanh.
- Budc 3: Duy tri va dong két nbi
o Kétnbi WebSocket dugc giit nguyén cho dén khi mot trong hai bén yéu
cau dong.
e Khi muén déng, client hodc server giri mot close frame dé théng béo
két thiic phién lam viéc.

e Sau khi cd hai x4c nhén, két nd1 dugce giai phong hoan toan.

WebSocket
Client Server
>
Handshake (HTTP upgrade)
€ .
connection opened
=
Bi-directional messages :
* d e 9
N 7
open and persistent connection
One side closes channel
Z N
Y 7

connection closed
Hinh 2.1. Nguyén 1y hoat dong ciia WebSocket
> Uu diém ctua WebSocket
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b9 tré thap, toc do cao
Trao do1 dir li€u hai chiéu

Téi wu bing thong

e Phu hop céc hé thong yéu cau realtime lién tuc
» Nhuoc diém cua WebSocket
e Tén tai nguyén néu phai giir nhicu két ndi cung lic

e Viéc scale hé thong can thém cong cu (Redis Pub/Sub, MQ...)

2.1.5.3. So sanh WebSocket, SSE va REST Polling

Bang sau thé hién sy khac biét giita ba k¥ thuat truyén dir liéu realtime pho bién

nhat:
Bang 2.1. So sanh WebSocket, SSE va REST Polling
Tiéu chi WebSocket SSE (Server-Sent | REST Polling /
Events) Long Polling
Co ché Hai chiéu (full- | Mot chiéu (server — | Client hoi lién tuc
duplex) client)
Giao thurc WS/WSS (TCP) HTTP/HTTPS HTTP/HTTPS
P tré RAt thap Thap Cao
Bang thong Thap Thap Cao
Tinh realtime Tét nhat Tét Kém
Trwong hop sir | Chat, canh bao, | Thong bao su kién Hé th6ng nho
dung [oT
Uu diém Nhanh, hiéu qua | Dé trién khai Pon gian
Nhurge diém Can giir két néi | Chi 1 chiéu Lang phi tai nguyén

2.1.5.4. Ung dung Web Realtime trong hé thong cianh bdo s c6

Trong hé théng quan 1y rai ro va canh bao su ¢b, toc do truyén tai thong tin giita

cac vai tro nhu nhan vién, quan ly va bd phan xtr Iy ¢6 y nghia quan trong trong viéc rit

ngan thoi gian phan hoi. Cong nghé Web Realtime cho phép dir liéu dugc cap nhat ngay

lap tirc thay vi phai tai lai trang hodc giri yéu cau lip lai.

Quy trinh ing dung Web Realtime trong hé thong c6 thé mo ta nhu sau:
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(1) Nhén vién béo cdo su ¢b — Guri canh béao realtime dén quan 1y
Khi nhan vién tao mot bao cdo su cd:
e Dit liéu su ¢b duoc gui lén server.
e Server lap tirc day thong bao realtime dén giao dién ciia quan 1y thong
qua WebSocket.

e Man hinh quan 1y ngay lap tirc hién thi sy ¢6 méi (khong can refresh).
Diéu nay gitp quan 1y nhan biét tinh huéng ngay khi sy c6 phét sinh.

(2) Quan 1y phan cong xtr Iy — Giri nhiém vu realtime dén bo phan xir 1y
Sau khi xem xét su ¢, quan 1y st dung h¢ théng dé giao nhiém vu cho bd
phéan xur ly phu hop.
e H¢ thong day thong tin phan cong dén b phan xir 1y theo thoi gian thuc.
e Cac thanh vién bd phan xur 1y nhan dugc thong bao nhi€ém vu ngay lap
tuc.
e Dashboard b phan xtr Iy dugc cdp nhat realtime s6 luong su cd can xir
ly.
Viéc phan cong khong con phu thudc vao email hodc hé thong chd doi truyén

théng.

(3) BO phan xtr 1y giao nhiém vu cho ngudi xtr Iy — Cap nhat realtime
Bo phan xur 1y tiép tuc giao nhiém vu cho ngudi xir 1y truc tiép (ca nhan chiu
trach nhiém xu 1y su ¢d):
e Khi giao nhiém vy, h¢ théng gtri thong bao realtime dén tai khoan cua
nguoi xu ly.
e Giao dién hién thi ngay cong viéc méi, muc do su cb, thoi han SLA,
yéu cau xu Iy...
o Nguoi xtr Iy c6 thé phan hoi hodc giri log xtt Iy ngay lap tuc.
Diéu nay gitp giam thoi gian truyén thong ndi bd va han ché thiéu sot thong
tin.
(4) Cap nhat trang thai x{r Iy sy c6 theo thoi gian thuc
Trong sudt qua trinh xr 1y:
e Nguodi xir ly thay doi trang thai (Processing — Completed —
Verified...)
e Bo phan xur 1y, quan 1y va nguoi bio cdo déu nhan dugc cip nhat

realtime.
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e Log xur Iy (binh ludn, hinh anh, file dinh kém) ciing dugc ddng bo theo
thoi gian thuec.
Moi bén lién quan déu theo ddi duogc tién d6 ma khong can reload trang.
(5) Dashboard théng ké realtime cho quéan 1y tong va ban diéu hanh
Web Realtime giup:

e Hién thi s6 su ¢d méi theo thoi gian thyc

Cép nhat sb luong su cd dang xtr 1y

Tu dong tang sé luong sy ¢b da hoan thanh
e Canh bao realtime khi c6 sy ¢b nghiém trong (High/Critical)

Diéu nay hd trg 1anh dao dua ra quyét dinh nhanh va chinh xac hon.
2.1.6. Tri tué nhan tao trong qudn ly rui ro
2.1.6.1. NLP déphdn logi mé ta sw c6

Xu 1y ngoén ngtr tu nhién (Natural Language Processing — NLP) 1a mot linh vuc

cua tri tu¢ nhan tao cho phép may tinh hi€u, phan tich va xir Iy ngoén ngir ctia con nguoi.

Trong hé théng quan 1y rai ro, NLP ¢6 vai tro quan trong trong viéc phén tich va

phan loai tu dong mo ta sy co dya trén ndi dung van ban ma nguoi dung nhap vao.

Cu thé, khi nhan vién bao cao su ¢o, mo ta hodc tiéu dé s€ dugc mo hinh NLP xtr
Iy dé xac dinh loai rai ro twong trng nhu su ¢6 ky thuat, su ¢6 an toan lao dong, chay no,

suc khoe, moi trueong,... ma khong can thao tac chon thu cong.
Quy trinh xtr Iy thuong bao gom:

- Tién xur 1y ngdn ngir: loai bd ky tu dac biét, chuan hoa vin ban, tich tir va
loai bo tur dung.

- Biéu dién van ban: chuyén mé ta sy c6 thanh vector s bang cac phuong phap
nhu TF-IDF, Word2Vec, hodc BERT Embedding.

- Phan loai ndi dung: st dung cac mo hinh hoc may nhu Naive Bayes, Support
Vector Machine (SVM) hodc mé hinh ngon ngit tién tién nhw GPT/BERT dé
gan nhan loai sy cd.

Viéc ung dung NLP gitp hé thng tu dong héa budc phan loai, dam bao tinh nhat
quan trong dir liéu va ting téc d6 xir Iy khi c6 nhiéu su cd duoc ghi nhan dong
thoi.
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2.1.6.2. Machine Learning trong dw dodn murc do nghiém trong

Hoc may (Machine Learning — ML) 1a linh virc cho phép hé théng may tinh hoc tir
dir liéu qué khu dé du doan hodc phan loai dir liéu méi ma khong can lap trinh tudong
minh.

Trong quan 1y rui ro, ML duoc st dung dé dy doan muc d6 nghiém trong cua su

cO (severity) dua trén cac yéu to nhu:

Loai su ¢0 va danh muc rui ro;

Tiéu dé va mo ta chi tiét su co;

Vi tri, tho1 gian va tan suat xay ra;

Dt liu lich st cac sy c0 tuong tu trude do.

Mot sb thuat toan phé bién:

- Decision Tree, Random Forest: dé giai thich, pht hop véi dit liéu co cau truc.

- XGBoost, LightGBM: dat d0 chinh xac cao trong céac bai toan phan loai.

- Neural Network (MLP): xtr Iy dwgc mdi quan hé phi tuyén phuc tap gitra cac
thudc tinh.

Viéc &p dung ML gitp hé théng tw dong xac dinh mirc d¢ rui ro cao hay thép, hd
trg nha quan 1y uu tién xtr Iy va canh bao sém d6i véi cac sy c¢d nghiém trong, gop phan
nang cao hi¢u qua quan tri.
2.1.6.3. Mgt s6 mé hinh Al tham khéo

Dé trién khai cac chtrc nang phén tich va dy doan trong hé thdng quan Iy rui ro, c6

thé tham khao va tng dung nhiéu mo hinh AI khéac nhau, cy thé nhu sau:

Bang 2.2. Mot s6 mo hinh AI pho bién

Nhom mo hinh Muc dich sir dung

BERT / PhoBERT / RoBERTa M6 hinh ngoén ngt dua trén Transformer, dung
dé hiéu ngit canh va trich xuit théng tin tir mo ta

su cO.

GPT (Generative Pre-trained | Dung trong Chat Al dé sinh phan hoi, hd tro phan

Transformer) loai sy ¢0 va goi y muc do rui ro.

Random Forest / XGBoost Phan loai va dg dodn muc do nghiém trong cua

su ¢O dua trén dir 1i€u lich str.
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K-Means / DBSCAN Phan cum céc su ¢ co dic diém tuong tu, phat

hién diém bat thuong (anomaly detection).

RNN /LSTM Phén tich chudi thoi gian dé du doan xu huéng

va tan suat sy c0 trong tuong lai.

Céc md hinh nay c6 thé duoc huin luyén va tich hop vao hé thdng dé tw dong phan
tich dir liéu sy cd, giup ra quyét dinh nhanh hon, chinh x4ac hon va hudng téi quan tri

rui ro chu dong thay vi phan ing bi dong.
2.1.7. Cong nghé Frontend Angular
2.1.7.1. Gidi thiéu tong quan Angular

Angular 13 mot nén tang va framework ma nguén mé do Google phat trién, dugc
sit dung dé xay dung cac ung dung web don trang (SPA — Single Page Application).
Angular hoat dong dua trén kién tric hudng thanh phan (Component-based), cho phép

chia trng dung thanh cac module va component nhd, dé quan 1y, dé bao tri va tai sir dung.

Angular sir dung TypeScript lam ngén ngit chinh, cung cap kha nang kiém tra kiéu
(type-checking), gitip phét hién 16i sém va ting tinh on dinh cta Gtng dung. Framework

nay tich hop nhiéu tinh ning manh mé nhur:

- Two-way Data Binding — ddng bo di liéu hai chiéu giita view va model
- Dependency Injection (DI) — quan Iy phu thudc giita cac thanh phan

- Directive — m¢ rong HTML dé tao giao di¢n dong

- Routing — diéu hudng gitra cac trang trong SPA

- HTTP Client — giao tiép v6i API backend

- RxJS —xu ly dir liéu bat déng bd dua trén mo hinh Observable

Nho su két hop toan dién nay, Angular trd thanh Iya chon phd bién cho cac tng

dung web hién dai, dic bi¢t khi yéu cAu tinh m& rong, hi¢u suét va kha nang bdo tri cao.
2.1.7.2. Loi ich khi sir dung Angular

- Phat trién nhanh va hiéu qua: Angular cung cip Angular CLI, hé théng module 3
rang va cong cu tr dong hod giup 14p trinh vién tao, build, test va trién khai Gmg
dung nhanh chéng.

- Mo rong dé dang: Kién trac component va module cho phép tng dung mé rong
theo chiéu ngang hodc doc ma khong anh hudng ciu trac tong thé.

- Bao tri tot: CAu triic ma rd rang, phan ting hop 1y gitip viée bao tri, sira 16i hodc

nang cap tinh niang dé dang hon.
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Giao dién mugt ma: Co ché binding va co ché change detection gitip cai thién hiéu
nang va trai nghiém nguoi dung.
Hé sinh thai phong phti: Angular c6 cong dong 10n, tai liéu day du, nhiéu thu vién

hd tro nhu Angular Material, NgRx, ngx-chart,.. .

2.1.7.3. Ung dung ciia Angular

Ung dung SPA (Single Page Application)

Ung dung web doanh nghi¢p: CRM, CMS, hé théng noi bo

Ung dung web thuong mai dién tir

PWA (Progressive Web App) — trng dung web hoat dong nhu trng dung di dong

Dashboard quan tri, hién thi dit liéu realtime

2.1.8. Cong nghé Backend Spring Boot

2.1.8.1. Khai niém

Spring Boot dugc xay dung dua trén nén cua Spring Framework, phét trién boi

ngdn nglr Java. N6 1a mot phién ban c¢o tinh ty dong hoéd cao hon va don gian hon cua

Spring. Spring Boot khién cho viéc tao va khdi chay tmg dung chi dién ra trong vong

vai phit.

gspring

BOOT

Hinh 2.2. Logo Spring Boot

2.1.8.2. Uu diém néi bit ciia Spring Boot

Tang tdc qua trinh phat trién: Spring Boot cung cip hé théng ciu hinh mic dinh

thong minh va co ché tw dong cdu hinh (Auto Configuration), giup giam thiéu cau
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hinh thu cong. Nho d6, 1ap trinh vién c6 thé tip trung vao logic nghiép vu thay vi
xtr Iy cAu hinh phc tap.

- Céu hinh don gian — Khéng can XML: Spring Boot loai bé phan 16n cdu hinh XML
truyén thdng, str dung cic annotation hién dai, giup ma ngudn gon nhe va dé quan
1y hon.

- May chu nhing (Embedded Server): Spring Boot di kém cdc may chi nhu Tomcat,
Jetty, Undertow, cho phép chay tng dung truc tiép ma khong can trién khai 1én
server ngoai, hd tro phat trién va trién khai nhanh chong.

- Kha ndng tich hgp manh mé: Vi dugc xay dung trén hé sinh thai Spring, Spring
Boot dé dang tich hop véi:

e Spring Data, Spring Security
e JPA, Hibernate
e WebSocket, Thymeleaf
e (Céac dich vu bén ngoai (Kafka, Redis, RabbitMQ...)
Diéu nay gitp phét trién hé thong 16n ma van giit cdu trac ro rang, dé mé rong.

- Ty dong cAu hinh tbi vu: Spring Boot tu dong c4u hinh dya trén thu vién co trong
project. Vi du: néu phat hién spring-data-jpa — ty cdu hinh datasource, entity
manager... Diéu nay gitp giam dang ké sai sét cAu hinh.

- Quan 1y phu thudc hi¢u qua: Spring Boot st dung Maven/Gradle voi cac “Starter
Dependencies”, giup quan 1y thu vién dé dang, ddng bo phién ban va han ché xung
dot phu thudc.

- Giam sat va quan 1y ung dung dé dang: Véi Spring Boot Actuator, nha phat trién
c6 thé theo dai:

e Health Check
e Metrics
e Log
e Trang thai ing dung
e Thong tin cAu hinh
Diéu nay hd tro rat tét cho moi truong san xuat.

- Tinh sin sang cho méi trudng production: Spring Boot cung cdp céc tinh ning

nhu:
e Logging mac dinh
e Quan Iy cdu hinh bén ngoai

e Kiém tra trang thai hé thong
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e Metrics phuc vy giam sat

e Phu hop cho cac hé thdng 16n va yéu cau do on dinh cao

- HO tro kiém thir manh mé: Spring Boot hd trg kiém thtr tich hop va kiém thtr web

thong qua may chit HTTP nhung, gitp viét va chay test nhanh chong.

- Hoat dong tdt trén moi truong Pam may va Container: Spring Boot tich hop muot

ma vot:

e Docker

o Kubernetes
e AWS, GCP, Azure

Gitp trién khai va mé rong ung dung dé dang.

- Cong dong 16n — hé sinh thai phong phu: Vi cong dong rong 16n va tai liéu phong

pht, Spring Boot dugc hd trg manh mé& va lién tuc cip nhat, gitp gidm thoi gian

tim hi€u va xur Iy van dé.

2.1.8.3. Kién triic ciia Spring Boot

Spring Boot dya trén nguyén tic "Convention over Configuration" véi cac thanh

phan chinh:

Spring IoC Container: Quan ly cac beans va dependencies cua ing dung.
Auto-Configuration: Ty dong cdu hinh tng dung dua trén cac dependencies
co trén classpath.

Starter Dependencies: Cung cip cac bd dependencies dugc ciu hinh sin cho
céc tac vu cu thé.

Actuator: Cung cip cic tinh ning san xuat nhu monitoring, metrics, health
checks.

Embedded Servers: Tomcat, Jetty hoac Undertow dugc tich hop san, khong

can trién khai riéng.

2.1.8.4. Spring data JPA

Spring Data JPA don gian hoa vi¢e truy cap dit li¢u trong Spring Boot thong qua:

Repository pattern

Method name query generation

Céac annotation dé anh xa entities véi bang dir licu
JPQL (Java Persistence Query Language)

Query by Example

Auditing ty dong
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2.1.8.5. Spring Security
Spring Security cung cip khung bao mat toan dién cho tmg dung Spring Boot:

- Authentication: xac thuc nguoi dung

- Authorization: phan quyén ngudi ding

- Protection against attacks (CSRF, Session Fixation)
- Servlet API integration

- Integration vdi cac co ché xac thuc nhw OAuth2, JWT
2.2. Cong cu sir dung
2.2.1. IntelliJ IDEA
2.2.1.1. Gidi thiéu vé Intelli] IDEA

IntelliJ IDEA 1a mot moi truong phat trién tich hgp (IDE) manh mé& dugc phét trién
bai JetBrains. N6 duoc thiét ké chi yéu cho 1ap trinh Java va Kotlin nhung ciing hd trg
nhiéu ngdn nhit khac théng qua cac plugin, véi muc dich ting ning suat 1ap trinh bang
cac tinh nang thong minh nhu ty dong hoan thanh ma, g& 16i manh mé, phan tich ma va
tai cau trac. IntelliJ c6 hai phién ban chinh: ban mién phi (Community) va ban tra phi
(Ultimate).

Hinh 2.3. Logo IntelliJ IDEA

2.2.1.2. Loi ich khi sw dung IntelliJ IDEA

- Tép trung quan ly tac vu: Cho phép quan ly toan bd tac vu lap trinh trong mét IDE

duy nhét, gitip 1am viéc hiéu qua hon.
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HJ trg viét va g& 161 mot cach linh hoat: Cung cép cong cu manh mé dé viét ma,

g 161, tai cAu tric, kiém tra va tim hiéu ma nguén cua ban mot cach linh hoat ma

khong bi &nh hudng.

Da ngodn ngit va da cong nghé: HY tro nhidu ngdn ngit 14p trinh nhu Java, Ruby,

Kotlin, Groovy, Python va Scala, ddng thoi hd tro nhiéu framework va cong nghé

khac nhau.

Tu dong dam bao chat luong ma nguén: Phat hién va goi y stra 16i & moi cép do,

gitip giit code sach va chuan.

Tao ma nhanh va t6i vu: Cung cip céc cong cu giup viét ma nhanh hon va dé duy

tri hon.

Phu hop moi quy mé: Sir dung t6t cho ¢4 nhan, doanh nghiép tir nho dén 16n.
Tich hop manh mé véi Git va CI/CD: H tro Git, GitHub, TeamCity... gitip quy

trinh phat trién linh hoat va chuyén nghiép hon.

2.2.1.3. Cdc tinh ndng néi bt ciia IntelliJ IDEA

HO0 trg ma ngudn thong minh: Kiém tra hon 60 loai 16i va phan tich ma cuc nhanh
gitip nha phat trién phat hién 16i mot cach nhanh chong. Ty dong goi ¥ stra 18i va
tao code thdng nhat, sach va hiéu qua. Ngoai ra hd tro nhidu ngdn ngit va
frameword khac nhau bao gém Java, JavaScript, HTML/CSS. PHP, Ruby, SQL,...
Phén tich ludng dit liéu (Data Flow Analysis): Cong cu tir dong phan tich cach dir
liéu di chueyenr trong chuong trinh, dua ra goi y hoan thanh ma va phat hién logic
chinh xéc.IntelliJ con tu thém kiéu chuyén doi (cast) khi can, giup ma chay 6n dinh
va han ché 13i runtime.

Tiém ngdn ngtr (Language Injection): tinh nang nay cho phép nhing cac doan
SQL, HTML, CSS, JavaScript truc tiép trong chudi java mot cach ty nhién va linh
hoat, gitip lam viéc da ngdn ngir trong ciing mot file ma khong can d6i méi trudng,
tang toc do phat trién.

Tai cau trac ngdn ngit chéo: Khi doi tén class, phuong thirc hodc entity, Intellil
IDEA tu cap nhat tat ca vi trf lién quan trong toan b du an. Diéu nay giap refactor
nhanh, chinh x4c va giam rii ro 18i do sira thi cong.

Phat hién ban sao: IntelliJ ty nhén dién cac doan ma trung 1dp va canh bao cho 1ap
trinh vién, gitp dé dang tai sir dung ma, giam lap lai khong can thiét va cai thién
kha nang bao tri.

Soat 161 va sira nhanh: IDE canh bao ngay khi ban viét sai va cung cap goi ¥ sta
16i thong qua phim Alt + Enter, giup khic phuc nhanh cic van dé tir ca phap dén

logic, tiét kiém nhiéu thoi gian.
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- Phim tit cho moi thao tac: IntelliJ IDEA hd trg nhiéu phim t4t manh mé& cho diéu
huéng, tao file, md ctra s6 va chinh stra, giup ting téc do 1am viée va giam phu
thudc vao chudt.

- Trinh g& 16i inline: Khi debug, gia tri bién duoc hién thi truc tiép ngay tai dong
code, va ty dong 1am ndi bat khi thay d6i, giup hiéu rd ludng chay va xu 1y 15i
nhanh hon.

- Hoan thanh chudi thong minh: IDE c6 kha ning goi y chinh x4c cac chudi goi
phuong thirc phitc tap (nhu module.getProject()) chi v6i vai phim tit, giup viét ma
nhanh va giam sai sot cti phap.

- Mot truong tich hgp nhom: IntellilJ IDEA hd tro Git, SVN, Maven, Gradle va két
nbi CI/CD v6i TeamCity , giup 1am viéc nhém hiéu qua hon, quan 1y ma ngudn

chit ch& va ddy nhanh quy trinh phat trién phan mém.
2.2.1.4. Huéng dan download IntelliJ IDEA

- Budc 1: Truy cdp vao trang web chinh thic cua IntelliJ IDEA tai dia chi
https://www.jetbrains.com/idea/download.
- Budc 2: Tai trang download, ban s¢€ théy cac phién ban cua IntellilJ IDEA dugc liét
ké. Chon phién ban phu hop va sau d6 4n download. S& c¢6 2 phién ban:
e Ultimate (tra phi — h tro Spring Boot, Database...)

e Community (mién phi — di ding cho Java co béan)

R Ty —— - R o AOE & @ &

- ' JETBRAINS | D oper Too eam Tools Educa Solutions Suppo

L

Intelld IDEA  seteroins IDEs Co in 20253 What's New Features v Re ces Pricing Download

Windows | macQS  Linux

B Intelll IDEA Ultimate

The Leading IDE for Professional
Development in Java and Kotlin

.exe (Windows) v

Free 30-day trial

Hinh 2.4. Trang download IntelliJ IDEA
- Budc 3: Sau khi tai xudng hoan tat, nhan dap vao file .exe (Windows) hoic file
.dmg (Mac) dé bat dau qua trinh cai dit.
- Budc 4: Tién hanh chon folder dé cai dat IntelliJ IDEA trén may tinh cua ban.
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- Budc 5: Lién két cac phan mé rong tép cu thé vé6i Intelli] IDEA dé mo chung bang
mot cu nhip dup.
"M Intelli) IDEA Setup — X

Installation Oplions
Configure your Intellid IDEA installation

Create Desktop Shortout Update PATH Variable (restart needed)
Intelli] IDEA [ | Add "bin" folder to the PATH
Update Context Menu

: Add "Open Folder as Project”

Create Assodations

] java | .gradle [ ].aroovy )kt kts [ ].pom

< Back Mext > Cancel

Hinh 2.5. C4u hinh Intelli] IDEA

- Buéc 6: Hoan thanh cai dit va ciu hinh, ban c6 thé bat dau su dung IntelliJ IDEA
dé l1ap trinh.

fo] IntelliJ IDEA

Hinh 2.6. Giao dién khi hoan thanh
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2.2.2. Visual Studio Code
2.2.2.1. Gidi thiéu vé Visual Studio Code

Visual Studio Code (VS Code) 1a mét trinh soan thao ma ngudn rat phd bién nhd
su nhanh, nhe, hd trg da nén tang va hoan toan ma nguén mé. Vi nhiéu tinh nang manh
mé va hé sinh thai plugin phong phu, VS Code ngay cang duogc cac 1ap trinh vién ua

chudng va tré thanh lya chon hang dau trong 14p trinh.

Hinh 2.7. Logo VS Code
2.2.2.2. Uu diém néi bét cua Visual Studio Code

- Mién phi va ma nguén mé: VS Code 1 cong cu hoan toan mién phi va mi ngudn
mo theo gidy phép MIT. Nguoi dung ciing c6 thé dong gop vao du an bang cach
sira 161, bd sung tinh niang hodc dich thut. Chinh tinh chit m& va mién phi nay da
thu hat dong dao cong dong lap trinh vién va giup VS Code phat trién manh mé.

- Pa nén tang: HS tro da nén tang trén Windows, macOS va Linux, giup 1ap trinh
vién c6 thé sir dung cing mot cong cu trén nhiéu thiét bi va hé diéu hanh khac
nhau. Nho d6, viée giit nguyén moi truong phét trién trd nén thuan tién va nhat
quan hon, khong can thay d6i cong cu khi chuyén may.

- Giao dién than thién: S& hitu giao dién don gian, truc quan va dé st dung, phu hop
cho ca nguoi méi hoc 1ap trinh 14n cac nha phat trién giau kinh nghiém, gitp viéc
lam quen va thao tac tré nén nhanh chong va thuan tién.

- HO trg nhiéu ngdn ngir 1ap trinh: HS tro hon 30 ngdn ngit 1ap trinh pho bién nhu
JavaScript, Python, Java, C++, C#, Go, PHP..., gitip ban c6 thé dung n6 cho hau
hét moi loai duy 4n. Mdi ngdn ngir déu dugc cung cap ct phap, goi y mi thong
minh va tinh nang g& 16i day di, giup lap trinh hiéu qua hon. Vi dy, véi JavaScript,
VS Code ho trg IntelliSense, debug tich hop va ca TypeScript, mang lai trai nghiém
phat trién manh mé.

- Pa dang Extension hd trg coder: VS Code sé hitu hé thong extension rat phong
pht, cho phép ngudi ding bd sung tinh ning va tiy chinh trinh soan thao theo nhu
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cau. Nho kho extension da dang, 14p trinh vién c6 thé d& dang mé rong VS Code
dé hd trg nhiéu ngdn ngit, céng cu va quy trinh khac nhau, dic biét hiru ich cho ca
ngudi moi bat dau 1an 14p trinh vién chuyén nghiép.

HO tro g& 161 hiéu qua: cung cip cong cu g& 16i manh mé& va dé dung, hd trg nhiéu
ngdn ngit nhu Node.js, Python, C++, Java. Nguoi dung c6 thé dit breakpoint, xem
gi4 tri bién, diéu khién ludng chay va str dung console tich hop dé kiém tra 15i hiéu
qua. So véi Sublime Text, VS Code vuot troi vé kha ning g 131, extension va hd
tro Git. So voi Atom, VS Code 6n dinh va hiéu nang tdt hon. So véi IntelliJ IDEA,
du IntelliJ manh vé Java va hé sinh thai JVM, VS Code van da nang hon nho hd
trg rong rai nhiéu ngdn ngir lap trinh khac nhau.

Két ndi véi cac dich vu pho bién: Tich hgp manh mé véi cac dich vu phd bién nhu
Git, Azure, GitHub va Docker, gitip ban d& dang quan 1y ma ngudn, trién khai tng
dung va lam viéc nhom. Nho kha ning két ndi nay, lap trinh vién c6 thé thao tac
v6i Git, 1am viéc voi container Docker hodc trién khai 1én Azure ngay trong VS
Code, giup t6i wu quy trinh 1am viéc va tap trung hon vao viéc viét ma va phat trién

san pham.

2.2.2.3. Huéng dan download Visual Studio Code

Budc 1: Truy cép vao trang web chinh thirc cua Visual Studio Code tai dia chi:
https://code.visualstudio.com. Nhan nat download va chon phién ban phu hop

v61 hé diéu hanh cua ban (Windows, macOS, hodc Linux).

> e 0 % | codevisusbtucio.com T om AO0RCO =

) Visual Studio Code

The open source
Al code editor

d Agent

Hinh 2.8. Giao di¢n trang download

- Budc 2: Sau khi tai xudng, hiy lam theo cac bude cai dit & bén dudi:
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BAm vao va chay tép cai dit (VSCodeUserSetup- {version}.exe) ma ban da
tai vé trén may.

Bam "Next" dé bat diu qua trinh cai dit VsCode.

Poc va chép nhan cac diéu khoan st dung, sau do nhép "Next" dé tiép tuc
qua trinh cai dat.

Chon thu muyc cai dat hodc gitr nguyén duong dan mic dinh, rdi bAm "Next"
dé tiép tuc.

Tuy chon cai dat thém:

Thém Visual Studio Code vao PATH (giup ban c6 thé mg VS Code tir dong
1énh).

Tao biéu tugng trén man hinh Desktop.

Tich hop céc tiy chon vao menu ngit canh cua Windows Explorer.

Nhén "Install" dé bat dau qua trinh tai.

Sau khi qua trinh cai dit hoan tat, nhip vao "Finish" dé khai dong VS Code.

- Budc 3: Tao du an méi

M¢ Visual Studio Code va chon File > Open Folder dé m¢ thu muc duy 4n.

Nhép chudt phai vao thanh bén trai (Explorer) va chon New File dé tao tép

r

1al Studio Code

Walkthroughs

*" Get started with VS

® Learn the Fundamentals
@ GitHub Copilot (Updated
' Get Started with Python Development 'Updated

B Get Started with Jupyter Notebooks (Updsied

B showw

Hinh 2.9. Tao du an moi
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2.2.3. PostgreSQL
2.2.3.1. Tim hiéu vé PostgreSOL

PostgreSQL 13 hé quan trj co s& dit liéu quan hé — huéng ddi tuong (ORDBMS)
mién phi va mi ngudn mé, ndi tiéng 13 mot trong nhitng hé thong tién tién va manh mé
nhat hién nay. N6 c6 kha ning mé rong cao, tun thi nhiéu tiéu chuan k¥ thuét va duoc
thiét ké dé xur Iy khéi luong cong viéc da dang, tir ing dung trén may c nhin dén hé

thong kho dir liéu va dich vu web voi luong nguoi dung 16n truy cdp dong thoi.

Postgre SQL

Hinh 2.10. Logo PostgreSQL
2.2.3.2. Tinh ndng noi bdt ciia PostgreSOL

- Tinh ning kiém soat dong thdi nhiéu phién ban (MVCC): PostgreSQL da trién khai
tinh nang MVCC trudce ca Oracle. MVCC cho phép cac phién ban snapshot riéng
biét, giup dat dugc tinh nhat quan va dong thoi trong qua trinh truy cap co sé dir
liéu.

- HOb trog d6i tuong trong co s dit liéu: PostgreSQL 13 hé théng quan Iy co s dit liéu
quan hé dbi tuong, cho phép md rong va tuy chinh cac tinh ning bang cach sir
dung ngdn ngit chuwong trinh nhuw C/C++, Java, va nhiéu ngdn ngir khéc.

- Su hd tro tir cong dong: PostgreSQL c6 mot cong ddng nhiét tinh, sin sang gitp
d5. Ngudi dung co thé tim thdy cau tra 16i cho cic van dé lién quan dén PostgreSQL
tir cong doéng. Ngoai ra, c6 nhiéu cong ty cung cip dich vu hd trg chuyén nghiép
cho PostgreSQL khi can thiét.
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2.2.3.3. Huéng dan download PostgreSOL

- Budec 1: truy cap vao dia chi https://www.enterprisedb.com/downloads/postgres-
postgresql-downloads va tai xuéng phién ban moi nhat twong thich voi hé didu
hanh cua ban.

Download PostgreSQL

Open source PostgreSQL packages and installers from EDB

Windows x86-32

Not supported

Not supported

16.11 ostgresglorg [ stgresqlorg Nt supported

1515 postgresalorg o wstaresal o [ Not supported

1420 ostgresqlorg (7 ostgresqlorg [ Not supported

1323 osgresqlory [ postoresglory [ Nt supperted

Note: EDB no longer provides Linux installers for PostgreSQL 11 and later versions, and users are encouraged to use the platform-native packages. Version 10.x and below
will be supported until their end of life. For more information, please see this blog post on Platform Native EDB Packages for Linux Users.

PostgreSQL is the world's most advanced open source database and the fourth most popular databse. In development for more then 20 years, PostgreSQL is managed by
a well-organized and highly principled and iy, It s an obj database that is fully ACID compliant and highly extensible,
enabling the community 10 add new features and capabilities as workload demands evolved.

Hinh 2.11. Giao dién download

- Budc 2: Chay trinh cai dat mo file .exe d tai xuéng

Setup - PostgreSQL

@ E DB Welcome to the PostgreSQL Setup Wizard.

PostgreSQL

< Back Mext = Cancel

Hinh 2.12. Chay file vira download
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- Budc 3: Chu hinh cai dat:
e Chon thu muc cai dit va cac thanh phan (PostgreSQL Server, pgAdmin 4).
e Pit mat khau cho user mic dinh “postgresql” (rat quan trong).

o Gilr céng mac dinh 5432 hodc thay ddi néu can.

Pre Installation Summary »

The following settings will be used for the installation::

Installation Directory: C:\Program Files\PostgreSQLY15

Server Installation Directory: C:\Proagram Files\PostgresQLY15

Data Directory: C:'Program Files\PostgresQLy15data

Database Port: 5432

Database Superuser: postares

Operating System Account: NT ALUTHORITY \WetworkService

Database Service: postgresgl-ug4-15

Command Line Tools Installation Directory: C:'Program Files\PostgresQLY15
pofdming Installation Directory: C:\Program Files\PostgreSCQLY 15 pgAdmin 4
Installation Log: C:\Jsers\Stile Refsnes\Apphata’localTemptjinstall-postgresql. log

ViMware InstallBuilder
< Back Mext = Cancel

Hinh 2.13. Cai dit ciu hinh

- Buéc 4: Bat dau cai dat
- Buédc 5: Hoan thanh
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Completing the PostgreSQL Setup Wizard

o E D B Setup has finished installing PostgreS0L on your computer,

PostgreSQL

< Back Finish Cancel

Hinh 2.15. Cai dat thanh cong

- Budc 6: M& pgAdmin4 va va nhap mat khau di tao dé két ndi vao PostgreSQL.

2—1 pgAdmin 4

File Object Tools Edit View Window Help

L] plorer S BB Y& Q. [ Processes X

v & Servers(4) —
s . N ) Q
= » = PostgreSQL 17 |
=]
E O E WebdlRR 0O PID Type Server Object Start Ti
> £ webcanhbao

@ 5 = webfim 0 @ B 494 Backup Object webcanhbao (127.0... webcanhbao 11/9/2

D @ B 14884 Backup Object webcanhbao (127.0... webcanhbao 11/9/2

Hinh 2.14. Giao dién két ndi co s& dit liéu
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CHUONG 3. PHAN TiCH VA THIET KE HE THONG THONG TIN

3.1. Mo ta va phan tich bai toan
3.1.1. Béi cianh bai todn

Trong hoat dong cua cac doanh nghiép, cic su ¢d nhu hong hoc may moc, chap
dién, chay nd, tai nan lao doéng hodc su c¢b kho bai xay ra thudng xuyén va gy anh
huong 16n dén an toan va hiéu suit san xuét. Viéc bao céo va xir Iy su ¢b trong nhiéu
doanh nghiép hién nay van con mang tinh thii cong, phu thudc vao dién thoai, gidy to

hodac ghi nhan ndi bo roi rac, dan dén tinh trang:

- Phat hién su cb cham
- Théng tin truyén dat khong dong bod
- B0 phan xur Iy khong nhén thong tin kip thoi
- Kho theo dbi tién do xir 1y
- Khéng c6 hé thong dir liéu dé danh gia rai ro 1au dai
Diéu nay tao ra nhu cau cip thiét vé mot hé théng quan 1y rui ro va canh bao su cb

tu dong — realtime — minh bach — dé theo dai.
3.1.2. Muc tiéu cua bai todn

H¢ thong can gidi quyét cac muc tiéu sau:

Tiép nhan va ghi nhan sy ¢6 nhanh chong
e Nhan vién c6 thé giri bao cao su cb ngay lap tirc thong qua giao dién
web.
- QGui canh béo realtime t&1 quan 1y va bg phan lién quan
e Khi c6 su cb, quan 1y nhan thong béo thoi gian thuc (WebSocket).
- Quan ly phan cong nhiém vu xir Iy su c6
e Quan ly chi dinh bd phan xur ly.
e BO phén xir 1y giao nhiém vu cho ngudi xir 1y truc tiép.
- Theo dai trang thai xtr Iy sy cd
e Tir khi phét sinh — dang xir Iy — hoan thanh — déng su cé.
- Quan Iy log xir 1y va trao doi thong tin realtime
e Gui1 binh luan, hinh anh, file kém theo — dff)ng bo ngay lap tuc.

- Cung cap dashboard va thong ké
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e Théng ké theo ngay, thang, muc d6 nghiém trong.

e Biéu do realtime phuc vu quan 1y va lanh dao.
3.1.3. Cdc tic nhén trong hé thong
Hé théng c6 bdn tac nhan chinh:

Nhan vién bao cdo su co

e Phat hién va giri bao céo sy cd.
e Cap nhat thong tin bo sung (hinh dnh, mo ta).
e Theo dbi tién do xtr 1y.
Quan ly
e Nhan canh béo realtime khi c6 su c¢6 méi.

e Xem chi tiét su c6 — phén loai — phan cong bd phan xu 1y.

e Theo dbi toan bo tién trinh.

e Xac nhan hoan thanh su ¢co

B0 phan xur ly
e Nhan nhiém vu dugc phan cong tur quan 1y.
e Giao nhiém vu cho nguoi xtr Iy truc tiép.
e Gui log xur ly realtime.

- Nguoi xu ly

e Nhén nhiém vy xir 1y truc tiép.

Cap nhat tién do, tinh trang thuc té.

Yéu cau ho trg

Dinh kém minh ching (anh, tai li¢u).
Panh diu hoan thanh.
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3.2. Phuong phap xur ly bai toan

— Website

Bdo cdo s cd

Y

h

FostgreS0L

WebSocket R

FPhén céng

Hinh 3.1. Ludng thyc thi hé thong

- Ping nhap: Nguoi dung ding nhap vao hé théng. Mi tai khoan dugc cip quyén
st dung cac chirc ndng khéac nhau.

- Béo céo su cb: Nhan vién bao cdo su ¢d nhap ti€u dé, mo ta va céc thong tin lién
quan. Hé théng luu trit sy ¢b dong thoi phét su kién WebSocket dé giri théng bao
realtime dén Quan 1y.

- Phan c6ng: Quan 1y hodc B phén xtr Iy phan cong su ¢d. Hé théng luu phan cong
va phat su kién WebSocket dé bo phan xtr Iy hodc ngudi xtr Iy nhan thong bao
realtime.

- Xt Iy va hoan thanh sy c¢b: Ngudi xir Iy xem thong tin sy ¢d, tién hanh xir Iy nhu
thém binh luan, hinh anh vé xtr 1y sy ¢6. Khi xtr 1y xong nguoi xir Iy nhan hoan
thanh nhiém vu. Hé théng phat su kién WebSocket va quan 1y nhan thong bao vé
su ¢d hoan thanh.

- Thong bao: Hé thong st dung WebSocket dé giri moi thong bao realtime nhu Syr

c6 moi, dugc phan cong, duoc giao nhi€ém vy, nhiém vu hoan thanh, déng sy co.
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3.3. Biéu dd Use Case

3.3.1. Use Case tong qudt

D\é" Ihﬁng tin Phan tich mirc dé ri ro
st cd
Béo céo s ¢

Hé thong Al

Gi¥i bao céo
s ch

Theo déi tinh
trang i Iy

Push

Nhan vién

Phan cong
ngua x Iy

em danh sac
sir o a4 bao

Push nhigm vy g4
dEN nguwei xiv 1
cao QUi X Iy

Nhan nhiém vy sy cd

B& phan xtr 1y
pha Y Realtime

(WebSocket)

Tuong tac qua Push thdng b&o dén nhan vién

comment/log
St b moi
Phan cong cho
bé phan xi¥ Iy

Extend”
. Extend._..---{D0ong sw cd
S o ) o Théng bao nhién vu mdi
sach sy co end
“Extend @

Quan Iy
N o . Xem .
Ché xac nhan dong sv €0 | gashboard em chi tiéh
tnéng ké s cd

Ché¥ xac nhan yéu ciu hé tro,

Gt¥i binh

Bang nhap

Admin

Nguri xir Iy

Hinh 3.2. Usecase tong quat
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3.3.2. Mé td usecase mirc chi tiét

3.3.2.1. Usecase dang nhdp

Lwru phién
dang nhap

g

T\ _tai khodn /- .
Include

Include -
h@_-‘-'ln‘:luae“v- thong tln

I‘l

Nhan vién Include

iEm tra phan
quyeén

-
g

Hinh 3.3. Usecase dang nhap

Bang 3.1. Pac ta usecase dang nhap

Tac nhan Nhan vién, Quan ly, B§ phan xtr 1y, nguoi xtr 1y, Admin

Mo ta Nguoi dung dang nhap vao hé thong dé thuc hién cac tac

vu.

Piéu kién truédc Nguoi dung phai c6 tai khoan cta hé thong dugc luu trong
database.

Tai khoan dugc gén diung vai tro

Luong sv kién chinh . Hé thdng hién thi form dang nhap

1

2. Nhap thong tin 1én form.

3. Ngudi dung nhin ding nhap

4. Hé thong tién hanh kiém tra thong tin.

5. Néu hop 1&: Hé théng sinh JWT Token va gan Role vao
Token.

6. Nguoi dung dang nhap thanh cong va duoc diéu huéng

dén giao dién phu hop theo vai tro.

Nhap sai thong tin s& thong bao 15i phan nhap sai

Luong su kién phu va yéu cau nhap lai.

Néu Token khong hop 16 s& yéu cau ding nhap lai
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Piéu kién sau Nguoi ding ding nhap thanh cong s& duoc cap JWT
Access Token.

Hé thong cho phép truy cép cac chirc ning ding theo role.

3.3.2.2. Usecase bao cado suw co

Include

-

. _Include -~ "3
»(Bao caoswrcd )"
< Include
X5k bao cad
Mhan vién Incluc_jﬂe suF ¢

tFi théng bad
cho quan Iy

Hinh 3.4. Usecase bao cao su co

Ai phan tich
frc d6 i ro

Bang 3.2. Dac ta usecase bao cdo su co

Tac nhan Nhan vién

Nhan vién phat hién va bao cdo su co.

Piéu kién truéc Nhén vién d3 dang nhap hé thong.

Nhan vién ¢é quyén tao su co

Luong su kién chinh 1. Nhéan vién chon chirc nang bao cdo su co

4
A

2. Hé thong hién thi form dé nhap thong tin sy cb.

3. Nhan vién nhdp thong tin sy cd (tiéu dé, mé ta, mid
dd rui ro, loai su ¢d, khu vuc, hinh anh néu co)

4. Nhan vién chon chirc nang Al phan tich mtrc d¢ rui ro

dya trén tiéu dé& va mo ta.

Heé théng goi y mirc d6(Low/Medium/High).

Nhaén vién kiém tra thong tin va nhan “Giri bao céo”.

H¢ thong luu sy ¢6 vao co sé dir ligu.

® =N oW

WebSocket giri canh bao sy ¢b moi dén quan 1y.
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9. Hé thong thong bao “Bao cdo su ¢d thanh cong.

Neéu nhan vién bo trong ti€u d€, mo ta hoac khu vuc thi hé

. thng bao 151 “Vui long nhap dy du thong tin”.
Luoéng su kién phu

Néu AI khong thé phan tich mtc d6 rui ro thi hé thong s&
béo 16i “Vui 10ng chon murc do thi cong”.

Pieu kién sau Su c¢6 méi dugce luu vao h¢ thong.

Quan ly nhan dugc canh bao realtime vé sy c6 mai.

3.3.2.3. Usecase xem danh sdch sy c¢é

Loc tim kiém

N, Include
Quan Iy . ’
y . Include

N

Include

Dong swr cd

Hinh 3.5. Usecase xem danh sach su co
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Bang 3.3. Dac ta usecase xem danh sach su co

Tac nhan Quan ly

Mo ta Quan ly xem toan b0 sy c6 trong hé thong, cac chlrc nang

trong danh sach sy c6 va nhan canh bao khi c6 sy ¢6 moi.

Piéu kién truée Quan ly da dang nhap hé théng.

C6 dit liéu trong hé théng.

Luong sw kién chinhl 1. Quan Iy truy cap chirc nang “Danh sach su ¢6”

2. Hé théng hién thi danh sach su ¢d bao gém cac thong tin
nhu: Tiéu dé, khu vuc, loai su ¢b, mic do rui ro, trang
thai hién tai, phan cong.

3. Quan ly nhan vao xem chi tiét su ¢d khi c6 canh béao sy
cd méi.
Quan ly co thé chon tim kiém su c6.

5. Quan ly c¢6 thé nhan “Chi tiét” dé xem thong tin day du.
Quan 1y nhan “Tir chéi” ngay tai danh sach néu su cd}
khong hop 1€.

7. Quan Iy nhin déng su ¢6 néu di hoan thanh.

Khong c6 dir liéu hé théng s& hién thi khong ¢ su ¢d ndo.

N n Néu quan 1y tim kiém khong c6 két qua hé thong s& bao khong
Luong sy kiénphu | = x
tim thay su co0.

Diéu kién sau Quan 1y xem dugc danh sach su co.

C6 thé thuc hién cac hanh dong khac:Xem chi tiét, tir chdi,

loc, tim kiém va dong sy co.
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3.3.2.4. Usecase xem chi tiét sy co

Phan céng bd
phan xtr ly

Xem danh sach
siF cO

h 4

Quan ly

Hinh 3.6. Usecase xem chi tiét sy ¢d
Bang 3.4. Dac ta usecase xem chi tiét su cb

Tac nhan Quan ly

Mo ta Quan 1y xem chi tiét vé su cd bao gdom tiéu dé, mo ta, khu
vuc, muc dg, hinh anh, trang thai, lich st xir Iy va chiric nang
phan cong.

Piéu kién trudc Quan ly di dang nhap hé thong.

Sy ¢6 ton tai trong hé théng.

Quan ly mo chic nang “Xem danh sach sy ¢6”.

Ludng sw kién chinh| 1. Quan Iy truy cap chtic ning “Xem chi tiét”

2. Hé théng hién thi cac thong tin vé su ¢b nhu: Tiéu dé, mo)
ta, khu vuc, loai su ¢b, mutrc d6 i ro, trang thai hién tai.

3. Quan Iy c¢6 thé chon chiic ning “phan cong bd phan x
1y”.

Luf’ing s kién phu | Khong c6 dir liéu hé théng s& hién thi su cb khong ton tai.

Dieu kién sau Quan ly xem chi ti€t sy co.

C6 thé thyc hién cac hanh dong khac nhu phan cong.
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3.3.2.5. Usecase phan cong bo phan xu ly

h 4

Chi tiét s cd

" Include

Quan Iy .
y Include

.

t¥i thdng bao dé
bd phan Xt Iy

Hinh 3.7. Usecase phan cong bd phan xur 1y

Bang 3.5. Dac ta usecase phan cong bg phan xtr 1y

Tac nhan Quan ly

Mo ta Quan 1y phan cong su ¢6 dén bd phan xir 1y.

Hé thong luu lai phan cong va gui thong béo realtime dén

bd phéan xur ly.

Piéu kién trude Quan 1y dd dang nhap hé thong.
Sy ¢6 ton tai trong hé thong.

Quan ly mo chuc nang “Xem chi tiét sy ¢6”.

Ludng sy kién chinh 1. Quan Iy truy cap chirc nang “Xem chi tiét”

2. Hé théng hién thi céc thong tin vé su ¢b nhu: Tiéu dé,
md ta, khu vue, loai sy ¢, mac dd rui ro, trang thai
hién tai.

3. Quan ly chon phan cong cho bd phan xur Iy phu hop ti
danh sach kém ghi chu.

Quan ly xac nhan phan cong.

5. Hé thong luu phan cong sy ¢d vao co so dir lidu.

WebSocket giri canh bao sy ¢6 méi dén bo phan xir 1]

lién quan.
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7. Hé thong thong bao “Phan cong su ¢ thanh cong.

Luong s kién phu

Khong c6 dir liéu hé théng s& hién thi sy c¢b khong ton tai.

Khong chon b phan xtur ly: He théng yéu cau: “Vui long
chon bg phén xtr 1y trude khi phan cong.”

Diéu kién sau

Sy ¢ m&i phan cong thanh cong va dugc luu vao hé théng.

B phan xtr Iy nhan dugc canh bo realtime vé sy cd moi.

3.3.2.6. Usecase xem danh sdch sw ¢é cia bo phan xu Iy

Loc tim kiém
sIF CO

-

Include

Nhan canh bao
phan cong su cd
mai (realtime)

B0 phan xi ly

__Include ™"
> emldanh sél_chs_ N
Co dugc giao “'Incluﬂeh
2 em théng ti
Iﬁclupe tom tat

"

Xem chi tiét sw cd
dwoc phan cong

Hinh 3.8. Usecase xem danh sach su ¢ cua b phan xu ly

Bang 3.6. Dac ta usecase xem danh sach su co

B0 phéan xu ly

Bd phan xtr Iy xem toan bd su cb duogc phan cong cho bd

phan ctia minh. H¢ thong ho trg tim kiém, sap xép, loc va
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cap nhat realtime khi c6 sy ¢6 méi duge giao hodc khi

nguoi xu Iy khong nhan nhiém vu ding han.

Pieu kién truéc

Bo phén xtr Iy di dang nhap hé théng.

Cé su c6 dugce phan cong.

Ludng sy kién chinh

1. B0 phan xur 1y truy cép chirc nang “Danh sach phan
cong”

2. Hé thng hién thi danh sach sy ¢6 duoc phan cong bao
gém cac thong tin nhu: Tiéu dé, khu vuc, loai su ¢,
murc d6 rui ro, trang thai hién tai, bd phan dugc giao.

3. BO phanxu ly nhan vao xem chi tiét su c6 khi c6 canh
béo phan cong su ¢b mai.

B6 phan xtr Iy chon mét su cd dé xem chi tiét.
5. B0 phan xtr 1y tim kiém hoic sap xép danh sach theo

nhu cau.

Ludng sur kién phu

Khong c6 dir lidu hé thong s& hién thi khong c6 sy ¢b nao
duoc giao cho bo phéan.

Néu B6 phan xt 1y tim kiém khong c6 két qua hé thong s&
bao khong tim thay su cd.

Nguoi xtr Iy khong nhan nhiém vu : HE théng tu dong danh

dau sy c6 mau dé va hién thi canh bdo cho bd phan xur ly.

Pieu kién sau

B phan xtr Iy xem dugc danh sach su ¢ duoc giao.
Danh sach ludn cap nhat realtime khi c6 su ¢d méi hodc su
cd bi cham xur 1y.

C6 thé thyc hién cac chirc ning tiép theo nhu: xem chi tiét

su 0, phan cong nguodi xu 1y, thém binh luan, gidm sat tién
do.
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3.3.2.7. Usecase phan cong nguoi xur ly

Phan cong ™
nguedr XU Iy

Chi tiét s co
dwgc giao

. .. Include
Bd phan xur Iy '

u

|HC|L_IE|E'

%

%

t¥i théng bao dé
nguedri X Iy

Hinh 3.9. Usecase phan cong nguoi xu ly

Bang 3.7. Pac ta usecase phan cong nguoi xu ly

Tac nhan B6 phan xur 1y
Mo ta Bo phan xir Iy phan céng nhiém vu dén nguoi xu 1y truc
tiép.

Hé thong luu lai phan cong va gui thong bao realtime dén

nguoi xu 1y dé tiép nhan nhi¢m vu.

Piéu kién trudc Bo phén xtr Iy di ding nhap hé théng.

Sy ¢ da dugc phan cong dén bo phan xi 1y va ton tai trong
hé thong.

B0 phéan xur Iy m¢ chttc nang “Xem chi tiét su c6”.

Ludng su kién chinh 1. Bo phan xur 1y truy cap chic ning “Xem chi tiét”

2. Hé théng hién thi céc thong tin vé su ¢b nhu: Tiéu dé,
md ta, khu vue, loai sy ¢, mac dd rui ro, trang thai
hién tai.

3. B0 phan xtr ly chon phan cong cho nguoi xtr 1y phu
hop tir danh sach, ghi cht va han xtr 1y.
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B0 phan xtr Iy x4c nhan phan cong.
5. Hé thdng luu thong tin phan céng vao co so dir liéu va
cap nhat trang thai su co..
6. Hé théng giri thong bao realtime (WebSocket) dén
nguoi xu ly dugce giao nhiém vu.

7. Hé thdng thong bao “Phan cong su c¢d thanh cong.

Luong sv kién phu nguoi xu ly trudce khi phan cong.”

Khong c6 dir liéu hé théng s& hién thi su cb khong tdn tai.

Khong chon ngudi xtr 1y: Hé thdng yéu cau: “Vui long chon

Khong chon han xtr 1y: Hé thong yéu cau: “Vui 1ong chon

han xtr 1y trudce khi phan cong.”

Diéu kién sau

Sy ¢ m&i phan cong thanh cong va dugc luu vao hé théng.

Nguoi xur ly nhan dugce canh bao realtime vé sy c6 méi.

3.3.2.8. Usecase danh sdach nhiém vu dwoc giao

NGO X0 Iy

Include

Nhdn canh bao
phéan cong sw cd
mdi (realtime)

_Include’
em danh sachi~--"~
nhiém vu duwgc
giao .
“Include ___.

em chi tiét nhiém
vu phan céng

|rIC|LIl:'Z|E‘

Hinh 3.10. Usecase danh sach nhi¢m vu duogc giao
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Bang 3.8. Dac ta usecase danh sach nhiém vu dugc giao

Nguoi xu ly

Nguoi xtr Iy xem toan by nhi€ém vu ma bg phan xu ly da
phan cong cho minh. HE thong ho tro loc, tim ki€m, sap
x€p va cap nhat realtime khi ¢6 nhiém vu mdi duge giao

hoac nhiém vu thay doi trang thai.

Diéu kién truwée

Nguoi xtr Iy di dang nhap hé thong.

C6 nhiém vy dugc phan cong.

Ludng su kién chinh

1. Nguoi xtr 1y truy cap chtrc nang “Nhiém vu cuia t61”
2. H¢ théng hién thi danh sach nhiém vu dugc phan cong
bao gém cac thong tin nhu: Tiéu dé, khu vuc, loai su
c¢d, muc d6 i ro, trang thai hién tai.
3. Hé théng tu dong cap nhat realtime néu c6 nhiém vu
ma&i dugce phan cong tir bd phén xu 1y.
Nguoi xir Iy chon mot nhiém vu dé xem chi tiét.
5. Nguoi xir Iy tim kiém hoic sap xép danh sach theo nhyl

cau.

Ludng s kién phu

Khong c6 dit lidu hé théng s& hién thi khong c6 sy ¢b nao
dugc giao cho nguoi xur ly.
Néu nguoi xtr 1y tim kiém khong co két qua hé thong s&

bao khong tim thay su cd.

Dieu kién sau

Nguoi xur ly xem dugc danh sach nhiém vu dugc giao.
Danh séach ludén cap nhat realtime khi c6 nhi¢ém vy méi.

C6 thé thyc hién cac chirc ning tiép theo nhu: xem chi tiét

su ¢O, nhan nhi€ém vu.
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3.3.2.9. Usecase nhan nhiém vu

Cap nhat trang
thai -= Bang x¥ Iy
":-F

Include

em danh sach
nhiém vu dugc
giao

Ghi nhan

------ Include ----> R
NgLReyi XIF 1y

NgLGT XF Iy Includ_t?L

/G théng béo
realtime

Hinh 3.11. Usecase nhan nhiém vu

Bang 3.9. Dac ta usecase nhan nhiém vu

Tac nhan Nguoi xu ly

Mo ta Nguoi xir Iy tiép nhan nhiém vu duoc phan cong tir bd phan
xtt Iy bang cach nhan nat “Nhéan nhiém vu”. Khi thyc hién,
hé théng cap nhat trang thai nhiém vy, ghi nhan nguoi x
Iy chinh va gti thong béo realtime dén cac tic nhan lién

quan.

Piéu kién truédc Nguoi xtr Iy di dang nhap hé théng.
Nhi¢m vu dang & trang thai “Chd nhan”.

Nguoi xtr 1y thdy nhiém vu trong danh sach nhiém vu cua

minh.

Ludng s kién chinh 1. Nguoi xtr ly mé man hinh “Nhiém vu cua t61”.

2. H¢ théng hién thi danh sach nhiém vu dugc phan cong
bao gém cac thong tin nhu: Tiéu dé, khu vuc, loai su
cd, murc d6 rui ro, trang thai hién tai.

3. Nguoi xir Iy chon mét nhiém vy va nhan “Nhén nhiém|
vu”.

4. Hé théng xac nhan hanh dong.

5. Hé thé)ng cap nhat trang thai nhi¢ém vu thanh “Pang xu

1y’ va luu ngudi xu 1y chinh.
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6. Hé thong giri thong bao realtime dén nhitng nguoi lién
quan.
7. Hé thdéng hién thi thong bao: “Nhan nhiém vu thanh|

cong.”

X B Néu nhiém vu khong ton tai hodc da bi huy — hé thong
Luong su kién phu R o x.
thong bao 161.

Diéu kién sau Trang thai nhiém vu doi sang “Pang xtr 1y”.

B0 phan xtr 1y, Quén ly va Nhan vién nhan dugc thong bao

qua realtime.

Néu nguoi xur 1y tim kiém khong c6 két qua hé thong s&
bao khong tim thy su cd.
Nguoi xir Iy ¢6 thé tiép tuc cac chirc ning khac: xem chi

tiét nhiém vu.

3.3.2.10. Usecase thém binh luan

Mhap ndi

dung binh
ludn

|FI¢;|U[Z|E'.'

_=|Binh k&m anh

Include

Thém binh
ludn/hinh @anh /.
“"““Include, ___
Liru binh ludn
. vao hé thdng
Include

NgLFCF XUF 1y

G(¥i thdng bao

Realtime

Hinh 3.12. Usecase thém binh luan
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Bang 3.10. Dac ta usecase thém binh luan

Nguoi xu ly, Bo phan xtr 1y

Tac nhan thém binh luan, ghi chu hodc dinh kém hinh anh
trong qua trinh xtr ly su ¢d. Binh luan duoc luu vao hé

thdng va gui thong bao realtime dén cac bén lién quan.

Pieu kién truéc

Tac nhan di dang nhap hé thong.
Tac nhan dang & man hinh “Xem chi tiét sy ¢6”.

Su ¢06 con hi€u luc va chua dong.

Ludng su kién chinh

Téc nhan m& man hinh “Chi tiét nhiém vu”.

Tac nhan nhap ndi dung binh luan hoac hinh anh.
T4c nhan nhan nat Giri binh luan.

Heé thong kiém tra dit liéu hop 1¢.

Heé thong luu binh ludn / hinh anh vao co so dir lidu.

A ol e

Hé thong giri thong bao realtime dén: quan 1y, bd phan|
xur ly, nguot xtr 1y lién quan.
7. HE théng hién thi binh luan méi trong danh sach binh|

luan.

Ludng su kién phu

Khong nhap ndi dung — bao 16i: “Vui 1ong nhap ndi dung

binh luan”.

- Anh khong hop 1é (dinh dang sai hodc qua dung luong)
— hé thong bao 15i.

- Su ¢ di dong — hé thong khong cho phép binh luan.

Dieu kién sau

Binh luan / hinh anh dugc luu thanh cong.
Tat ca ngudi dung lién quan nhan duoc théng bao realtime.

Danh sach binh ludn trong su cd duoc cap nhat.
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3.3.2.11. Usecase hoan thanh nhiém vu

Cap nhét tién
do

Include

-
o

oan thanh nhiém
------Include-----z 'Lwru trang thai
hoan thanh

Ngurdi X Iy ’
Gi¥i théng bao
Realtime
Hinh 3.13. Usecase hoan thanh nhiém vu
Bang 3.11. Pac ta usecase hoan thanh nhiém vu
Tac nhan Nguoi xu ly
Mo ta Nguoi xtr Iy sau khi thuc hién cong viéc s€ hoan thanh
nhiém vu béng cach cap nhat trang thai, hoan thanh nhi¢m
vu. Hé théng luu trang thai va guri thong bao realtime dén
b phan xu ly va quan 1y.
Piéu kién truédc Nguoi xtr Iy di dang nhap hé thong.

Nhiém vu ton tai va dang & trang thai "Pang xir 1y".

Nguoi xtr Iy dang & trang “Chi tiét nhiém vy”.

Ludng su kién chinh Nguoi xir Iy mé man hinh “Chi tiét nhiém vy”.
Nguoi xir Iy nhan nit Hoan thanh nhiém vu.
Nguoi xur ly xac nhan hoan thanh.

Heé thong kiém tra hop 18.

A

thanh”.
Hé théng luu nhat ky xir 1y.

™

phan xu ly.

H¢ théng cap nhat trang thai nhiém vu thanh “Hoan

7. WebSocket guri thong béo realtime dén quan 1y va b
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8. Hé théng hién thi thong bao “Hoan thanh nhiém vy
thanh cong”.

Nhiém vy di bi hay hodc dong — hé thong khong cho phép

Luong s kién phu . \
hoan thanh.

Diéu kién sau Nhiém vu dugc cdp nhat sang “Hoan thanh”.

- Tt ca bén lién quan nhan duoc thong bio realtime: Quan
1y, B6 phan xu ly.

3.3.2.12. Usecase doéng su cé

Kiém tra két
qua xtF Iy

Include
¥em danh sac péng s cd
str ¢ ’ ----==Include-----2 "Luru trang thai
da déng
BO phan xi Iy Lﬂt"h'lnclude

Gi¥i théng bao

Realtime

Hinh 3.14. Usecase dong su cb

Bang 3.12. Dac ta usecase dong su cd

Téac nhan B0 phéan xu ly

Mo ta B phan xir 1y sau khi kiém tra két qua xur 1y ctia nguoi xir
1y co thé dong su . Khi su ¢b duge dong, h¢ théng luu
trang thai, ghi nhat ky va guri thong bao realtime dén tat ca

cac tac nhan lién quan.
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Diéu kién truwée

Bo phén xtr Iy di dang nhap hé théng.
- Sy ¢b ton tai.

- Nguoi xur 1y da hoan thanh nhiém vu (trang thai “Hoan
thanh”).

- BO phan xu ly dang ¢ man hinh “Danh sach su c6”.

Luong su ki€én chinh

® =N aw

9.

1. B6 phan xu 1y truy cdp Danh sach su cb.

2. Hé¢ théng hién thi thong tin sy cd va trang thai su cd.
3.
4

. H¢ thong yéu cau x4c nhan “Ban c6 chac muon dong

B6 phan xur Iy nhan nat Pong sy cd.

su ¢6?”

B phan xtr Iy x4c nhan dong su cd.

Hé théng cap nhat trang thai su c6b — ba dong.
Hé théng lwu nhat ky hoat dong (history log).
WebSocket giri thong bao realtime dén Nhan vién bao
cao, Quan ly, Nguoi xu 1y.
Hé théng hién thi thong bao: “Pong su ¢b thanh cong.”

Ludng s kién phu

Sy ¢6 chua duoc nguoi xir Iy hoan thanh — hé théng khong
cho phép dong va bao: “Nhiém vu chua hoan thanh, khong
thé déng su ¢b.”

- Su ¢b d3 ¢ trang thai D3 dong — hé thong bao: “Su ¢b

nay da dugc dong trudce do.”

Dieu kién sau

Su ¢ chuyén sang trang thai Da dong.
- Cac bén lién quan nhan dugc thong bao realtime.

- Su ¢b khong con hién thi trong danh sach nhiém vy dang

xu ly.
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3.3.2.13. Usecase tir chéi sw c6

Xem chi tiét
7 swr ¢

In_clude

Xem danh sac _Include”™
stF co

-7 Nhdp Iy do tir
chéi

Quan Iy HL'”C'UHE_‘__
. "L trang thai
Include tlr chdi
Gi¥i théng bao
Realtime
Hinh 3.15. Usecase tir chdi su cb
Bang 3.13. Dac ta usecase tur chdi su ¢b
Tac nhan Quan ly
M0 ta Quan 1y ¢o thé tir chdi su ¢b khi thong tin khong hop 18,
thiéu dit liéu, hodc khong dung su that. H¢ théng cap nhat
trang thai su cd va gui thong bao realtime dén nhan vién
bao cdo.
Piéu kién truédc Quan ly di dang nhap hé théng.

- Su ¢d ton tai trong hé thong.
- Su ¢6 dang & trang thai “Chd duyét”.

- Quan ly dang & man hinh “Danh séach sy ¢6”.

Ludng sw Kién chinh Quan 1y truy cap Danh sach su cd.
Hé théng hién thi thong tin sy cd va trang thai sy cd.
Quan 1y nhan nat Tir chéi sy cd.

Heé thdng yéu cau nhap 1y do tir chdi.

A

Quan ly xac nhan tir choéi su co.
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6. H¢ théng cap nhat trang thai sy cb thanh “P3 bi t
chdi”.

7. Hé théng luu nhat ky hoat dong (history log).

8. WebSocket giri thong bao realtime dén Nhan vién bao
cao.

9. Hé thong hién thi thong bao: “Tir chdi sy c¢d thanh

cong.”

Neéu sy co da dugc phan cong va nguoi xur ly dang xu ly —

hé thong canh bao: “Su ¢ dang xir 1y, khong thé tir chbi.”
Luong sv kién phu - Néu su ¢d da bi dong — khong thé tir chéi.

- Néu 1y do bi bo tréng — hé théng c6 thé hién thi: “Ban

c6 mudn tir chéi ma khong nhap 1y do?”

Diéu kién sau Su c6 chuyén sang trang thai B3 tir choi.
- Nhan vién bdo cao nhan thong bao realtime.

- Su ¢6 khong hién thi trong danh sach xir 1y ctia bo phan
xu ly.
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3.3.2.14. Usecase quan ly user

Xem danh sach
nguwéi ding

Thém ngudi
diing

Stra thong tin

Admin

Phan quyén
nguwéi ding

Hinh 3.16. Usecase quan 1y user

Bang 3.14. Dac ta usecase quan 1y user

Tac nhan Admin

Mo ta Admin quan 1y toan bg tai khoan nguodi dung trong hé
théng: thém mdi, sira thong tin, phan quyén, khoa/xoa tai
khoan va dit lai mat khau. Chuc ning ndy dam bao hé

théng hoat dong diing vai tro va bao mat.

Piéu kién truéc Admin di dang nhap hé thng.
C6 dir liéu nguoi dung trong hé thong.

Admin ¢ quyén “Quén 1y nguoi dung”.
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Ludng sy kién chinh

1. Admin truy cép chirc ndng “Quan ly nguoi dung”.
2. Hé thong hién thi danh sach nguoi ding (tén, email, vai
tro, trang thai hoat dong).
3. Admin c6 thé thyuc hién mot trong cac hanh dong sau:

e Thém nguoi dung

e Chinh stra

e Khoa nguodi dung

e Phén quyén

e Dit lai mat khau
4. Hé théng lwu cac thay doi va hién thi thong bio thanh

cong.

Ludng su kién phu

Email d3 ton tai — hé thdng canh bao: “Email nay da duoc

su dung”.

- Khong chon vai tro khi tao nguoi dung — hé théng yéu
cau chon.
- X6a tai khoan khong thanh cong do dang xtr Iy nhiém vu

— hé thong bao 15i.

- L&i két ndi CSDL — thong bao “Khong thé luu dit lidu”.

DPieu kién sau

- Danh sach ngudi ding duoc cip nhat theo thay doi.

- Nguoi dung dugc thém, stra, phan quyén hoic khoa thanh

cong.

- Hé thdng ghi lai log hoat dong d¢é theo ddi bao mat.

3.4. Biéu do hoat dong

3.4.1. Biéu @6 hoat dong chirc ning bdo cdo sw cé

Cho phép nhan vién bao cdo su c6 moi khi phat hién su co.
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l

[Nha‘m vién phat hién su céJ

Cco

L4
lNhan VIEn nh:_iP bao cao qu
(Tiéu 3. mé ta)

h 4

[ Al goi ¥ mirc o ni ro ]

L J

(Tiéu d&, mé t3, khu virc,

rhan vién [ap bao cao sur CT
miFc 38, loai sw cd)

No

Théng tin hop 18

L h J

[ G bdo co(POST) ] { Hién thi IGifthiéu théng tin ]

h A

s .t

o,
Luru va&o oo 56 diF lidu [.}

'

b A

Y

Phat théng bdo
realtime -= Quan Iy
I J

b

I@I
Hinh 3.17. Biéu do hoat dong chirc nang bao cdo sy
Biéu d6 nay mé ta quy trinh khi nhan vién bao céo mot su ¢d trong hé théng quan
Iy rti ro. Toan bo ludng xir Iy dugc mo ta nhu sau: Quy trinh bit dau khi ngudi dung
(nhan vién) phat hién ra su cb trong qué trinh 1am viéc va can gui bao co 1én hé thong.
Nhan vién nhap thong tin bao céo su cd gff)m tiéu dé va mo ta chi tiét su cb sau d6 chon
chte niang Al goi ¥ mirc d6 rii ro va hoan thién bao cao. Hé thong kiém tra tinh hop 1¢

néu dit liéu khong hop 1¢ quy trinh két thac va hé thdng yéu cau nhan vién sira lai thong
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tin. Néu thong tin hop 16 s& giri yéu cAu API dén Backend dé tao su ¢ méi, luu béo céo

vao co so dit liéu va phat théng bao dén quan 1y.

3.4.2. Biéu do hoat djng chirc ning nhgn cinh bdo va phéin céng bé phén xiv Iy

l

[Duén Iy nhén caénh béo]

¥

[Duén Iy md chi tiét su cﬁ}

l

[Duén Iy chon phan céng bd phan xF tg;r]

¥
[Chun bé phén x0r Iy phi hop ué}

nhdp ghi chu

L 4

[ G yéu ciu phan cong (POST) J

v

E&-ackend Iru phdn céng va cap nhdt trang thai s c:‘:J

Y

[ PostgreSQL Iru dif liéu thanh cong I

v

‘ Phat thdng bao realtime = ]

Bd phén x Iy

@®
Hinh 3.18. Biéu d6 hoat dong chtrc nang nhan canh bao va phan cong bo phan xt
Biéu do nay mo ta toan bo luéng hoa:c-’d(f)ng khi Quan 1y nhan canh bao su cd mai
va tién hanh phan cong bd phan xir Iy. Quy trinh gom cac budc sau: Hé thdng WebSocket
giri théng béo realtime dén tai khoan Quan 1y khi c¢6 su c6 méi duge nhan vién béo cio.

Quan 1y nhén chi tiét sy ¢ — hé théng goi API dé lay thong tin chi tiét sy cb tir co s

dw li¢u. Tai giao dién chi tiét sy co, Quan ly chon chirc nang “Phan cong bd phan xur
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1y””. Quan 1y chon bd phan xur Iy phit hop va c6 thé nhap ghi chi kém dé bo phan hiéu
r0 hon. Sau d6 Quan 1y xac nhan phan cong va thong tin phan cong duoc luu vao co so

dir liéu va phat thong bao realtime dén b phan xir 1y.
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3.4.3. Biéu do hoat djng chirc ning bé phin xir Iy nhin phin cong sw cé va phén

cong nhiém vu dén ngwoi xw ly

l

[Bﬁ phén x¥ Iy nhan canh béo]

r

{Bfm phan xF Iy mé chi tiét s co

L

[fo phén x(F Iy chon phan cdng ngudi = I;’r]

¥
{ Chon bd phén xiF Iy phi hop, ]

han x¥ Iy va ghi cha

l

_— . Mo
Thong tin hop 1&
L4
{ Gi¥i yéu céu phan cing (POST) } [Hién thi IGitthiéu théng tin J
4
S

—

4
kb,

ﬁaackend Iru phén céng va cdp nhét trang thal su [:6]

A4

l PostgreSQL Ivu diF liéu thanh cong J

Y

Phat thdng bao realtime -=
nguwdi x0r Iy

|@I

Hinh 3.19. Biéu do hoat dong chirc nang bo phan xir Iy nhan canh bao va phan cong
nguoi xu ly
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Biéu dd nay mé ta quy trinh bd phan xt 1y tiép nhan su ¢ tir quan 1y va thuc hién
giao nhiém vu xudng ngudi xir Iy phu hop. Toan bd quy trinh bao gdm cac budc sau:
Khi quan 1y phan cong su cb, hé thong WebSocket phat canh bao realtime dén bo phan
xir Iy. Diéu nay dam bao bd phan xir 1y biét ngay khi c6 su ¢6 méi can duge xir 1y. Bo
phén xtr Iy nhén chi tiét phan cong su ¢ — hé théng goi API dé 1ay thong tin chi tiét su
¢d tr co s& dir lidu. Tai giao dién chi tiét phan cong su cd, Bo phan xur Iy chon chirc
nang “Phan cong nguoi xu ly”. B phan xu 1y chon ngudi xur Iy phu hop, han xur 1y kém
ghi chu .Sau d6 B9 phan xur Iy xac nhan phan cong va thong tin phan cong dugc luu vao

co s dit liéu va phat thong béo realtime dén nguoi xir 1y.
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3.4.4. Biéu @6 hoat dong chirc ning ngwoi xir Iy nhén phdan céng nhiém vu, xiv ly sw

co va hoan thanh nhiém vu.

l

Nguwrdi x(F Iy nhdn nhiém vy
mai

r

{ Noudi X0 If mé chi tiét su cd

y

[ Ngurei x0F Iy thém binh ludnfhinh anh J

l

No

Thbng tin hop 1&

h 4

{nyi yéu cau thém binh luén (POST}J [Hién thi Idifthiu théng fin ]

h 4

. - /L\.
{ Backend Iuru binh ludn ] [\._/.

Y

l PostgreSQL Iu dif liéu thanh cing J

ngurdi lién guan co binh luan
mgi

|

[Ngm‘:fi % Iy chon "Hoan thanh nhiém vu

1

{ Backend cap nhét frang thai -=COMPLETED ]

Y

I PostgreSQL Iru dif liéu thanh cing J

l

[F'hél théng bao realtime INCIDENT_COMPLETED}

¥
[{)uén Iy nhan théng bdo SU‘]

cd hoan thanh

Hinh 3.20. Biéu d6 hoat dong cac chirc ning cta nguoi xt 1y
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Biéu do ndy mo ta toan bd quy trinh ma ngudi xt Iy thue hién sau khi duoc phan
cong mot su cd bai Bo phan xtr 1y: Ngudi xir Iy nhan canh bao phan cong méi, Ngudi
xtr Iy mé& chi tiét sy ¢b xem day du thong tin mé ta, mirc d6 rui ro, thoi gian, han xir
1y,... Nguoi xu ly cap nhat tién do, bao cdo hién trang béng van ban hoac hinh anh. Hé
thng kiém tra xem binh luan/hinh anh c6 day du, ding dinh dang khong néu thiéu s&
thong bao 151 va yéu cau stra lai. Néu dung Guri yéu cau thém binh ludn va luu vao co
so dir liéu, phat thong bao realtime dén ngudi lién quan. Khi xir Iy xong ngudoi xir Iy
chon “Hoan thanh nhiém vu” thi Backend cap nhat trang thai su cd sang “Hoan thanh”

va luu log. Quan 1y nhan thong bao vé su cb.
3.5. Biéu d6 tuin tw

3.5.1.1. Nhan vién bdo cao sy co & quan ly nhdn canh bdo su co

- . Frontend (Angular) Backend (Spring Boot) Al Module ‘ ‘WebSocket Broker PR
Nhan vién Quan I

q M Dién form bao cdo su cb =
5 POST /aifanalyze {tiéu §&, mé ta}
Phin tich NLP
3
(Al goi ¥
PR severy Blgond) | 4
Hién thi mirc d8 rii ro (Al) 5
saverity
PR 4ls SRS
pEL
7 Nhdn "gi¥i bdo cdo sy co”
POST /incidents {itle, desc,
severityAl, ..}
= 8
) INSERT incident
Luu thanh cong(id} T
Publish INCIDENT_CREATED
" ]
T H Notify INCIDENT_CREATED(realtime
Tao thanh cang : : g | TR e
............................... 13 : :
Nhén xem chi tiét sur cb
14
GET/incident/{id}
15
SELECT incident WHERE id =
16
Trd di ligu su ¢ :
rd di u sy cd e
Tra chi fiét s cb
R & e LR 18
Hién thi chi iét sy cd
19

i Frontend (Angular) Backend (Spring Boot) ‘WebSocket Broker 8 WebSocket Broker i
IF aL

Nhan vién Quan Iy

Hinh 3.21. Bi€u d6 tuan su nhan vién bdo cao su c6 va quan ly nhan canh bao
Nhéan vién mudn thyc hién chire nang béo cao sy ¢o thi thuc hién nhu sau:

(1)  Nguoi dung (Nhan vién) nhap tiéu dé, mé ta, khu vuc, hinh anh (tuy chon) vao
giao dién Angular.
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@

ta.
3)
4
)
(6)
(7)
(8)

)

(10)
(11)
(12)
(13)
(14)
(15)
(16)
(17)
(18)
(19)

Heé théng frontend guri yéu cau phan tich rai ro dén Backend kém tiéu dé va mo

Backend nhan yéu ciu va gui dit liéu dén AT Module.
Al Module phan tich va tra vé mirc d6 rui ro.

Backend gtri két qua severity vé Frontend.

Frontend hién thi mirc do rui ro goi y (Al Suggestion).

Nhan vién nhan nat “Gui bao cao su co”.

Frontend gui API tao su co6 dén Backend kém theo dir li¢u: ti€u dé, mo ta, murc
do, khu vuec, loai rui ro, file dinh kém néu co.

Backend xir 1y yéu cau va luu sy ¢b vao PostgreSQL.

PostgreSQL tra vé id sy ¢6 sau khi luu thanh cong.

Backend publish sy kién INCIDENT CREATED lén WebSocket Broker.
WebSocket Broker giri thong bao realtime dén Quan 1y.

Backend phan héi lai Frontend “Tao thanh cong”.

Quan 1y nhan xem chi tiét sy cb.

Frontend giri GET /incidents/{id}.

Backend truy van PostgreSQL.

PostgreSQL tra dit li¢u su cd.

Backend tra dit liéu vé Frontend

Quan 1y xem toan bo thong tin su cb.
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3.5.1.2. Quan ly phan cong va bo phdn xur Iy nhan realtime

:t J: PostgreSOL| :t J:
Frontend (Angular) Backend (Spring Boot) ‘WebSocket Broker

Quan Iy B4 phan x¥ Ij
Chon "Phén cong”

- POST fincidentsgiriid sy co,
. . id B6 phan duroc giao}

2 3
¢ Luu thdng tin phan céng + cép
. nhét trang thai
3)- 3
Luu thanh engfid} 7
Phat sw kién realtime "Su cGEder: phan céng”
5): >
Phén cong thanh cing . &
Théng bao realtime: "Ban dwoc giao sv ¢ méi";
T): :
Nhén xem chi tiét su cd 3
9 GET/department_assignments
SELECT department WHERE id =
10) >
. Tra dif liu su cb
: 1
: *Trd vé chitiét sy cb duoc phincing - T
: A * Hién thi chi tit dwroe phén cong
Frontend (Angular) Backend (Spring Boot) - ‘WebSocket Broker
PostgreSQL|
Quan Iy

B0 phan xi¥ Iy

Hinh 3.22. Biéu dd tuan sy quan 1y phan cong va bo phan xir Iy nhan realtime
Quan 1y mudn thuc hién chirc niang phan cong cho bd phan xu 1y thi thyc hién nhu sau:
(1)  Quan ly chon Phén cong su cb trén giao dién Angular.

(2)  Frontend gtri API phan cong.

(3)  Backend xtr Iy phan cong: Thuc hién ghi nhan thong tin phan cong, cip nhit trang
thai su cd, ghi log phan cong, tra vé két qua thanh cong.

(4)  Luu két qua phan cong vao PostgreSQL.

(5)  Backend Publish su kién realtime 1én WebSocket Broker.

(6)  Backend tra thong bao phan cong thanh cong.

(7) B0 phan xir Iy nhan thong béo realtime “Ban duoc giao sy ¢d méi”

(8) B0 phan xir Iy nhdn Xem chi tiét sy c6 ngay sau khi nhan thong béo realtime.
(9)  Frontend guri yéu cau lay thong tin chi tiét phan cong.

(10) Backend truy vin DB l4y thong tin phin cong.

(11)  PostgreSQL tra dit liéu phan cong vé Backend.

(12) Backend tra chi tiét sy ¢ da phan cong.
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(13) Giao dién Angular hién thi diy du thong tin phan cong.
3.5.1.3. Bo phan xu ly phdn cong nguoi xur ly

PostgreSQL
N . . . Frontend (Angular) | |Backend (Spring Boot) ‘WebSocket Broker PR
B0 phan xur ly Ngudi x(r Iy

. Chon "Phén céng” N .
1) - - POST /inci {¥i id sw cd,
. id nguwdi dugc giao}

Luu thdng tin phan cong + cap
nhét trang thai

Luu thanh céngfid} : 4

Phét sur kién realtime "Su céEdch_rc phan céng”

Phdn cong thanh céng

“Théng bao realtime: "Ban dwgc nhiém vy méi" |

7):

Nhan xem chi tiét nhiém vu

GET/depariment_assignments

! SELECT department_assignments WHERE id = ..
10)

Tra di liéu sy co

T

* Tra vé chi fiét nhiém vu duoc phan céng -

12

Hién thi chi tiét nhiém vu duoc phdn cong

Chon nhén nhigm vy

e

PUT/incident/id}/processing

UPDATE trang thai = "Bang xr Ij -

. oK .
b -7

Publish EVENT. INC\DEI‘EIT_PROCESSING

Notifi "Sty ¢b dang x( Iy . i

N Thanh ¢ .
e Ll L )

Frontend (Angular) | |Backend (Spring Boot) - WebSocket Broker
PostgreSaL

BG phan xtr Iy Mgurivi i Iy

Hinh 3.23. Biéu do tudn su bd phan xir Iy phan cong ngudi xur 1y

Bo phan xtr Iy mudn thyc hién chirc ning phan cong cho ngudi xir 1y thi thuc hién nhu
sau:

(1) B0 phan xtr Iy chon “Phan cong” cho nguoi xu ly.
(2)  Frontend gtri API phan cong nguoi xur ly.

(3)  Backend xur Iy phan cong:Luu thong tin phan cong nguoi xu 1y, cdp nhat trang
thai su cd, ghi log phan cong.

(4)  Luu két qua phan cong vao PostgreSQL.
(5)  Backend Publish sy kién realtime 1én WebSocket Broker.
(6)  Backend tra thong bdo phan cong thanh cong.

(7)  Nguoi xu ly nhan thong bao realtime “Ban dugc giao nhiém vy méi”
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(8)  Ngudi xtr Iy nhan Xem chi tiét nhiém vu ngay sau khi nhan thong bao realtime.
(9)  Frontend gui yéu cau 1ay thong tin chi tiét phan cong.

(10) Backend truy van DB ldy thong tin nhiém vu.

(11) PostgreSQL tra dit liéu nhiém vu vé Backend.

(12) Backend tra chi tiét nhiém vy da phan cong.

(13)  Giao dién Angular hién thi ddy du thong tin nhiém vu dugc phan cong.

(14) Nguoti xu ly chon “Nhan nhiém vu”.

(15) Frontend gui yéu cu cap nhat trang thai.

(16) Backend xir Iy yéu cau nhan nhiém vu: cap nhat trang thai su cb, thoi gian bat
dau xu 1y, ghi log xur 1y.

(17)  PostgreSQL luu trang thai méi.
(18) Backend publish su kién realtime.
(19) WebSocket Broker giri thong bao “Su ¢b dang duoc xir Iy”” dén B phan xir 1y.

(20)  Frontend hién thi thong bao thanh cong: Nguoi xur Iy chinh thirc bat dau nhiém
vu.

3.5.1.4. Nguwoi xir Iy hoan thanh nhiém vu va quan Iy déng sw cé

Chon "Hoan thanh nhiém vy”

/( )\ PostgreSQL|
e Frontend (Angular’ ‘ ‘Backend Spring Boot ‘WebSocket Broker P
Nove i oo (nnazen [tz |
1) - Y . : : :

POST fincidentsHid}/done

2) - .
' UPDATE trang thai = "Hoan thanh
3)- 9
: OK :
K 14
g : Publish EVENT. INCIDENT_COMPLETED
Thanh cén .
? G : :
: * Théng béo realtime: "Str ¢6 da hoan thanh"
7):
- 8
o Xem
Chon "Biéng su cd : l;ong bdo
10 POST /incidents/{id}/close
UPDATE trang thdi = "B dong
1) -
. . 0K . . .
: : : 12 : :
. : 13 . Publish EVENT: INCIDENT_CLOSED . :
. N Thanh céng N . : :
: : £ A4 : : :
Frontend (Angular) ‘ ‘ Backend (Spring Boot) - ‘WebSocket Broker
PostgreSQL|
Ngwi X Iy Quén Iy

Hinh 3.24. Biéu d6 tuan su nguoi xur Iy hoan thanh nhiém vu va quan ly dong su cd

Nguoi xu ly mudn thuc hién chuc nang hoan thanh su ¢d thi thye hién nhu sau:
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(1)  Nguoti xu ly chon “Hoan thanh nhi¢m vu”
(2)  Frontend guri API hoan thanh nhiém vu.

(3) Backend xur 1y yéu cau hoan thanh nhiém vu: cap nhat trang thai sy c6b —
COMPLETED, ghi tho1 gian hoan thanh, luu log.

(4)  PostgreSQL cip nhat trang thai va tra vé ok.

(5) Backend publish sy kién realtime EVENT: INCIDENT COMPLETED dén
WebSocket Broker.

(6)  Backend tra két qua “Thanh cong” cho Frontend.

(7)  WebSocket Broker giri thong bao realtime dén quan 1y : Sy ¢ da hoan thanh.
(8)  Quan Iy nhan dugc thong bdo va m¢ giao di¢n xem thong bao.

(9)  Quan Iy chon “Péng sy cb”.

(10) Frontend gui API: POST /incidents/{id}/close dén Backend.

(11) Backend cap nhat trang thai su cd: cap nhat trang thai — CLOSED, ghi log.

(12) Backend publish sy kién realtime EVENT: INCIDENT CLOSED lén
WebSocket Broker.

(13) Backend tra théng bao “Péng su ¢ thanh cong” cho Frontend.

(14)  Frontend hién thi “Péng sy ¢b thanh cong”.
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3.6. Thiét 1ap co sé dir liéu

3.6.1. M6 hinh ERD

incident_slerts
sla_config
id
N i
incident_id
N severity
gepanment_id
department_assignments max_response_minutes
type
it max_ressution_minutes
created_at N
incident_id created_at
cleared_at N
department_id
N
1 assigned_by_id
departments s note
1
i ! assigned_at incident_comments
1
name statue id
description users incident_id N
N N 107 1 N .
manager_id id g author_id
1
7| username i content
4 | passwora_nasn | created_at
full_name B — file_uf
assignments 1
email N
it M ineidents
N role_id — 1 support_requests.
incident_id M id 7
N gepartment_id —1 1 o i
department_id incident_code i N
N is_actve incident_id
assignee_id tile 4 N
N created_at requested_by
assigned_by_id | description
createq_at = aepanment_ig
note severity
mcident_media message
Lat status . .
id status
due_at reporter_id
o N incident_id created_at
active location_id N
incident_iogs N ie_un approved_by_ia
croated_at i category_id - peroved_ o]
i file_type approved_at
Ccreated_at resk_categories - N -
roles N
inc:dent_id 1 created_at rejected_by_id
1 updated_at id
id N
L Jactor_ia rejected_at
1 name
cote notiicatins i
action reject_reason
dascription
name id
old_status I
description user_id
new_status N locations
rel_incident_id - d
note id
created_at voe name
channel
dascription
payload
read
read_at
created_at

Hinh 3.25. Thiét ké co s¢ dit liéu cho hé thong

3.6.2. Cdu triic cdc bing

Bang User: Luu thong tin tat ca nguoi dung: nhan vién, quan ly, by phan xur 1y,

admin. Dung cho chirc ning ding nhap, phin quyén va gan nhiém vu.

Bang 3.15. User

Truwong

Kiéu dir ligu

Mo ta

id

integer

ID nguoi dung

username

varchar(80)

Tén dang nhap

password_hash

varchar(255)

Mat khau d3 bam

full name

varchar(150)

Ho tén day du

email

varchar(150)

Email

UNIQUE

role id

integer

Quyén cua nguoi

dung

FK — roles.id
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) . o FK —
department id integer B6 phan )
departments.id
is_active boolean Trang thai tai khoan
created at timestamp Thoi gian tao

Bang roles: Chira danh sach cac vai tro (ADMIN, MANAGER, TECH, STAFF,
DEPT MANAGER). Hé thong dwa trén bang nay dé cip quyén truy cip cac chirc ning.

Béng 3.16. roles

Trudng Kiéu dir liéu M6 ta Khoa

id integer ID vai tro PK
Ma vai tro

code varchar(30) (ADMIN, UNIQUE
MANAGER...)

name varchar(100) Tén vai tro

description text Mo ta

Bang departments: Luu thong tin cac by phan xur 1y trong doanh nghiép (B phan

y té, bo phan may moc, bo phan PCCC,...). Phuc vu chltc nang phan cong su cd theo bd

phan.
Béng 3.17. departments
Truong Kiéu dir liéu M0 ta Khéa
1d integer ID bd phéan PK
name varchar(100) Tén bo phan UNIQUE
description text Mo ta
manager_id integer Truong bd phan FK — users.id

Bang risk_categories: Luu nhom rui ro:

chay nd, may moc, tai nan lao dong.
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Bang 3.18. risk categories

Trudng Kiéu dir liéu M6 ta Khoa
id integer ID PK
Tén danh muc rui
name varchar(120)
10
description text Ghi chu

Bang locations: Luu danh sach cac khu vuc trong doanh nghi€p (Khu A, Kho, van

phong,...). Gilp ngudi bao cdo chon vi tri xay ra sy 0.

Béang 3.19. locations

Truong Kiéu dit liéu M6 ta Khoa
id integer ID khu vuc PK
name varchar(120) Tén khu vyc

description text Mo ta

Bdng incidents: Luu toan bo thong tin sy ¢d tir khi tao — phan cong — xir Iy —

hoan thanh. Pay 1a bang quan trong nhat phuc vu quy trinh xt 1y sy cb.

Béng 3.20. incidents

. Kiéu dir| )
Truwong o Mo ta Khoa
licu
id integer ID sy cb PK
incident c¢ | varchar(3 . P
- Ma su co UNIQUE
ode 0)
i varchar(2 | . =
title Tiéu dé
00)
description | text Mo ta
i varchar(1 o .
severity 0) Muc d6 (LOW/MEDIUM/HIGH) Constraint
Trang thai
varchar(3 _
status 0) (NEW/ASSIGNED/IN_PROGRESS/RES | Constraint
OLVED/...)
. : FK —
reporter_id | integer Nguoi bao cao ,
users.id
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. FK —
category 1 | . C . .
d Integer Loai rui ro rlsk_categorl

es.id
location 1 | . FK —
~ | integer Khu vuc ) ]
d locations.id
timestam .
created at Ngay tao
p
timestam o A Trigger auto-
updated_at Ngay cap nhat
p update

Bang incident _media: Chua file hinh anh va video do nhan vién hoac nguoi xu ly

tai 1én. Giup minh hoa chi tiét su co.

Béng 3.21. incident_media

Truong Kiéu dir liéu M0 ta Khoa

id integer ID PK

incident id integer Su ¢b gan véi file | FK — incidents.id
file url varchar(500) Link file

file type varchar(10) IMAGE/VIDEO CHECK

created at timestamp Thoi gian tao

Bdng incident_comments: Luu binh luan, ghi chil, phan hoi gitta quan 1y — bo phan

xtr Iy — quan 1y. HS tro giao tiép trong qua trinh xir 1y su cd.

Béang 3.22. incident_comments

Truong Kiéu dir liéu M0 ta Khéa
id integer ID PK
incident id integer ID sy ¢6 FK — incidents.id
author id integer Neudi viét  binh FK — users.id
- luan
content text Noi dung
created_at timestamp Ngay tao
file url varchar(255) File dinh kem

Bang incident logs: Ghi lai moi thay doi trang thai, phan cong, cdp nhat... clia su

c6.Dung dé theo ddi quy trinh va chirmg minh trach nhiém xur 1y.
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Bang 3.23. incident logs

Truong Kiéu dir liéu M0 ta Khoa

id integer ID log PK

incident id integer Su ¢ FK — incidents.id

actor id integer Nguoi thyc hién FK — users.id
Hanh dong

. (ASSIGNED,

action varchar(40)
UPDATED,
CLOSED...)

old status varchar(30) Trang thai cli

new_status varchar(30) Trang thai méi

note text Ghi chu

created at timestamp Thoi gian

Bang incident alerts: Luu thong tin canh bao dugc gui téi cadc bd phan/nhom lién

quan. Phuyc vu tinh ndng canh bao realtime qua WebSocket.

Béng 3.24. incident_alerts

Truong Kiéu dir liéu M0 ta Khéa
id bigint ID PK
incident id bigint Su ¢ FK — incidents.id

) . B6 phan nhan canh | FK —
department id bigint .

bao departments.id

type varchar(50) Loai canh bao
created_at timestamp Khi tao
cleared at timestamp Khi x6a canh bao

Bang notifications: Luu thong bao ca nhan giri qua WebSocket hodc giao dién web.

Gilip nguoi ding nhan théng bao sy ¢é méi, phan cong, binh luan...

Béng 3.25. notifications

Trudng Kiéu dir liéu Mb ta Khéa

id integer ID PK

user_id integer Nguoi nhan FK — users.id

ref incident id integer Su ¢6 lién quan FK — incidents.id
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type varchar(40) Kiéu thong bao
channel varchar(20) web/mobile
payload jsonb No6i dung JSON
read boolean ba doc?

read at timestamp Thoi gian doc
created at timestamp Thoi gian tao

Bang assignments: Quan 1y viéc phan cong truc tiép t6i ngudi xtr 1y cu thé. Bao gdm

nguoi dugce giao, nguodi giao, han xtr 1y, trang thai xac nhan.

Bang 3.26. assignments

assignee_id, active)

Truong Kiéu dit liéu M6 ta Khoa
id integer ID phéan cong PK
incident id integer Su ¢b FK — incidents.id
: . A A FK -
department id integer B phéan (néu co) .
departments.id
) ) ) Nguoi dugc phan )
assignee 1id integer ) FK — users.id
cong
assigned by id integer Nguoi phan cong | FK — users.id
note text Ghi chu
) Thot gian nguoi xur
acknowledged at | timestamp S
- 1y xac nhan
due at timestamp Han xur 1y
. Phan cong hién tai
active boolean A
hay khong
created at timestamp Ngay tao
(incident _id, Chi 1 phan cong
UNIQUE

active moi nguoi

Bdng department_assignments: Quan 1y phan cong cap bo phan xt Iy.

Bang 3.27. department_assignments

Trudng Kiéu dir liéu M6 ta Khoa
id integer ID PK
incident id integer Su ¢ FK — incidents.id
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i ) B6 phan dugc phan | FK —
department id integer A .
cong departments.id
assigned by id integer Nguoi phan cong | FK — users.id
note text Ghi chu
assigned at timestamp Ngay phan cong
ASSIGNED /
ACCEPTED /
status varchar(20) CHECK
REJECTED /
COMPLETED

Bang sla_config:

Luu thoi gian phan hoi & thoi gian giai quyét toi da theo mirc do

rui ro.

Béang 3.28. sla_config
Trudng Kiéu dir liéu | Mo ta Khoa
id integer ID PK
severity varchar(10) LOW/MEDIUM/HIGH | UNIQUE
max_response_minutes integer Thoi gian phan hoi
max_resolution_minutes | integer Thoi gian giai quyét
created at timestamp Ngay tao

Bdng support requests: Luu trit cac yéu cau hd trg giita cac bo phan trong qua

trinh xu ly su c6

Bang 3.29. support requests

Truong Kiéu dir liéu | Mo ta Khéa
id integer ID yéu cau hd trg PK
incident 1d bigint Ma su c6 lién quan o )
incidents.id
requested by bigint Nguoi yéu cau hd trg FK — users.id
) o B6 phan duoc yéu cauhd | FK —
department id bigint

tro

departments.id
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message text Noi dung yéu cau hd tro
Trang thai: PENDING /
status varchar(20) | APPROVED /
REJECTED
created at timestamp Ngay tao yéu cau
approved by id bigint Nguoi duyét yéu cau FK — users.id
approved at timestamp Thoi gian duyét
rejected by id bigint Nguoi tir chdi yéu cau FK — users.id
rejected_at timestamp Thoi gian tir chbi
reject_reason text Ly do tir chdi
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CHUONG 4. XAY DUNG HE THONG QUAN LY RUI RO VA CANH CAO SU CO

4.1. Méi truong phat trién va cong cu 1ap trinh
Dé tai duoc xay dung trén méi trudng phat trién:
- Visu ly: Intel Core 15-12500H
- RAM: 16GB
- He diéu hanh: Windows 11 — Build 26200 — 64-bit
Cong cu lap trinh:
- Phan mém viét code: Visual Studio Code, IntelliJ IDEA.
- Co s¢ dir licu: PostgreSQL.
- Framework: Spring Boot, Angular.
- Ngobn ngtr: Java, TypeScript.
4.2. Trién khai h¢ thong
4.2.1. Trién khai Frontend Angular
Frontend ctia hé thdng duoc xay dung bang Angular 20, két hop véi Bootstrap 3,
AdminLTE 4, va mot s6 thu vién bo tro nhu Chart.js, SweetAlert2, STOMP/SockJS dé
xu ly realtime. Pay 1a by cong ngh¢ hién dai gitp giao dién truc quan, muot ma va dé
mo rong.
Mai trudng 1ap trinh: Ma ngudn Frontend duoc phét trién trén Visual Studio Code,
IDE pho bién cho lap trinh web, cung cdp kha ning linting, IntelliSense, hd trg Angular

CLI va tich hgp terminal manh mé.

Ung dung dugc chay méc dinh trén céng 4200, cAu hinh bai Angular CLI: ng serve
— http://localhost:4200

4.2.2. Trién khai backend Spring Boot
4.2.2.1. Cdu triic va méi truong Backend

Backend duoc xdy dung bang Spring Boot 3.3.4, sir dung Java 21 va hé quan tri
co so dir liéu PostgreSQL. Bo dy an ding Maven dé quan 1y phu thudc va Flyway dé

quan 1y phién ban co s¢ dit lidu.
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MOoi trudng lap trinh: Toan bd ma ngudn Backend dugc phat trién va chay trén IDE
Intelli] IDEA Ultimate, hd tro t6t cho Spring Boot, Maven, Swagger va tich hop chay
thir tryc tiép bang Spring Boot Run.

Ung dung duoc chay mic dinh trén cong 8080 Khi khéi chay Backend qua IntelliJ,
hé théng s€ hoat dong tai dia chi http://localhost:8080.

Céc dependency chinh trong backend bao gom:

e spring-boot-starter-web: xay dung API RESTful.

e spring-boot-starter-security + JWT: xac thuc nguoi dung.

e spring-boot-starter-data-jpa: truy van dir liéu bang Hibernate JPA.

e spring-boot-starter-websocket: trién khai WebSocket realtime.

e spring-ai-starter-model-openai (Groq): tich hop Al phan tich marc d6 rui ro.
e springdoc-openapi: ty dong sinh trang Swagger UL.

e flyway-core: quan 1y database migration.
4.2.2.2. Cau hinh két néi co s¢ dir liéu

e spring.datasource.url=jdbc:postgresql://localhost:5432/webcanhbao
e spring.datasource.username=postgres
e spring.datasource.password=123456

e spring.datasource.driver-class-name=org.postgresql.Driver
4.2.2.3. Cu hinh bao mdt va JWT

o jwtsecret=EGYcY4xyT...
e jwt.expiration=86400000
> Luéng hoat dong:
e Nguoi dung dang nhap (email + password).
e Backend tao accessToken.

e Moi request glri kém token trong header.
4.2.2.4. Cdu hinh AI Grog — Spring Al

- Thém dependency Spring Al vao du an: Trong file pom.xml, khai bdo thu vién
Spring AI va module OpenAl model (duoc Groq hd tro tuong thich OpenAl API):

<dependency>
<groupld>org.springframework.ai</groupld>

<artifactld>spring-ai-openai-spring-boot-starter</artifactld>
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<version>1.0.2</version>
</dependency>

Thu vién ndy cung cip sin cac cdu hinh tu dong va ddi trong ChatClient giup
goi mé hinh AI théng qua API ma khong can xt 1y tha cong.
- Khai bao thong tin cau hinh trong file application.properties: CAu hinh théng tin
API ctia Groq dé Spring Al c6 thé két ndi t6i mé hinh ngdn ngir (LLM):
e spring.ai.openai.api-
key=gsk xWwgYMosSdpc2decn3U2QWGdyb3FY7EWpgBnxvVnouiYZ
5vidWSPy
e spring.ai.openai.chat.base-url=https://api.groq.com/openai
e spring.ai.openai.chat.options.model=llama-3.1-8b-instant
Trong do:
e api-key: khéa truy cap mién phi hodc do hé théng Groq cung cap;
e base-url: dia chi Groq tuong thich véi giao thirc OpenAl;
e model: t€n m6 hinh ngén nglr st dung (¢ day la LLaMA 3.1 8B Instant —
mo hinh téc d6 cao, t6i uu cho phan hoi nhanh).
4.3. Két qua dat dwoc
4.3.1. Giao dién nhdn vién

4.3.1.1. Giao dién dang nhap

Nhan vién, Quan 1y, B phan xu 1y, Nguoi xtr ly, Admin déu st dung chung giao dién

dang nhap nay:

QLRR

Déng nhdp hé théng

BDing nhap

Hinh 4.1. Giao dién trang dang nhap
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4.3.1.2. Giao dién form bao cao su c6

@® Dashboard = Dashboard 2 Nhan vién M\

¥ Bao cao i
Bao cao sy o

i= Danh séch sy c8

§ Pha b6 phan xif Iy

Tieu de * BGoiy
63 véu
. Bibn cac tiuding bat budc (%), Sau khi i, dif lidu sé luu vao cd
%86 phan xi I 6 ta
380 phan xi Mo t8 s dit liéu that.

3= Nhiém vy cla téi
A% Quan I ngudi diing
Mufc dé *

(* Dang xuat
MEDIUM -1

Loai i ro *
Dia diém *

Anh/Video minh hoa

Chontép  Khéng cé tép nao dugc chon

+f Gui bio cio [JERERRT

Hinh 4.2. Giao dién form bao cao su co
Man hinh giao dién nay khi nhan vién phat hién c6 su co6 s€ bao cdo tai form nay,
dién day du céc thong tin vé su co.
4.3.1.3. Giao dién nhan vién su dung churc nang Al

localhost:4200 cho biét

& Al ggi y mic dd: HIGH

Hinh 4.3. Giao dién khi sir dung Al

Man hinh giao dién nay cho phép nhan vién str dung chirc nang Al du doan murc

d6 rui ro khi nhan vién nhap tiéu dé va mo ta vé sy co.
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4.3.1.4. Giao dién danh sdch sy cé cia t6i

= Dashboard & Nhén vié-wd [ Logout
= 2 PRI 5 + Bao
= Danh sach sy ¢6 cla t6i Tim kigm.
M3 su c6 Tiéu de Mire d6 Loai rui ro Pia diém Trang thai Ngay tao Thao tac
3886 phin xr §C-20251206-002 Tai nan lao déng [ coo ] An toan Xuféing B Ml 2025-12-06 02:31 e
#= Nhiém vu clia t8i $C-20251206-001 Chay 6 dign [ ceo ] Chay né Kho A mai 2025-12-06 02:29 o

[+ Pang xust

Quan ly rli ro va canh bao suf ¢6 © Lé Péng Huy

Hinh 4.4. Giao dién danh sach sy c6 cua toi
Man hinh giao dién nay cho phép nhan vién xem danh sach su cd da bao céo
4.3.2. Giao dién qudn ly

4.3.2.1. Giao dién hién thi khi ¢6 su ¢6 méi

A& Co sy c6 méi!

5C-20251206-004 - hu may
Mic do: MEDIUM

Hinh 4.5. Giao dién hién thi canh bao su ¢b mai

Man hinh giao dién quan 1y nhan dugc canh bao realtime khi c6 su c6 méi
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4.3.2.2. Giao dién danh sdch su c6

= Dashboard & Managar Téng| B Logout
JeiPhan cong bd phan xi I
Ma Tiéu d& Mic d§ Trang thai Phén céng Thao téc
5C-20251206-004 it iy - e Chuta phén céng © Tuchsi
5C-20251206-002 Tai ngn lao ddng o méi Chua phin cong
SC-20251206-001 Chéy 8 dign [ oo | Ma Chufa phén céing © Tuca |
SC-20251206-003 Mét dign o i i 1 nn it  Bophinmiymic ® Tucns

(Quan b i ro va canh béo sy of © Lé Dang Huy

Hinh 4.6. Giao dién danh sach su ¢

Man hinh giao dién nay hién thi danh sach su c6 vira dugc bao céo, sy c6 phan
cong , cac su co da xur 1y xong.

4.3.2.3. Giao dién tir chéi su c6

T chéi su ¢6 SC-20251206-004

Nhap Ij do tif chs (khéng bat bude)

i

Hinh 4.7. Giao dién tir chdi su cb

Man hinh giao dién nay cho phép quan Iy tir chdi sy cd néu sy ¢b thiéu thong tin
hodc thong tin khong chinh xéc.
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4.3.2.4. Giao dién xem chi tiét sw ¢

= Dashbeard & Manager Téng| [+ Logout

@ Thang tin sy cd

M3 sy e8: 5C-20251206-004

Tiéu dé: hu méy

M8 ta: dang lam thi méy khéng hoat dang nifa
Loai s 6 Thiet bi

Wi triz Xudng B

Ngui béo cio: )

Trang théi: NEW

Hinh lién quan:

i Giao cho b phan xi i

1 85 phin méy méc
0 Bg phiny té
(J B& phan pccC

Nhap ghi chi.

Quan 1§ rif 1o va ednh bdo sy 6 © L& Déing Huy

Hinh 4.8. Giao dién chi tiét sy cd va chtrc ning phan cong

Man hinh giao dién nay cho phép quan 1y xem thong tin vé sy ¢6 va phan cong dén
bd phan xur ly dé xir 1y su cd.

4.3.2.5. Giao dién giao thanh cong

Thanh cong!

D giao sy c6.

Hinh 4.9. Giao dién hién thi giao thanh cong

Man hinh giao dién nay hién thi thong bao khi quan Iy giao sy ¢b dén bd phan xur
1y thanh cong.
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Xay dung hé thdng quan 1y rui ro va canh béo su ¢d trong doanh nghiép

4.3.2.6. Giao dién dashboard

= Gandiy

Ma Tiéu de Mic do Trang thai Ngiy tao Thao téc
SC-20251119-003 chay hu mdy bom mai2w ngay 19/11 [ cao | e 2025-11-20 16:29 E]
5C-20251120-001 €6 chay 6 dign & khu A [ .o ] Chisngu i 1 b viee. 2025-11-20 16:19
5C-20251119-001 chay & dién ngay 19/11 [ 2o | | vix chéi / Knisng o 6 | 2025-11-19 00:48
5C-20251119-002 chay hu méy bom ngay 19/11 o Ch ngudhxir 1 bl vide 2025-11-19 00:47 [o]
SC-20251109-001 chéy 8 dién khu a [ o | 2025-11-10 01:06 E]
SC-20251109-002 mét mang & vin phang b Trung binh 2025-11-10 01:06
SC-20251110-004 sy edytd [ o | 2025-11-10 01:05
5C-20251109-003 hu midy 56 3 Trung binh 2025-11-09 23:58 Fl

8 1

Téng sy c& 1 D3 hoan tat

i tdi danh sich @

0 3

Muc 84 rili ro thip Muyc 88 riii 1o trung binh Muc 49 rii ro cao

L4 o

Hinh 4.10. Giao dién dashboard

Man hinh giao di¢n nay hién thi cac sy c0 gan day va tong quan vé trang thai cuia

su ¢0, mic do rai ro cua su cO.
4.3.3. Giao dién By phdn xw ly

4.3.3.1. Giao dién nhdn canh bao sw cé tir quan ly

@

& Su 8 méi dugc giao!

Ma: SC-20251206-001
Tiéu de: Chay & dién

M 88: HIGH

B89 phn: B9 phan may moc

m

Hinh 4.11. Giao dién nhan canh bao su c6 moi dugce giao

Man hinh giao dién nay hién thi thong bao khi c¢6 su ¢6 méi duoc phan cong tir
quan ly.
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4.3.3.2. Giao dién hién thi danh sdch sw c6 dwoc giao

feder 9

A 1 5.8 chia e ngudl xef I tilfp nhn qué 1 phit. (v déng ci
L] Tidu d& Mic 43 Trang thii Thao tic
5C-20251206-001 Chiy & dign [ ] ] @ ohitiét
SC-20251206-003 Mat dign [ cao ] s g i 0 mbiin e @ chi it
5C-20251206-004 hut miy “Trung sinn. i chuyén b6 piidn @ oniid

& cnh bio s & © L Ding Huy

Hinh 4.12. Giao dién danh sach sy cd

Man hinh giao dién nay hién thi danh sach sy cb duoc giao va hién thi canh béo

khi nguot xtr Iy khong nhén nhiém vu.

4.3.3.3. Giao dién hién thi danh sach yéu cau hé tro

= L k a [cd
@ Danh sich yéu cu hb trg Tatcd v
Ma SC Tiéu de Nguai yéu ciu N&i dung Trang théi Ngdy yéu cu Thao téc
5C-20251206-003 Mat dién K thujt vién A «an 2 thém ngudi giip 2025-12-06 02:36 @ n
uan I rii 1o va cdnh béo sy ¢f © Lé Dang Huy

Hinh 4.13. Giao di¢n danh sach yéu cau hd tro

Man hinh giao dién nay hién thi danh sach yéu cau hd trg khi nguoi xir Iy ¢6 yéu
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Xay dung hé thdng quan 1y rui ro va canh béo su ¢d trong doanh nghiép

4.3.3.4. Giao dién hién thi chi tiét sy ¢é ciia bé phan xu Iy

= Dashboard & Quén by bé phin may ma# B Logout ]
# SC-20251120-001 + Co chay 6 dign & khu A [ onsy s [ knoa ] 2o Phan cang
Mie do:(E2) Ngusi xi ly
Chay lén lan réng ~ chon ky thust vién
Han =t Iy (SLA)
Hinh dnh lién quan:
dd/mmfyyyy - -- &

. r

B Lich serxaly

®, Ghi chi b6 sung

Nhan vién A da tao sy cd (Su ¢ dudic tao vdi mic do HIGH)
2025-11-20 16:19 » CREATED

Manager Téng ASSIGN_TO_MULTI_DEPARTMENT (Giao cho 1 bé phan xit ly) Thém ghi chi...

2025-11-20 16:29 « ASSIGN_TO_MULTI_DEPARTMENT
Choose File  No file chosen +
Thém

Quén Iy rli ro va canh béo su ¢§ © Lé Déng Huy

Hinh 4.14. Giao dién hién thi chi tiét su ¢6 dugc giao
Man hinh giao dién nay hién thi chi tiét su cd duoc giao va chirc ning phan cong
nguoi xu 1y cua b phan xur ly.

4.3.3.5. Giao dién thong bao phdn cong nhiém vu

Phan céng thanh céng!

Suf ¢6 SC-20251120-001 da dudgic giao cho Ky thuat
vién A
Trang thai: IN_PROGRESS

Hinh 4.15. Giao dién thong bao phan cong

Man hinh giao dién nay thong b4o cho bo phan xur Iy biét da giao nhiém vu cho
nguoi xu 1y thanh cong.

Sinh vién thuc hién: L& Dang Huy GVHD: ThS. Nguyén Thi Xuan Thiiy 80



XAy dung hé théng quan Iy rai ro va canh béo su ¢d trong doanh nghiép

4.3.4. Giao dién ngwoi xw ly
4.3.4.1. Giao dién danh sach nhiém vu

| Vel i g img . K thst

Trang thi Han xir I

Bang xir
D3 ding

Hinh 4.16. Giao dién danh sach nhiém vu
Man hinh giao dién hién thi danh sach nhiém vu dugc giao cta ngudi xur 1y.

4.3.4.2. Giao dién chi tiét nhiém vu

Thiabi (HUGAgB) Dang xirly By Thém ghi chii

Mie 88: Gaa

Hinh anh lién quan:

+ Hodn thanh

tao véi mirc 46 HIGH)

1b§ phin xif If)

© Lé Dang Huy

Hinh 4.17. Giao dién chi tiét nhiém vu

Man hinh nay cho phép ngudi xir Iy c6 thé xem chi tiét nhiém vu duge giao, cac

binh luén, ghi cha khi xtr 1y su cd, va cac chuc nang khi hoan thanh nhi¢m vu.
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XAy dung hé théng quan Iy rai ro va canh béo su ¢d trong doanh nghiép

4.3.4.3. Giao dién thong bao

AThéng béo

2 Sy c& &5 dugc giao cho ngudl xir Iy

gc giao cho ngudi xi¥ Iy

Hinh 4.18. Giao dién hién thi thong bao

Man hinh giao dién nay hién thi cac thong bao li€én quan vé sy co lién quan dén

nguoi nhan thong bio.
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XAy dung hé théng quan Iy rai ro va canh béo su ¢d trong doanh nghiép

KET LUAN VA HUONG PHAT TRIEN

1. Kétluan dat dwoc

Trong qua trinh thuc hién du an, t61 da mé rong kién thirc vé Java, Al, WebSocket

va hiéu sau hon vé cac framework Spring Boot, Angular. Pong thoi, t61 nam viing dugc

ludng hoat déng va quy trinh van hanh cua hé thong. Két qua 1a hé théng da dap ung

day du cac yéu cau cot 101 cua bai toan thyc té nhu:

Tiép nhén sy ¢ nhanh chéng tir nhan vién thong qua giao dién truc quan.
Ty dong phan tich muc do rui ro, hd tro nang cao chét lugng béo cao.

Phan cong cong vi¢c r0 rang, tr quan 1y — bd phan xur Iy — nguoi xu ly.
Céanh bao realtime thong qua WebSocket, gitp cac by phan lién quan nhéan
thong bao ngay lap tuc.

Theo di toan bo vong doi ctia su ¢d, ghi log chi tiét phuc vu quan 1y va danh
gia sau xu ly.

Théng ké, bao cdo, hd trg nha quan 1y danh gia tinh hinh va cai thién quy

trinh an toan — van hanh.

2. Huéng phat trién

Du da dap img duogc cac chiic nang cot 161, hé thong van con nhiéu tiém nang mo

rong trong twong lai. Mot s6 dinh hudng phat trién bao gom:

Tich hop tri tué€ nhan tao (Al): Goi y bd phan xur Iy phu hop dua trén dir licu
lich str., phén tich dashboard di doan nguy co theo thoi gian dé bao tri.
Tich hop IoT va cam bién canh bao: Nhan dif lidu tir cam bién: nhiét do, do
am, bao chay, rung chan... Ty dong tao su ¢b khi phat hién bat thuong. Ung
dung trong nha may, khu céng nghiép, ha ting k¥ thuat.

Xay dung tmg dung Mobile App: Nhan thong bao day (push notification).
Chup hinh, quay video va gui sy cd truc tiép. Nhén vi¢c va cap nhat tién d6
nhanh hon.
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