2025

TEN PE TAI Xy dung ing dung mang xi hdi chia sé bai viét va hinh anh trén nén ting Android

Ng6 Ngoc Trung Anh

TRUONG PAI HOC KIEN TRUC PA NANG
KHOA CONG NGHE THONG TIN

PO AN TOT NGHIEP

NGANH: CONG NGHE THONG TIN

DE TALI:
Xay dung urng dung mang xa hoi chia sé bai viet
va hinh anh trén nén tang Android

Nguoi huéng din:  TS. POAN DUY BINH
Sinh vién thuc hién: NGO NGQC TRUNG ANH
M sb sinh vién: 2151220274
Lép: 21CT6

‘ Pa Ning, 12/2025 \



TRUONG PAI HOC KIEN TRUC PA NANG
KHOA CONG NGHE THONG TIN

PO AN TOT NGHIEP

NGANH: CONG NGHE THONG TIN

DE TAI:
Xay dung wng dung mang xa hi chia sé bai viét va

hinh anh trén nén tang Android

Nguoi huéng din: TS. POAN DUY BINH
Sinh vién thuc hién: NGO NGOC TRUNG ANH
M3 sb sinh vién: 2151220274
Lép: 21CT6

Pa Ning, 12/2025



TOM TAT

Tén dé tai: Xay dung ung dung mang x3 hoi chia sé bai viét va hinh anh trén nén tang
Android.

Sinh vién thuc hién: Ngbé Ngoc Trung Anh

Mai s6 SV: 2151220274 Lép: 21CT6

Noi dung trinh bay:

Pé tai “Xay dung Gng dung mang x3 hoi chia sé bai viét va hinh anh trén nén ting
Android” huéng t6i xay dung va phat trién mot tng dung mang xa hoi c¢6 tén NanaClu,
phuc vu cac cong ddng nhoém nhéd ( 500 thanh vién) nhu cau lac bo sinh vién, to chirc
phi chinh thirc, nhém s thich. Ung dung tap trung cung cap khong gian két ndi riéng
tu, bao mat. Cac tinh nang can thiét ciia nén tang mang xa hoi nhu quan Iy nhom, dang
bai va tuong tac (binh luén, thich), kha nang lién hé nhu chat ca nhan, chat nhoém thoi
gian thyc, tao va to chuc sy kién nhém va hé thong RSVP, thong bao, phan quyén.



LOI NOI PAU

Trong khoang thoi gian hoc tap va rén luyén tai truong Pai Hoc Kién Truc Pa Nang,
em xin gui 101 cam on chan thanh dén cac thay co gido trong nha truong vi da tao dicu
kién thuén lgi cho em trong qua trinh hoc tap tai nha trudong.

Em ciing xin guri 1oi cam on chan thanh dén tit ca cic thay cd gido trong khoa
CNTT va cac thdy ¢ gido bd mon di giang day va truyén dai kién thirc cho em trong
sudt thoi gian tai truong, gitp em bd xung thém kién thic dé san sang va hoan thanh
dd an tot nghiép véi dé tai: Xay dung tng dung mang x4 hoi chia sé bai viét va hinh
anh trén nén tang Android.

Dic biét, em xin gtri 10i cam on chin thanh dén véi thady Poan Duy Binh, trong subt
thoi gian 1am do an td nghiép vira qua, thiy dd gianh nhiéu thoi gian dé quan sat,
huéng dan em hoan thanh dé tai.

Vi diéu kién va thoi gian con han ché cua sinh vién, mic du da cb ging dé hoan
thanh dd 4n trong pham vi va kha ning cho phép, nhung nhiing thiéu sot ciing khong
thé tranh khoi. Em rit mong nhan dugc sy thong cam , dong gop va chi dan cua quy
Théy Co6 dé em co diéu kién bod sung, nang cao kién thirc ctia minh, tir do phu vu tdt
cho cong tac thyc té sau nay.

Em xin chan thanh cam on!

Da Ning, ngay 21 thang 10 nim 2025

Sinh vién thyuc hién

Ngo6 Ngoc Trung Anh

il



CAM DOAN

Toi1 tén la Ngd Ngoc Trung Anh, sinh vién khoa 2021 16p 21CT6, nganh CNTT,
truong dai hoc Kién Trac Ba Nﬁng.

T6i xin cam doan rang toan bo ndi dung cia d6 an t6t nghiép nay 1a két qua nghién
ctru, tim hiéu va thyc hién ctia chinh ban than t6i dudi su hudng dan cua TS. Poan
Duy Binh.

T6i khang dinh rang moi tai liéu, s6 liéu, hinh anh, trich dan str dung trong do 4n
déu duoc ghi rd ngudn gde, xuit x@ va tuan tha quy dinh vé liém chinh hoc thuat.

T6i khong sao chép, dao van hay vi pham ban quyén cta bat ky c4 nhan hoic to
chtrc ndo trong qua trinh thuc hién dd an.

Tbdi nhan thtc rd tim quan trong cua liém chinh hoc thuat va chiu trach nhi¢m hoan
toan trudc nha truong, giang vién hudng dan va phap ludt vé tinh trung thuc trong ndi
dung cua db 4n.

Néu c6 bat ky hanh vi gian 1an, vi pham liém chinh hoc thuat nao dugc phat hién,
t61 xin hoan toan chiu trach nhiém trudc hoi déng chidm dd 4n va nha truong, bao gém
ca viéc hay bo két qua d6 an tt nghiép.

T61 xin chan thanh cam on!

Da Ning, ngay 21 thang 10 nim 2025

Sinh vién thyuc hién

Ngo6 Ngoc Trung Anh

il
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

MO DAU

1. Ly do chon dé tai
Trong thoi dai cong nghé trén da phat trién, mang xa hoi chinh 14 thanh qua nghién
ctru dé lién két moi nguoi. Ciing chinh vi y nghia 16n lao va két qua khong thé phu
nhan da mang lai di khién mang xa hoi timg budc tro thanh mot phan khong thé thiéu.
Ngoai nhitng chtic ning co ban nhu chia sé nhiing khoanh khic ca nhan, két ndi moi
ngudi dén kha niang quan 1y, diéu phdi cac nhom, t6 chiric di mang lai thay doi cach
thire giao tiép va lam viéc cia ching ta. Qua sy tim hiéu va tham khao cac nén tang
mang xi hoi 16n pho bién hién nay nhu Facebook, Zalo, hay WhatsApp. Céc nén tang
pho bién nay di chimg minh dugc gia tri cia viéc sé hoa cac hoat dong két ndi va
tuong tac. Pugc ké thira va phat trién tir cac ddc diém va wu diém cua nhitng nén tang
hién c6, dé tai "X4y dwng ing dung mang xa hdi chia sé bai viét va hinh anh trén
nén tang Android" da tao dung hé thong dinh hudng pht hop v6i nhém nhé, nhu cau
cu thé, tap trung vao hoat dong nhom da giap dé tai tré nén thiét thuc, co y nghia thuc
tién, hiéu qua.
2. Muc tiéu dé tai
Tir phan tich trén, dé tai huéng dén viéc phan tich va phét trién san pham phan mém
mang gia tri ing dung thuc té cao. Tao co hoi tim hiéu sau hon vé quy trinh phat trién
phén mém hoan chinh. Cuang cb va mé rong von kién thirc céc cong nghé hién dai st
dung trong dé tai, nang cao k¥ nang mém nhu tu duy phan tich hé thdng, quan 1y thoi
gian, giai quyét van dé va lam viéc doc 1ap. La co hoi dé tiép can, vuot qua nhiing
thach thirc thuc té ma mot k su phan mém thuong gap phai trong qua trinh phaét trién
san pham, tir d6 tich lity kinh nghiém lam hanh trang cho cong viéc sau nay. Gop phan
dinh hudéng con dudng phat trién nghé nghiép trong linh vuc phat trién tmg dung di
dong va cong ngh¢ ddm may.
3. Muc tiéu nghién ciru
Dé tai tap trung hai muc tiéu chinh:
Muc tiéu nghién ctru 1y thuyét:
+ MBO hinh kién trac MVVM (Model-View-ViewModel) trong Android.
* Phan tich m6 hinh Backend-as-a-Service (BaaS), kha nang tich hop Firebase.
 Panh gia uu nhuoc diém cac giai phap cong nghé trong bai toan xay dung
mang xa héi nhoém.

Muc tiéu thyc tién:
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

* Xay dung app NanaClu hd trg nguoi ding tao va quan 1y nhom cong dong véi
cac tinh nang: chat thoi gian thyuc, dang bai, binh luin, quan ly sy kién va thong
bao.

« Trién khai hé thong phan quyén va bao mat phu hop quan Iy nhom riéng tu.

* Danh gia kha nang m& rong, hi€u ndng cia nhiing giai phap dugc trién khai.

4. Doi twgng nghién ciru va pham vi nghién ciru

Dbi twong nghién ctru:

M6 hinh MVVM (kién tréic phét trién trén Android).
Dich vu Firebase (Cloud Firestore, Authentication, Storage), co ché dong bo dir
li¢u realtime trong noSQL.

Co ché xéac thuc, phan quyén, bao mat phi hop tng dung mang xa hoi nhom.

Pham vi nghién cuu:

Ung dung Android (API 31 tré 1én), khong bao gom phién ban iOS hoic web.
Churc nang: quan ly tai khoan, quan ly nhom (ghi nhat ky), ddng bai va tuong tac,
chat realtime, quan 1y su kién, h¢ théng thong bao.

Péi tugng nguodi ding muc tiéu: nhém cong déng nhod (5-500 thanh vién), dic
biét 1a sinh vién, cau lac bo va to chirc phi chinh thtrc.

Kiém thir duge thuc hién trong moi trudng phat trién va trén cac thiét bi Android
thuc té.

5. Phwong phap nghién ctru

Phuong phéap nghién ctru 1y thuyét:

Nghién ctru tai lidu vé kién trac MVVM, md hinh BaaS va cic cong nghé lién
quan.

Phan tich cac nén tang mang xa hoi hién c6 dé xac dinh yéu cau chic ning va phi
churc nang.

Téng hop cac nghién ctru vé cong dong truc tuyén va hanh vi nguoi dung trong

nhoém nho.

Phuong phép phat trién phan mém:

St dyng quy trinh phat trién lip va ting dan (Iterative and Incremental
Development).

Ap dung kién trac MVVM véi cac thanh phan: Model (dif lidu), View (giao dién),
ViewModel (logic xtr 1y).

St dung Java 11, Android SDK va céac thu vién AndroidX (LiveData,
ViewModel, Navigation, RecyclerView).

Tich hop Firebase Authentication, Cloud Firestore va Storage.

Quan ly ma ngudn bang Git/GitHub.
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Phuong phép kiém thir va dénh gia:

Kiém thtr chirc nang trén thiét bi thuc té.
Do luong hiéu ning (d6 tré, thoi gian phan hoi).

Theo ddi chi phi van hanh trén Firebase.

6. Noi dung nghién ciru

beé tai thuc hién cac ndi dung chinh sau:

Nghién ciru 1y thuyét vé cong dong truc tuyén va yéu cau ky thuat cho tng dung
mang xa hoi nhom nho.

Phan tich va lya chon kién trac phan mém phi hop (MVVM, Repository Pattern).
Thiét ké co so dir liéu NoSQL trén Cloud Firestore.

Trién khai céc chuc nang bt 16i: xé4c thue, quan ly nhém, dang bai, chat, su kién,
thong bao.

Kiém thtr va danh gia hé thng.

Phén tich vu nhuoc diém va dé xuat huéng phat trién.

7. CAu tric do an tot nghiép

Do 4n gdm 4 chuong:

Chuong 1: Gi6i thiéu téng quan.
Chuong 2: Phan tich va thiét ké hé thong.
Chuong 3: Cai dat va trién khai hé théng.

Chuong 4: Két luan va hudng phat trién.
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Chuwong 1: Giéi thiéu tong quan

1.1. Ly do chon d@ tai

Trong thoi dai s6 hoa, mang x3 hoi khong chi 1a phuong tién giao tiép chu dao gitp
con ngudi két ndi, chia sé thong tin va quan 1y cac hoat dong cong déng. Cac nén tang
noi tiéng duoc sir dung rong rai nhu Facebook, Zalo va Telegram chimg minh dugc
gia tri mang lai tir s6 hoa hoat dong. Tuy nhién, nhiing nén tang ndi tiéng nay duoc
dinh huéng va thiét ké cho ddi twong nguoi ding quy mé 16n, din dén hién twong qua
tai thong tin, tin rac va quang cdo tran lan. Chua mang lai cdm gidc chuyén bi¢t cho
nhém nho, tinh thudc vé va tap trung.

Qua phan tich nhu cau cta sinh vién va cac tai liéu tham khao lién quan [1], qua
trinh d4 chi ra rang cac nén tang hién c6 tuy dap Gmg diy du nhu cdu va chirc ning cia
két ndi nhom. Nhung mdi nén tang lai ¢6 vu nhuoc khac nhau nhung phan 16n thuong
qua phtic tap hodc quy mé qua 16n dan dén kho tiép can. Tir d6 nguoi dung co thé tuy
¥ lya chon nén tang tity theo nhu cau ca nhan va tap thé.

Tt phén tich nhu ciu thuc té va khoang tréng trong cac giai phap hién co, dé tai
"Xay dung wng dung mang xi hdi chia sé bai viét va hinh anh trén nén tang
Android" dugc thuc hién voi cac muc dich:

Vé mit hoc thuit:

« Nghién ctru va ap dung kién traic MVVM (Model-View-ViewModel) trong phat

trién ing dung Android.

* Phan tich m6 hinh Backend-as-a-Service (BaaS) va danh gia kha nang tich hop

Firebase vao img dung di dong thoi gian thuc.

« Tim hiéu co ché dong bo dir liéu realtime, bao mat va phan quyén trong hé thong

mang xa hoi nhom nho.

Vé mit thue tién:

+ Tao dung mot giai phap phan mém thyc té gop phan dap Gmg nhu cong dong véi

chi phi van hanh thap.

+ Cung cb va mé rong kién thirc vé phat trién Gng dung Android, cong nghé dam

may va quy trinh phét trién phan mém hoan chinh.

* Tich lily kinh nghiém phén tich hé thong, thiét ké, giai quyét ky thuat va quéan 1y

du an phan mém.
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Viéc thuc hién dé tai tao ra mot san phém coO gia tri ing dung, tiép can thach thic
thuc té trong phét trién ung dung di dong, dinh huéng rd rang hon con dudong phat

trién nghé nghiép trong linh vyc cong nghé phan mém.
1.2. Poi twong va pham vi nghién ciru

1.2.1. Pdi twong nghién ciru

Péi tugng nghién ciru cta dé tai bao gom:

+ Ung dung mang xa hoi nhom nho trén nén tang di dong, tap trung vao cac hoat
dong chia sé bai viét, hinh anh va tuong tac realtime gifta cac thanh vién.

« Kién trac phat trién Gng dung Android, dic biét 12 md hinh MVVM két hop
Repository Pattern.

* Cac dich vu Backend-as-a-Service (Firebase) gém Authentication, Cloud
Firestore va Firebase Storage, dugc su dung dé xay dung hé théng mang xa hoi
realtime quy mo nho.

« Hanh vi va nhu cau cta cong dong nhém nho, dwa trén cic ly thuyét vé
Community of Practice, Social Capital va Uses & Gratifications.

1.2.2. Pham vi nghién ciru

Pham vi thuc hién cua dé tai duge gi61 han nhu sau:

1. Nén tang nghién ctru: Android (tir Android 12 — API 31 tr& 1én), viét bang Java.

2. Pham vi chtrc nang:

+ Quan Iy nhom (moi thanh vién, phan quyén, cong khai/riéng tu).
« Ping bai viét (vin ban, anh, video).

* Chat ca nhan va chat nhém realtime.

* Quan ly sy kién va RSVP.

« Hé thong thong bao trong tmg dung.

* Béo cdo ndi dung vi pham.

3. Pham vi cong nghé: tip trung vao Firebase BaaS, khong trién khai backend tu
xay dung (Node.js, Supabase, Appwrite...).

4. Pham vi nguoi dung: cac nhém nho tir 5-500 thanh vién, ch'fmg han: cau lac bd
sinh vién, nhom s¢ thich, cong déng hoc tap.

5. Pham vi nghién ctru khéng bao gom:

* Tbi uu quy mé 16n >10.000 nguoi dung.
* Web frontend.
* Machine learning hoac goi y ndi dung.

« Hé thong push notifications phtc tap qua Cloud Functions (dugc chi du phong).
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1.3. Tinh hinh nghién ciru lién quan
1.3.1. Béi canh phdt trién mang xi héi toan ciu

Theo bao cdo Digital 2025 Global Overview [2], ) lugng tai khoan mang xa hoi
trén toan cau dat khoang 5,24-5,66 ty, tuong duong 63,9-64,7% dan s thé gidi. Tuy
nhién, xu hudng ngudi dung dang dich chuyén tir cic nén tang dai ching sang céc
cong dong chuyén biét quy mé nho hon. Cac nén tang nhom nho nhu Discord, Reddit
va BAND dang ting truong manh trong thé hé Gen Z nho kha ning tao ra cic cong
ddng tap trung (niche communities). Piéu nay phan anh nhu ciu thuc té vé& cac khong
gian giao tiép it bi nhiéu thong tin va c6 kha ning kiém soat quyén riéng tu tt hon.
1.3.2. Cdc nghién civu vé mang xi hdi nhém nhé

Vé mit hoc thuat, mot sb nghién ctru da chi ra vai tro ciia mang xa hoi trong viéc
xay dung cong dong:

« Ellison va cong su [3] nghién ciru vé vai trd cua Facebook trong viée tao ra va

duy tri von x4 hoi (social capital) trong cong dong sinh vién dai hoc.

« Burke va Kraut [4] phan tich mdi quan hé giita trong tac xa hoi truc tuyén va su

gin két cong dong.

Tai Vi¢t Nam, cac nghién ctru Ve mang xa hoi chu yéu tap trung vao tac dong xa hoi
va hanh vi ngudi dung, trong khi cac nghién ctru vé phat trién ing dung mang xa hoi
chuyén biét vin con han ché.

1.3.3. Khodng trong nghién ciru

Mic du di c6 nhiéu nén tang mang xa hdi phuc vu nhom nho, van ton tai céac
khoang tréng nhu:

« Chua c6 nghién ctru hé théng vé viée ap dung kién trac MVVM két hop Firebase

trong phat trién ing dung mang xa hoi nhém nho.

« Thiéu tai liéu huéng din ting budc cu thé vé cach két hop hai cong nghé nay

trong mot du an hoan chinh véi cac tinh niang thyc té nhu chat, feed, phan quyén.

« Cic du 4n mau trén GitHub thuong qua don gian hoic qua phuc tap (clean

architecture, dependency injection, testing framework day di).
Pé tai thuc hién véi mong mudn dong gop, lap day cac khoang tréng trén thong qua

viéc phat trién va danh gia mot ing dung thuc té.
1.4. Co s& 1y thuyét

Pé xay dung mot g dung mang xa hoi nhom nho, dé tai tiép can tir co so 1y thuyét
dén giai phap k¥ thuat theo bon budc:

« Phan tich Iy thuyét vé hanh vi va dong luc tham gia cong dong nhom nho .
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* Xéc dinh yéu cau k§ thuat tir 1y thuyét.

« Luya chon kién trac va cong nghé phu hop.

« Panh gia wu nhugc diém cua giai phap.

1.4.1. Ly thuyét vé céng dong trwe tuyén va nhém nho

Mang xa ho1 nhom (group-based social platforms) khong chi 1a cong cy ky thuat ma
con 1a khong gian x4 hoi noi cac thanh vién xdy dung mdi quan hé va ban sic chung.
Céc khung 1y thuyét sau day duogc sir dung dé 1am co s phén tich nhu cau nguoi dung
cua NanaClu:

Ly thuyét cong dong thwe hanh (Community of Practice)

Wenger va cong su [5] [6] dé xuit ring cong dong nho thuong hinh thanh xung
quanh ba yéu té: linh vuc quan tdm chung (domain), hoat dong thyc hanh (practice) va
cam giac thudc vé (community). Nghién ctru chi ra nhom tir 10 dén 500 thanh vién
nam trong ngudng toi wvu dé duy tri sy gin két va trao doi kién thirc. Ttr d6, hé thong
can hd tro quan tri rd rang, phan quyén linh hoat va khong gian tuong tac riéng tu.

Ly thuyét von xa hdi (Social Capital Theory)

Putnam [7] phén biét hai loai von xa hoi: von lién két (bonding social capital)
trong nhom c6 mbi quan hé chit ché va vén bac cau (bridging social capital) giita cac
nhom khac nhau. Ellison va cong su cho thiy cac nhom nho tao ra von lién két thong
qua tuong tac thuong xuyén va mirc do tin cdy cao. Cac tinh nang nhu chat thoi gian
thue, thong bao su kién va hé thong phan hdi (RSVP) gop phan cing ¢é mbi quan hé
manh (strong ties).

Ly thuyét sir dung va théa man (Uses and Gratifications Theory)

Katz va cong sy [8] d& xuat rang nguoi ding chu dong lya chon phuong tién
truyén thong dé dap ung nhu ciu cy thé. Nghién ctru cdp nhat cia Nghién ciru cia
Shao cho thiy nguoi ding mang x3 hoi tim kiém sy thoa man vé thong tin, giai tri va
didc biét 1a nhu cau thudc vé (belonging) trong cac khong gian co it nhidu thong tin.
Diéu nay giai thich xu hudng ting trudng cia cac nén tang nhu Discord va BAND.

Ly thuyét mang lud6i va so6 Dunbar (Network Theory va Dunbar's Number)

Dunbar [9] dé& xuat rang con nguoi ¢ thé duy tri khoang 150 mdi quan hé c¢6 ¥
nghia (Dunbar's number), trong d6 c6 cac vong tron khac nhau tir 5 ngudi than thiét
nhat dén 1500 nguoi quen biét. Nhém dudi 500 thanh vién nam trong gidi han nhan
thire xa hoi 6n dinh, do d6 thiét ké hé théng can wu tién do tré thap va trai nghiém ca
nhan hoa thay vi t6i wu cho hang triéu ngudi ding dong thoi.

Tong hop yéu cau ky thuit:

Tir cac khung 1y thuyét trén, c6 thé rit ra cac yéu cau ki thuat cot 15i:
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+ Realtime cao v6i chi phi thap.

+ Bao mat va kiém soat quyén chit chg.

+ Giao dién don gian, gidm nhiéu thong tin.

+ Kha ning hoat dong 6n dinh & quy mé nho va trung binh.

1.4.2. Yéu cau ky thudt xudt phat tir I thuyét hanh vi
Dua trén phan tich & muc 1.4.1, hé thong phai dap Gmg dong thdi bén nhom yéu cau
sau:
1. Realtime interaction (chat, feed, thong bao) véi do tré dudi 300 ms dé duy tri
cam giac “cung hién di€n” (sense of co-presence).
2. Quan 1y quyén chi tiét va bao mat dir liéu nhom riéng tu nhim bao vé bonding
social capital.
3. Offline persistence va dong bd muot ma dé phu hop véi hanh vi di dong
khong lién tuc.
4. Chi phi van hanh gan zero trong giai doan dau do hau hét cong dong nho déu
do c4 nhan/t6 chuc phi loi nhuan van hanh.
1.4.3. Lwa chon kién triic irng dung: MVVM va Repository Pattern
Sau khi xéac dinh céc yéu ciu ky thuat cdt 161, budce tiép theo 1a lya chon kién tric
tmg dung phi hop. Trong sé cac mé hinh kién trac phd bién hién nay bao gdbm MVC
(Model-View-Controller), MVVM (Model-View-ViewModel), MVI (Model-View-
Intent), MVP (Model-View-Presenter), va Clean Architecture . D6 4an lya chon
MVVM két hop Repository Pattern va Single-Activity Architecture lam nén tang
chinh. Quyét dinh nay dya trén sy can nhic gitra d§ phuc tap trién khai, kha nang kiém
thir va mac do phu hop vdi hé sinh thai Firebase [10].

Ly do lwva chon MVVM

1. MVVM thé hién d6 tuong thich cao véi cac co ché realtime cua Firebase, dic
biét 1a Firestore snapshot listeners va LiveData/StateFlow—hai cong nghé cho
phép quan sat va cap nhat dit liéu ty dong ma khong can viét ma khuon mau, ma
bét budc nhung tring lap (boilerplate code).

2. Tir goc do kiém thir phan mém, MVVM cho phép tach biét rd rang gitta logic
nghiép vu va giao dién, giup viét unit test cho ViewModel va Repository mot
cach doc 1ap. Trong du 4n nay, ty 1¢ d6 bao phu kiém thir (test coverage) dat trén
80% cho céac thanh phan ndy, ching t6 tinh kha thi cao ciia mé hinh.

3. MVVM van la lya chon pho bién nhat cho cac tmg dung View-based (sir dung
XML layout) c6 d6 phtic tap trung binh dén cao, giam khoang 25-30% thdi gian
phat trién so vdi mo hinh Model-View—Intent (VMI) két hop Jetpack.
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Gidi han cia MVVM

Khi quy mé Gng dung mé rong dang ké - v6i hang trim man hinh va trang thai

(state) phuc tap, dan xen - viéc quan ly céc tac dong phu (side-effects) tré nén kho

khan hon so voi md hinh MVI/Redux, von ap dung nguyén tic ludng dit liéu mot

chiéu (unidirectional data flow) nghiém ngat hon. Pong thoi, MVVM khéng tu dong

ngin chin viéc View truc tiép goi dén cac phuong thirc c6 tic dong phu trong

ViewModel, dan dén nguy co vi pham nguyén tac separation of concerns néu khong co

ky ludt code cao. Trong truong hop ciia NanaClu, nhiing gi6i han nay dugc can nhac

va chp nhan dua trén hai 1y do:

1.

Quy moé hién tai va ké hoach phat trién trong 2—3 nim téi van nam trong ngudng
trung binh (dudi 50 man hinh chinh).

Loi ich vé thoi gian phat trién va do 6n dinh cta hé sinh thai Firebase-MVVM
vuot troi hon chi phi hoc tap va trién khai MVI & giai doan MVP (Minimum
Viable Product).

Trién khai vao d6 an
Pé dam bao tinh nhit quan va kha ning bao tri, kién trac MVVM trong NanaClu

dugc trién khai theo cac nguyén tac sau:

1. View Layer (Fragment va layout XML) chi chju trach nhiém hién thi UI va quan

st dir ligu tor ViewModel thong qua LiveData. Ciac Fragment nhu
GroupsFragment chi sir dung observe() dé cip nhat giao dién, khong chua logic
xtr 1y nghiép vu. Céch tiép cén nay gitip View giit vai tro "UI passive", d& kiém

thir va dé thay d6i giao dién khi can.

. ViewModel Layer dong goi toan bo business logic lién quan dén man hinh. Cac

tac vu bat dong bd dugc xtr 1y bang Coroutines va viewModelScope. Dir liéu
duoc expose ra ngoai dudi dang LiveData bat bién, giup View khong thao tac
truc tiép lén trang théi nd1 bo cua Umng dung. Viéc dung viewModelScope cling

gitp coroutine ty dong duogc giai phong khi ViewModel bi huy.

. Repository Layer 1a 16p duy nhit giao tiép voi cac dich vu bén ngoai nhu

Firebase Authentication, Cloud Firestore va Firebase Storage. Mdi repository phu
trach mot domain riéng, tudn theo nguyén tic Single Responsibility. Céc
ViewModel str dung repository thong qua constructor injection, gilp giam su phu

thudc cting va hd tro kiém thir thuan loi hon.

.Kién tric hién tai co6 thé mo rong dé chuyén sang StateFlow hodc tich hop

framework Dependency Injection (nhu Hilt) nham t6i wu quan ly dependency.
Viéc viét unit test cho ViewModel va Repository da kha thi nhd phan tach 16p rd

rang.
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Stack cong nghé va thwr vién hd tro kién tric

Pé trién khai kién trac MVVM, d6 4n st dung cac cong cu tir Modern Android
Development trong mdi truong Android Studio Otter 2025.2.1 Patch 1. Dy an c4u hinh
v6i Gradle 8.9 va Android Gradle Plugin 8.5.x dé xur 1y build va dependency.

CAu hinh SDK sir dung:

* minSdk =31 (Android 12).

* compileSdk = 35.

» targetSdk = 35.

Cac gia tri nay duoc dit trong file build.gradle dya trén yéu cdu twong thich cua
project.

Ngbén ngit chinh 1a Java 11, thiét 1ap qua compileOptions dé hd trg cac tinh ning
lambda va stream. Project khong dung Kotlin vi khong can plugin bd sung trong
build.gradle.

Bang 1.1 Cac thu vién trong project

Thu vién Phién ban Vai tro trong NanaClu
uan ly phién ban tap trung cho toan
Firebase BOM 34.1.0 QA ) yP P 8
bo Firebase
Firebase Auth + Play . R _
_ Latest (qua BOM) | Bang nhap Email/Google
Services Auth
Cloud Firestore Latest (qua BOM) | Co s¢ dir liéu realtime + offline
Firebase Storage Latest (qua BOM) | Luu file anh/bai viét
Glide 4.16.0 Tai anh, cache anh, avatar
AndroidX Lifecycle
(ViewModel + 2.8.4 Quan 1y state, xur ly vong doi
LiveData)
RecyclerView +
DiffUtil + Latest Hién thi danh sach (feed, chat) muot
ListAdapter
) Ban mac dinh ) i
Material Components . Material Design Ul
AndroidX
Media3 ExoPlayer | 1.4.1 Phét video bai viét
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Céc phién ban dugc chon dya trén tinh twong thich véi SDK 35 va yéu cau project,
dé xir 1y dit liéu va UI ma khong can thém dependency phirc tap.
1.4.4. Lwa chon nén ting backend — Firebase BaaS
Trong s6 cac giai phap backend pho bién hién nay (self-hosted Node.js + Socket.io,
Supabase, Appwrite, Firebase), dg 4n NanaClu lga chon Firebase theo mé hinh
Backend-as-a-Service (BaaS). Viéc lua chon nay dua trén phan tich dac diém kién truc,
kha ning mé rong, chi phi va mic do phu hop véi yéu ciu cua ung dung cong dong
quy mo nho — trung binh [11].
Ly do lwa chon Firebase:
* HJ tr¢ realtime ¢ muc native thong qua snapshot listener, do tré thap va tich hop
chat ché vo1 Android.
« M6 hinh Pay-as-you-go, chi phi thuc té 0 USD trong giai doan thir nghiém 4
thang cua du an.
+ Offline persistence dugc kich hoat mic dinh, ddm bao ung dung van hoat dong
khi mat mang.
« Security Rules chi tiét, phi hop v6i mo hinh nhém riéng tu nhiéu cdp (admin,
member).
Gi6i han cén thira nhén:
* Vendor lock-in cao, do st dung sau Firestore data model + security rules.
« Cac truy van phtec tap (full-text search, aggregate 16n) bi han ché hoic phuy thudc
extension.
« Chi phi ting phi tuyén tinh khi s6 lwong ngudi dung hoat dong dong thoi > 500 -
1.000.
Nhiing han ché nay duoc xem 1a chap nhan dugc, vi giai doan 1 cia NanaClu hudng
dén cong déng < 1.000 thanh vién, wu tién do 6n dinh va tbc do phat trién hon kha

nang mé rong quy mod 1én.

Bang 1.2 Cac dich vu Firebase dugc st dung

Dich vy Mo ta chi tiét Ung dung trong NanaClu

Dang nhap Email/Password, bang ky/dang nhap nhanh,

Firebase Google Sign-In, cdp JWT gidm ti I¢ bo do; tao
Authentication | token, tu dong tao user users/{uid} ngay sau khi
document dang ky
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CSDL NoSQL dang document, | Luu trit toan bd dir liu:

) realtime listeners, subcollection | nhom, bai viét, binh luén,
Cloud Firestore . , , . . o
1ong nhau, offline persistence, | cudc tro chuyén, su kién, bao

Security Rules nhiéu cap cdo...

Luu trit file trén Google Cloud ) . ..
Upload avatar, anh/video bai

viét, file dinh kém chat,

thumbnail video

. Storage, CDN toan cau, resume
Firebase Storage s _
upload, quan ly bang Security

Rules

) X (Du phong cho viéc mé rong
Firebase Hosting —
sang web frontend)

(Du phong dung cho FCM
Cloud Functions | push notification, auto-expire, |—

xur 1y server-side)

Céc dich vu duge chon dé hd tro déng b dir liéu va luu trit trong project, voi cAu
hinh co ban phu hgp quy mé nhd.
1.4.5. Tong hop gidi phdp ky thudt va dinh gid tinh kha thi

Giai phap k¥ thuat cudi cung ciia NanaClu bao gom:

« Nén tang: Android (Java)

« Kién tric: MVVM + Repository + bat dong bo bang LiveData

* Backend: Firebase Authentication + Cloud Firestore + Firebase Storage

* Co ché realtime: snapshot listener + offline persistence

Hé théng nay duoc lua chon duwa trén bén nhom tiéu chi rat ra tir phan 1y thuyét
hanh vi: kha dung, 6n dinh, thoi gian phan hoi, chi phi van hanh. Cac tiéu chi nay da

duoc kiém chimg tryc tiép thong qua qua trinh kiém thir ndi bo.
1.5. Két luan chwong

Chuong 1 di trinh bay tong quan vé tmg dung NanaClu, 1y do chon dé tai, xay dung
mot khung co sé 1y thuyét tich hop tir cac 1y thuyét xa hoi hoc vé cong dong nhom nho
dén cac yéu cau k¥ thuat va giai phap cong nghé cu thé. Nhing phan tich niy tao nén
tang virg chic dé o cac chuong tiép theo di sdu vao phan tich yéu cau, thiét ké chi tiét

va danh gia hé thong.
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Chuwong 2: Phan tich va thiét ké hé thong

2.1. Phan tich yéu ciu hé thong

2.1.1. Phwong phdp phan tich yéu ciu

Phén tich yéu cau cho hé théng NanaClu théng qua phuong phép tiép can da chiéu,

qua trinh khao sat bao gdm ba hoat dong chinh: phén tich mg dung twong tu, phong

van nguoi dung tiém nang va khao sat xu huéng cong nghé¢:

- Phan tich (mg dung twong tu tién hanh nghién ctru cac nén ting mang xa hoi nhoém

hién c6 (vi du: Discord, Slack, Facebook Groups) dé xac dinh tinh ning cot 15i va

khoang tréng thi truong.

- Phong van ban cau truc (semi-structured interviews) voi 10 doi tugng muc ti€u

theo tiéu chi chon mau c6 chu dich (purposive sampling), tip trung vao dbi twong

nguoi dung tir 18-35 tudi, nham thu thap nhu cau két ndi cong dong chuyén biét.

- Khao sat xu huéng cong nghé dua trén cac nghién ctru vé phat trién tng dung di

dong va mo6 hinh Backend-as-a-Service.

Két hop cac phuong phap nay cho phép xac dinh bd yéu cau toan dién, dam bao hé

théng dap tmg ca nhu cau thyc té ctia ngudi dung va xu hudéng cong nghé hién dai.

2.1.2. Lién két tiv Iy thuyét dén yéu cau hé thong

Duya trén khung 1y thuyét da thiét 1ap & Chuong 1, yéu cau chirc ning ciia NanaClu

duoc rut ra theo logic tir 1y thuyét xa hoi hoc — yéu cau k¥ thuat — tinh nang trién

khai.
Bang 2.1 Bang lién két tir Iy thuyét dén tinh nang thuc té
) . . __ | Tinhnang thyc té da trién | Chi sb do luong
Ly thuyét Yéu cau ky thuat , P
khai thuc té
(Chuong 1) (Chuong 1.4.2)
(Chuong 2 & Codebase) (Chuong 3)
* Firebase Auth * 100% nguoi dung
Community of (Email/Password + Google |co profile
Practice —  [X&c thuc an toan,|Sign-In) * Khong ghi nhan
Domain quan ly profile [+ PIN lock breach (kiém thtr
(danh tinh cong  [chi tiét (SecurityActivity) bdo mat)
déng) * Profile tu dong tao/cap * PIN lock duoc
nhat (displayName, email, [trién khai (khong
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

photoUrl)

do % nguoi dung
bat)

Community of
Practice —
Practice

(twong tac chung)

Realtime
interaction <300
ms, ho tro da

phuong tién

* Chat realtime (Firestore
snapshot listeners)

* Bang bai + anh/video
(Firebase Storage)

* Typing indicator, read

receipts

« Do tré tin nhin
trung binh: 178 ms
* Upload thanh
cong: >98%

Community of
Practice —
Community

(mang ludi)

Quan ly
membership,

phan quyén 3 cip

* Tao/tham gia nhém cong
khai/riéng tu

« Phan quyén owner —
admin — member (Security
Rules)

* G161 han 500
thanh vién/nhém
(duoc kiém tra
trong code)

* Permission

check <40 ms

Bonding Social
Capital

Chat riéng tu bao

mat, sense of co-

* Chat 1-1 va chat nhom
realtime

* Typing indicator, read

* Message delivery
trung binh: 178 ms

(strong ties trong receipts * Offline sync thanh
nhém nhd) presenee * Offline persistence cong 100%
(Firestore mac dinh)
* Feed load time
« Feed bai viét hop nhat tir  [trung binh: 320—
Uses & Ping noi dung  [nhiéu nhom 450 ms
Gratifications — |da dang, * Like/Comment realtime ¢ | Like toggle <100
Self-expression [feedback tirc thi [RSVP su kién ms
(Going/Maybe/Not going) [+ Comment <250
ms
* In-app notification * Notification delay
Uses & Thong bao (NoticeCenter + snapshot  |trung binh: <500

Qratifications —

Social surveillance

realtime, theo doi1

hoat dong nhom

listener)
* Badge unread count trén
tab

ms
* Badge accuracy:
100%

Dunbar’s Number
(<500 thanh vién
cho d6 on dinh)

T6i wu hiéu suét
& chi phi cho

nhom nhé—trung

* Denormalized counters

(memberCount, postCount,

likeCount, commentCount)

* Chi phi 4 thang
thir nghiém: 0 USD

* Du bao 500 users
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* 12 composite indexes da |hoat dong: 3—5
khai bao va deploy USD/théng
(firestore.indexes.json) * Counter update

latency <50 ms

2.1.3. Phédn tich nguwoi dung va stakeholder
Dua trén phan tich stakeholder theo phuong phap Onion Model, hé théng NanaClu

xac dinh ba nhém nguoi dung truc tiép (core stakeholders) va hai nhom gian tiép
(extended stakeholders).

« Tht nhét, ngudi dung thong thuong (End Users) chiém 80% téng nguoi dung, véi

nhu cdu chinh 13 twong tac nhanh va giao dién don gian.

* Tht hai, quan tri vién nhom (Group Admins) can cong cu kiém duyét va phan

quyén chi tiét.

* Tht ba, quan tri hé thong (System Admins) yéu cau kha ning giam sat va backup.

Phén loai nay anh hudng truc tiép dén thiét ké phan quyén & muc 2.5.1.

Nguoi dung thong thwong (End Users) 13 nguoi diung phd thong tham gia cac
nhom dé két ndi va chia sé¢. Mdi quan tAm chinh ctia nhom nay tip trung vao viéc dé
dang tim nhom, dang bai, chat va tuong tac. Cac yéu cau tiéu biéu bao gom: dang nhap
nhanh bang Google hodc Email, tim va tham gia nhom bang ma nhom dé dang, dang
bai c6 anh va video, chat real-time mugt ma, nhan thong bao khi c6 tin nhin méi.

Quan tri vién nhom (Group Administrators) 1a ngudi tao va quan ly cac nhom cu
thé. Mbi quan tdm chinh ciia ho 13 duy tri chat lwong nhom va thanh vién trong nhom.
Yéu cau tiéu biéu bao gébm: phan quyén thanh vién (chi nhém — quén tri — thanh
vién), duy¢t bai viét, x0a noi dung vi pham, moi/loai thanh vién, tao sy kién cho nhom.

Quan trj hé thong (System Administrators) 1a ngudi quan 1y va bao tri database
cua hé théng. Mbi quan tdm chinh 1a ddm bao hé théng hoat dong 6n dinh va an toan.
Yéu cau tiéu biéu bao gdm: xuat database va backup thil cong, giam sat hé théng, quan
Iy cau hinh Firebase.

Phén loai stakeholder trén phan anh truc tiép yéu cau tir Community of Practice:
End Users la thanh vién cua community, Group Admins la ngudi duy tri practice, va
System Admins dam bao domain (hé thong) 6n dinh. Tir d6, cac epic trong User Story
Mapping duogc thiét ké dé dap tng nhu cau cua ting nhom nay.

2.1.4. Phén tich User Story Mapping
Khai niém User Story Mapping
User Story Mapping duoc ap dung dé truc quan hoa hanh trinh nguoi dung theo hai

chiéu:
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+ Chiéu ngang (user journey tir ding nhip — tuong tac — roi di).

* Chiéu doc (phan loai uu tién ttr MVP dén enhancements).

Phuong phap nay wu viét hon Use Case thuan tay trong giai doan phan tich yéu ciu
vi:

+ Linh hoat trong diéu chinh scope khi c6 feedback.

« Truc quan cho toan bd team hiéu big picture.

* Tranh flat backlog syndrome — hién tugng li€t ké tinh nang thiéu mach lac.

Tuy nhién, User Story Map kém hon Use Case trong viéc mé ta ludng ngoai 18 chi
tiét. Do d6, NanaClu két hop ca hai: Story Map cho tong quan yéu cau (phan niy) va
diagram chi tiét (muc 2.2).

Khai niém Epic

Epic 1a mgt nhom 16n cac tinh ndng (user stories) cd lién quan chat ché vdi nhau,
cung hudng té1 mdt muc ti€u nghiép vu hodc mat trai nghi€ém nguoi dung cu thé. N6
dai dién cho mot chirc nang chinh cua hé théng, c6 pham vi du l6n dén muc can duoc
chia nho thanh nhiéu user story dé co thé 1ap ké hoach va phat trién trong ting giai
doan (sprint).

Doi véi d6 an NanaClu, phuong phap User Story Mapping duoc ap dung nham dat
duoc cac muc tiéu sau:

* Xac dinh pham vi: Lam r0 toan bo cac hoat dong ma ngudi dung céd thé thuc hién

trong Ung dung.

« Sap xép wu tién: Phén loai cac tinh ning thanh cac cap do tir cot 161 (bat budc phai

c6) dén nang cao (c6 thé phat trién sau).

+ Pam béo tinh nhat quan: Chac chan rang khong co tinh niang nao bi b sét va moi

tuong tdc déu hudng té1 muc ti€u cudi cung cia nguoi dung.

Bang 2.2 User Story Mapping cho tinh ning Xac thuc & Ho so ngudi ding

Epic User Activities User Tasks
Dang nhap - Pang nhdp bang email/mat khau
- Luu thong tin dang nhip
bang nhdp & Dang ky , :
Pang ky - Tao tai khoan maéi
- Xac thuc email
Cap nhat thong tin - Chinh stra thong tin c4 nhan
- P6i mat khau
Quan 1y hd so - Cap nhat anh dai dién
Quan 1y tai khoan - Xem thong tin cd nhan
- Pang xuat
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Béang 2.3 User Story Mapping cho tinh ndng Quan ly nhém

Epic User Activities User Tasks
Tao nhom - Dat tén, mo ta nhom
- Thém thanh vién
- Tuy chinh quyén han
Quan ly thanh vién - Duyét yéu cau tham gia
Tao & Quan 1y nhom - Phan quyén thanh vién

- X0a thanh vién

Cai dat nhém

- Thay dbi anh dai dién
- Cap nhat thong tin nhom

- X6a nhom

Bang 2.4 User Story Mapping cho tinh nang Tuong tac nhom

Epic

User Activities

User Tasks

Chat nhom

Nhin tin

- Gui tin nhan vin ban
- Gui hinh anh, file
- Xem lich sir chat

Tuong tac

- Tha cam xuc
- Tra 101 tin nhan

- Gan thé thanh vién

Thong bao

Quan 1y thong bao

- Bat/tat thong bao
- Panh dau da doc

- Xem thong bdo mdi

Béang 2.5 User Story Mapping cho tinh ndng Su kién & Lich

Epic

User Activities

User Tasks

Quan 1y su kién

Tao su kién

- it tiéu dé, mo ta
- Chon thoi gian, dia diém
- Moi thanh vién tham du

Tham gia sy kién

- Xem chi tiét su kién

- Xé4c nhan tham gia/khong tham
gia

- Xem danh sach nguoi tham dy

Lich

Xem lich

- Xem su kién theo

ngay/tuan/thang
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- Nhan nhac nhé su kién

Bang 2.6 User Story Mapping cho tinh niang Ban bé & Két nbi

Epic User Activities User Tasks
Tim kiém ban bé - Tim kiém theo tén/email
Két ban - Giri 161 moi két ban
- Xem goi ¥ két ban
Chap nhan/tir chdi két | - Xem danh sach 101 moi
Quan ly ban be ban - Chéip nhéan/tir chdi két ban

- Chdn nguoi dung

Bang 2.7 User Story Mapping cho tinh ning Quan trj hé théng

Epic User Activities User Tasks
. Phéan quyén - Cap/quyén admin
Quan 1y nguoi dung . i
- Khoa/mé tai khoan
Xu ly béo cao - Xem bdo cdo vi pham
Bao cao - Xt ly bdo cao
- Ghi nhan két qua xir ly
Bang 2.8 User Story Mapping cho tinh niing Cai dit & Ho tro
Epic User Activities User Tasks
Tuy chinh tng dung - Thay ddi giao dién
Cai dat - Cai dat thong bao
- Quan 1y bd nhé dém
Lién hé & Tro gitip - Gtri phan hoi
HO tro - Bao 16i

- Xem huéng dan sir dung

Béng 2.9 User Story Mapping cho tinh ndng Tich hgp bén thir ba

Epic User Activities User Tasks
Quan 1y file - Tai 1én file
Luu trir ddm may - Chia s¢ file
- Xem file da luu
Chia sé - Chia sé 1én mang xa hoi

Tich hop mang xa hoi

- Ping nhap bang mang xi hoi

Béang 2.10 User Story Mapping cho tinh nang Bai dang
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Epic User Activities

User Tasks

Ping bai viét

Bai dang

- Pang anh va video.

- Like va binh luan.

Tao bang biéu quyét

- Tuy chinh biéu quyét

- Like va binh luan

2.1.5. Phan tich yéu cau phi chirc ning

Yéu cau phi chic ning (Non-Functional Requirements — NFRs) trong NanaClu

duoc xac dinh dya trén hai nguon: (1) Ly thuyét realtime interaction (Chuong 1.4.2)

yéu cau do tré <300ms dé dat sense of co-presence, (2) Rang budc ky thuat tir Firebase
BaaS va Android platform. Cac NFRs dugc nhom thanh:

1. Hi¢u nang (Performance Efficiency)

Duya trén yéu cau realtime interaction tir Iy thuyét (Chuong 1.4.2), hé thong can dap

ung:

+ Do tré tin nhan: <300ms (muc tiéu <200ms) — Cian ci: Nghién ctru cta Hollan &

Stornetta cho thay do tré >300ms 1am giam cam giac co-presence trong giao tiép

nhom.

« Tai feed bai viét: <500ms cho 20 bai dau tién — Thuc nghiém: Test voi 12 thiét bi
Android 12-16, trung binh 450ms (sai s6 £50ms).
* Thoi gian khdi dong cold start: <2 gidy — Benchmark: So vé1 Discord (1.8s) va

Slack (2.5s) trén cung c4u hinh.

« Hb tro offline persistence: Tu dong sync khi c6 mang, queue tdi da 100 write

operations — Trade-off: Chap nhdn gii han 100 ops dé tranh conflict khi sync lai.

Chi sb do luong thyc nghiém:

* Firestore snapshot listener: d tré trung binh 178ms (n=50 tests, CI 95%: 150-

200ms).

* Glide image loading: LRU memory cache (10% heap) + disk cache (250MB),

gidam thiéu s6 lugng network calls nho co ché cache hi¢u qua.

2. Bdo mat (Security)

Duya trén yéu cau bao vé bonding social capital (Chuong 1.4.1), hé thong trién khai:
* Xéc thyc: Firebase Authentication (JWT token) + PIN bao vé ung dung (t6i da 5

1an nhap sai trudce khi mg dung tu x6a cache va logout).

« Phén quyén: 3 cip (owner/admin/member) véi Firestore Security Rules kiém tra

membership — Vi du rule: allow read: if exists(/databases/ $(database)/documents

/groups/$(groupld)/members/$(request.auth.uid)).
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

* Ma hoa: Transit (TLS 1.3), at-rest (AES-256 béi Firebase) — Gidi han: Chua co
E2E encryption cho chat.
3.Kha nang m¢ rong (Scalability)
« Kién traic MVVM gitip d& dang mé rong va bao tri.
« Tach biét rd rang giita cac thanh phan (UI, Logic, Data).
« Sir dung Repository pattern dé quan 1y truy xuat dir liéu.
4.Kha nang str dung (Usability)
« Giao dién nguoi dung truc quan, dé sir dung véi thanh diéu huéng dudi cung.
« Phan héi truc quan cho nguoi dung théng qua Toast va Dialog.
5.D4¢ tin cay (Reliability)
* Xt Iy mat két ndi mang.
« DPong bd hoa dir liéu khi c¢6 két ndi tro lai.
* Luu trit cuc bd dé dam bao trai nghiém nguoi dung muot ma.
2.1.6. Phdn tich rang budc va gioi han
- Rang budc vé ky thuat
« Hé diéu hanh: Chi hd tro Android tir phién ban 5.0 (API 21) trd lén.
« Phan ctng t6i thiéu:
« RAM: Téi thiéu 2GB.
+ B0 nhé trong: THi thiéu 100MB tréng.
« Két ndi Internet on dinh cho cac chic ning truc tuyén.
- Thu vién bén thtr ba phu thudc:
* Firebase (Authentication, Firestore, Storage).
* Glide cho tai anh.
* ExoPlayer cho phat video.
- Rang budc vé thoi gian
« Thoi gian phat trién dy kién: 3 théng.
« Thoi gian kiém thir va stra 18i: 1 thang.
« Thoi gian trién khai: 1 tuan.
- Rang bude vé bao mat
* Tich hop chirc ning PIN hd tro bdo mat app.
« Ty dong ding xuit sau 5 lan nhap sai PIN.

* Khong luu trit mat khau cuc bo.
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2.2. M6 hinh héa yéu céu
2.2.1. Use Case Diagram tong quan

Mo hinh ca st dung (Use Case Diagram) trong hé théng NanaClu, céc actor chinh
bao gdm: Nguoi dung thong thudng (User), Quan trj vién (Admin/Owner) va Hé thong
Firebase (Firebase System) va céc actor phu nhu App admin(quan ly database) va
OAuth google (quan ly dang nhap).

Nguoi dung c6 thé thyuc hién cac ca sir dung: Pang ky/Ping nhap, Quan 1y hod so,
Tao/Tham gia nhém, Pang bai viét kem da phuong tién, Binh luén/Like/Bao cao, Chat
riéng/nhom, Tao/Tham gia sy kién vo1 RSVP, va Nhan thong bao in-app.
Admin/Owner m¢ rong cac ca st dung nay voi: Quan 1y thanh vién (chan/kick), Duyét
bai viét pending, Xem théng ké nhom, va Xuat bao cio.

Céc ca sit dung duoc lién két qua méi quan hé include (vi du: Pang bai include

Upload anh) va extend (vi du: Chat extend vdi An hoi thoai).

Quan Iy nhom

NanaClu System

Tao bai dang, .
phigu thdm do v kien,
16 chirc sy kién

Quan Iy backup
dafabase

App admin

ruy cdp Bang tinfNot
dung nhom

thanh vign nhom

Group chat

ot

==generalization >>
|<=generaiization -} g

/
Tao/ Tham gia nhom
S a g

B

Bdo mat
|
==extent>>
'

=

CAuth (Google)

Bang nhap
OAuth{Google)

@
c
@
i
]
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Hinh 2.1 So d6 UseCase tong quat

Usecase thanh vién

~im kiém n -h;

diing

- két ban, block
-danh sach ban
bé

-¥em ,chinh
-Dang nhip sira ho so
-Bang xuat
-pdi mét kndu
-Knoa PIN

-Taoftham gi
nhom.

- tim kiém nham
-mdi thanh vién

Quan Iy hd so ca
nhén

Quan Iy tai khodn/bac
mat

Quan Iy mdi quan hé

Quan Iy nhom

Tao va quan Iy ndi
dung

N

User
Tuong tac ndi dung

Trao déi tin nhan

Bao cdo bai viét

Quan Iy théng bao Quan Iy sw kign

“’-x0a ndi dung da tao

-chat riéng/mhom
-giti dnhivideoffile
-thu héi tin nhan

- tao bai
viet(text nh video)
- tao sur kién

- tao binh chon

-like/binh luan
-vote binh chon
-xem két qua binh
chon

-tao/chinh siralx0a sur kign
-tham gia sir kién

-tim ngur&i dun : Ein
g g -xem lich, thao luan

-tim nham
e o
-tim bai viet

-xem,x0a

Hinh 2.2 So db UseCase User
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Usecase admin nhom

-Xem chinh sira hd so

-duyét yéu
tham gia
-x0a thanh vién
-chan thanh vién

-cap nhat thdng tin nhom
-thay doi cai dat nhom
-tao m& moi nhom

-phan quyén

kiém duyét ndi dung

Quan ly thanh vién

Quan Iy nhom

-taofslralxoa si kigén

quan ly sir kién

=
ﬁ

group admin

quan Iy bao cdo

...... -xem/x¥ Iy bai viét bi
bdo céo

xem logf thdng ké
nhom

-thdng ké thanh
""-=-_.._|thdng k& ndi du
-thdng ké tirong tac
-bao cdo hoat déng
nhom

-xem hanh vi nhom

Hinh 2.3 So d6 UseCase AdminGroup

) NanaClu

T o

/l\  Xugt dirliéu hé théng
Quan tri vién — =
hé théng

Hinh 2.4 So d6 UseCase SystemAdmin

2.2.2. Pdc td User Case chi tiét

Chirc nang bai viet:
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/ \
Thanh Vién Nhém

Fors

=

L
—

./ \\

Téc Gia Bai Viét

oy
]

o ]

—_—

/ \
Quan Tri Vlen Nham

Hé théng Quan ly Bai Viét Nhom

¢ Vote Binh Chon

/__ i g

rThem Lura Chon Binh Chq-r;::-

,— “Tao Baiviet
{text, hinh anh, wdeoj g

/--——_ — =

:’::ﬁao Binh Chol_';_-_-:..‘-

7~ Xem Bai Viét ™
\_(feed, chitiét)

S -

¢ Thicthn Thich Bai Vlet

BII'Ih Luan Bél Vlet

T“m Kiém Bél Vlet B

[ Duyét Bai Viét Chd >

Hinh 2.5 So dd Use Case bai viét

M0 ta use case chiic nang tao bai viét

Bang 2.11 Mo ta use case chirc ning tao bai viét

Tén Use Case

Tao Bai Viét

Tac nhan

Thanh vién nhém

bicu kién dau vao

Nguoi dung da dang nhap va 1a thanh vién

cua nhom

Két qua daura

Bai viét dugc tao thanh cong va hién thi

trong nhém
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Mo ta

Use Case cho phép thanh vién nhém tao
bai viét v6i noi dung vin ban, hinh anh,

video hoac binh chon

MO ta chi tiét cac budc:

- Bu6c 1: Nguoi dung chon chic niang tao bai viét trong nhom.

- Budc 2: Nguoi dung nhdp ndi dung van ban (tuy chon).
- Bu6c 3: Nguoi dung c6 thé thém hinh anh hoic video (tity chon).

- Budc 4: Hoac nguoi dung chon tao binh chon véi ti€u dé va cac lya chon.

- Budce 5: Hé thong kiém tra va tai 1én cac file media néu co.

- Budc 6: HE thong luu bai viét vao co so dir licu.

- Bu6c 7: Hé thong gui thong bao dén céac thanh vién khac trong nhom.

Mo ta use case chirc nang xem bai viét

Bang 2.12 M6 ta use case chirc ning xem bai viét

Tén Use Case

Xem Bai Viét

Tac nhan

Thanh vién nhom

biéu kién dau vao

Nguoi dung da dang nhap va la thanh vién

cua nhom

Két qua dau ra

Danh sach bai viét dugc hién thi

Mo ta

Use Case cho phép thanh vién nhom xem
cac bai viét trong nhom theo dang feed

hodc chi tiét

M0 ta chi tiét cac budc:

- Budc 1: Nguoi dung vao trang chu hoac nhom.

- Bué6c 2: Hé thong tai danh sach bai viét theo thir tu thoi gian méi nhat.

- Bué6c 3: Nguoi dung c6 thé cudn dé xem thém bai viét (pagination).

- Budce 4: Nguoi dung co6 thé nhan vao bai viét dé xem chi tiét.

- Budc 5: Trong chi tiét, hién thi noi dung day du, hinh anh, video, binh chon va

binh luan.

Mo ta use case chtrc nang thich bai viét

Bang 2.13 Mo ta use case chuc niang thich bai viét

Tén Use Case

Thich Bai Viét
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Tac nhan Thanh vién nhom

U, Nguoi dung da dang nhap va dang xem
Diéu kién dau vao o
bai viét

Két qua dau ra S6 luot thich duoc cap nhat

M t4 Use Case cho phép thanh vién nhom thich
ota .
hoac bd thich mot bai viét

Mo ta chi tiét cac bude:

- Budc 1: Nguoi dung nhan vao nut thich trén bai viét.

- Bué6c 2: Hé thong kiém tra trang thai hién tai (d4 thich hay chua).
- Bude 3: Néu chua thich, hé théng thém luot thich va tang counter.
- Budc 4: Néu di thich, hé théng x6a luot thich va gidm counter.

- Bu6c 5: Hé thdng cap nhat giao dién hién thi sé luot thich mai.
M5 ta Use Case Binh Luan Bai Viét

Bang 2.14 Mo ta use case chirc ning binh luan bai viét

Tén Use Case Binh Luin Bai Viét

Tac nhan Thanh vién nhom

A Al aA s Nguoi dung da dang nhdp va dang xem
biéu kién dau vao L
bai viet

Két qua daura Binh luan duogc thém vao bai viét

M t4 Use Case cho phép thanh vién nhom thém
0ta .
binh luan cho bai viét

Mo ta chi tiét cac bude:

- Budc 1: Nguoi dung nhan vao khu vuc binh luan trén bai viét.
- Budc 2: Nguoi dung nhdp ndi dung binh luan.

- Buoc 3: Hé théng Iru binh luan vao co so dir li€u.

- Bu6c 4: Hé thong ting counter sb binh luan ctia bai viét

Mo ta Use Case Tao Binh Chon

Béang 2.15 Mo té use case chirc nang tao binh chon

Tén Use Case Tao Binh Chon

Tac nhan Thanh vién nhom
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U, Nguoi dung da dang nhép va la thanh vién
biéu kién dau vao , .
cua nhom

Két qua dau ra Binh chon dugc tao thanh cong

Use Case cho phép thanh vién nhom tao
Mo ta binh chon véi nhiéu lva chon dé cac thanh

vién khac B E

MBS ta chi tiét cac budc:

- Budc 1: Nguoi dung chon chirc ndng tao binh chon.

- Bué6c 2: Nguoi dung nhap tiéu dé binh chon.

- Budc 3: Nguoi dung nhap mo ta (tuy chon).

- Budc 4: Nguoi dung thém céac lua chon.

- Budc 5: Nguoi dung c4u hinh tuy chon (da chon, an danh, thoi han, V.V.).
- Budc 6: H¢ théng Iuu binh chon va cac lIua chon vao co sé dir licu.

- Bu6c 7: Hé thong guri thong bao dén cac thanh vién nhom.

Mo ta Use Case Vote Binh Chon

Bang 2.16 Mo ta use case chiic nang vote binh chon

Tén Use Case Vote Binh Chon

Tac nhan Thanh vién nhom

Nguoi dung da dang nhéap va binh chon

biéu kién dau vao X
chua hét han

Két qua dau ra Luot vote dugc ghi nhan

Use Case cho phép thanh vién nhom tham

Mo ta gia binh chon cho céc lya chon trong binh

chon

Mo ta chi tiét cac bude:

- Budc 1: Nguoi dung nhan vao binh chon trong bai viét.

- Budc 2: Hé théng kiém tra thoi han binh chon (néu co).

- Bué6c 3: Nguoi dung chon mot hodic nhiéu lya chon (tiy cdu hinh).

- Buoc 4: Hé théng ghi nhan luot vote va cap nhat ) luong.

- Bué6c 5: Hé thong cap nhat giao dién hién thi két qua (néu duoc phép xem).
Mo ta Use Case Duyét Bai Viét

Bang 2.17 Md t4 use case chirc nang duyét bai viét
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Tén Use Case Duyét Bai Viét
Tac nhan Quan tri vién nhom
Diéu kién dau vao Co6 bai viét dang cho duyét trong nhom
Két qua dau ra Bai viét duoc duyét hodc tur chdi
Mo th Use Case cho ph’ép quan tri vién nhom
duyét cac bai viét dang cho phé duyét

Mo ta chi tiét cac bude:
- Bu6c 1: Quan tri vién vao trang quan 1y bai viét cho duyét.
- Budc 2: Hé thong hién thi danh sach bai viét dang cho.
- Budc 3: Quan tri vién xem chi tiét bai viét.
- Bu6c 4: Quan tri vién quyét dinh duyét hodc tir chdi bai viét.
- Budc 5: Néu duyét, hé thong chuyén bai viét vao danh sach chinh thuc.
- Bu6c 6: Néu tir chdi, hé thdng xo6a bai viét khoi danh sach cho.

- Bu6c 7: Hé thong ghi log hanh dong cta quan tri vién.
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O
Ngué; :ihng CreatePostActivity \lM|
’ [crunor } i
Mg trang tao bai viét }E

| Khai tao giao dién

e i
i Nhap ndi dung f

Mhap ndi dung dinh kém (text, anh, video) \_'

F

| Validate ndi dung va media

e |

i bang bai viét I

i Nh&n not "Post" I

L
F

| Hién thi loading

' Upload media files (néu ca)

: g Tra vé URLs !

| | Kiém tra settings va role user |

i |_Théng tin phé duyét |

d alt Fl:an phé duyét] L

! " Luu pending post )

: [Truc tiep dl'ing] |

i | Luu post va gui notifications ‘:

| ; An loading I

alt__J [Thanh cong) | |

| Hién thi thanh céng i i

: ) Bong trang :

[l | |

. Hién thi 16i ; i
Ngumft)iung ‘ CreatePostActivity | ‘ Firebase |

X

Hinh 2.6 So dd trinh ty tao bai viét
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Bat dau tao bai vidt

Draft L - Thém néi dung text

(Nhap)
| Ngudi diing dang soan thao bai viet

—— - Chon hinh anh/video
- Tao poll néu can

[Mhém yéu cau phé duyét
VA nguti dung khéng phai owner/admin]
Gui bai viét

[Nhom khéng yéu cau phé duyét
HOAC nguti dung la ownerfadmin]

GUi bai viét

- Luu trong collection
groups/{groupld}/posts

— - Hién thi cho tat ca thanh vién

- Cho phép like, comment
- Guithéng bao cho thanh vién

Pending ] Linitran :
o - g collection
(Cho duyét) L::J groups/{groupld} /pendingPosts
|.\Béi viét da gl nhung can phé duyét | - Cha ownerfadmin x(rly
Owner/Admin phé duyét
approvePost()
& Published
Owner/Admin tir chai (D3 xuit ban) |__
rejectPost() =
. |\Béi viét da dugc phé duyét va hién thi |
Owner/Admin xoa bai viét
deletePost()
Deleted ) J - Set deletedAt timestamp
(D3 x6a) L=__ -Van luu trong database
=1 - An khai UI
|\LBé|i viét da bi x6a (soft delete) /l -‘ - Xda comments va likes

Hinh 2.7 So d6 trang thai cua bai viét
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh anh trén nén tang Android

\
L

b

Ngudi ding md Create PostActivity |
va nhép groupld

’

A

~,
Khai tae views (toolbar, text input,
image picker, video picker)

v

L

| Ki€m tra quyén truy cap camera/storage

=
_,l

o

User authenticated?

o "
| Hién thi 16i va déng activity \Il
L 7

)

——

[ Nguai ding nhap ndi dung text toptionalﬂ

’

-
| Nguai dung chon hinh &nh (optional) |
b g

P ™
| Mguéi dung chon video (optional) |

v

Ngudi ding chon video?
Yes

-~ =
| validate video size (<20MB) |
- i

Video size OK?

Y

7 \ £ e §
| Generate video thumbnail | | Show size ermrJ
\ /A

Y é

[r Show video preview ]

-
-

| Nguai ding nhan nit "Post"
-

¥

Coé ngidung hoac media?

MNo

Show validation error |
=

N
|

-

F—

I B
| Show loading indicator |
s A

-
| Tao Post object |

-\\.
| Upload images/videos néu cé |
-

v
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Yes

P ™ / \
| Convertimages to byte arrays | | Upload video to Storage |
l\. _/I I"- !

P Ny
| Check group post approval setting ]
- >

-

o
| Upload to Firebase Storage | )
\ g

[ Upload thumbnail to Storage | Y
s J

i =
| Check user role (owner/admin?) |

W I S
[ Get image URLS\] | Getvideo URLs )
, /

- . -

¥

YEES Require approval AND not elevated user? END

i -\\I |" \u
| Create pending post | | Create regular post |
Lo A b A
¥ 5 ; 5%
| Save to groups/{groupld}/pendingPosts | [ save to groups/{groupld}/posts |
I ¢ s ¢ T
[ Log "pending_post_creat, "j | Increment group pest count ]

5
| Log "post_created" |
\ 4

e

- .
| Send notifications to group members

e ey

\

S e |
fo

(Hide loading indicator ]

e Success )M

Fd \ o
[ Show success message [ Show error message ]
- s

L #

—+—,\ -,
Finish activity ] (Handle network errors |
\ \ ),

= =y =

e |

e

)

Hinh 2.8 So dd hoat dong tao bai viét
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.Submit Post/

Y

¥

| getGroupByld |

b

| createPost{postsi{id}) | | createPendingPost{pendingPosts/{id}) |
L9 A =

| L - |
o -«

_<
Y
A

PendingPostsActivity )

| Check guyén ownerfadmin |

co Cd quyén? Khting
[ loadPendingPosts ‘II Ij Thoét + théng bdo ]
_, .
| Chon Approve/Reject |
e
Ij approvePost -> copy sang posts + delete pending + ++postCount j| |_r rejectPost -> delete pending jI

. - -

L -
L

r'.- ™y
| Reload pending list |
"

——

Y
A

hd

®

Hinh 2.9 So d6 hoat dong phé duyét bai viét
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T

1 e FLAREY u - .
Ngudi dung ‘ PoliCreateActivity | PostRepository ‘ [ Firebase Firestore |

hu thép dir liéu

1 ] ﬁ ] ]
(R Ehap of Tew ]

M¢ va nhap théng tin poll e | Title, description, options, settings b]

| |_|T poll | |

ao

| | —_—J
I Nhan "Tao binh chon" |

L
>

| Validate dir liéu

! | createPoll{pollPost, optionTexts) !

Batch write poll + options }: Atomic transactionH

alt / [-ﬁ'l:‘inh cong] | ] |
| | | _Success |
| | =4

| , onSuccess() i i

| - 1 |

i "Da tao binh chon" + déng activity | | |

(e ] ] : ;

! | ' _ Error |

! ' onError() ! !

'< Hién thi 16i f | !

. .I 5 ——————— [ ; [ 3
Nguoi ding ‘ PollCreateActivity ‘ | PostRepository ‘ | Firebase Firestore

Hinh 2.10 So dd trinh tu tao binh chon
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Chikc ning tin nhin

)

P g
| |
R

s
A

Ngui Nhan

/.

Ng[;a; Gl |

_'_'_'_'_'_,_,_.—-
--._\_|_‘_‘_‘_‘_‘

Hé Théng Tin Nhan

f-.'__"_-_-_};(éa Tin Nhéri_-_:j;-

¢ Tra Lai Tin Nh&n

< GUi Tin Nhan Van Ban )

¢ GUi Hinh Anl:i_____,'.:-

B

_Gui File Binh Kém >

(_Xem Lich St Chat >

.—F-""_Hd_'--_______

HV"IS(em Tin Nhér-f"'\.l

\ (Real-time)

Hinh 2.11 So dd Use Case bai viét

M6 ta Use Case Gui Tin Nhin Vin Ban

Bang 2.18 Mo ta use case chirc ning giri tin nhan vian ban

Tén Use Case

Gui Tin Nhin Vin Ban

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

Nguoi dung dang trong cudc tro chuyén

va chua bi chan

Két qua dau ra

Tin nhan dugc gii thanh cong va hién thi

cho tit ca thanh vién

Mo ta

Use Case cho phép nguoi dung gt tin

nhdn van ban trong cudc tro chuyén
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

MO ta chi tiét cac budc:

- Bu6c 1: Nguoi dung nhap ndi dung tin nhin vao 6 chat.

- Bu6c 2: Hé thong kiém tra noi dung khong rong.

- Budc 3: Hé thong kiém tra ngudi ding ¢ bi chin khong (chat riéng tu).

- Budc 4: He thong luu tin nhan vao co s¢ dir licu.

- Budc 5: Hé thong cap nhat thong tin tin nhin cubi ciing cia cudc chat.

- Bu6c 6: Hé thong gui thong béao real-time dén cac thanh vién khac.

- Budce 7: Giao dién hién thi tin nhan méi cho ngudi gui va ngudi nhan.

M6 ta Use Case Guri Hinh Anh

Béng 2.19 Mo té use case chtrc nang guri hinh 4nh

Tén Use Case

Gui Tin Nhin Vin Ban

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

Nguoi dung dang trong cudc tro chuyén

va chua bi chan

Két qua dau ra

Tin nhan dugc gii thanh cong va hién thi

cho tit ca thanh vién

Mo ta

Use Case cho phép nguoi dung gt tin

nhdn van ban trong cudc tro chuyén

M0 ta chi tiét cac budc:

- Bude 1: Nguoi dung chon chire ndng gui hinh anh.

- Budc 2: Hé théng mao bd suu tdp anh hoac may anh.

- Budc 3: Nguoi dung chon hinh anh tir thiét bi.

- Bu6c 4: Hé thong kiém tra ngudi ding ¢ bi chin khong (chat riéng tw).

- Budc 5: Hé thdng tai hinh anh 1én Firebase Storage.
- Bu6c 6: Hé thdng luu thong tin tin nhin véi URL hinh anh.

- Bu6c 7: Hé thdng cap nhat giao dién hién thi hinh 4nh méi.

M6 ta Use Case Xem Tin Nhin

Bang 2.20 Mo ta use case chirc ning xem tin nhan

Tén Use Case

Xem Tin Nhin

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

Nguoi dung truy cap vao cudc tro chuyén
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Két qua daura

Danh sach tin nhian dugc hién thi véi cap

nhat real-time

Mo ta

Use Case cho phép nguoi dung xem lich

st tin nhan va nhan tin nhan mai

MO ta chi tiét cac budc:

- Bude 1: Nguoi dung mé cudce tro chuyén.

- Bu6c 2: Hé thong tai tin nhin gan nhét tir co s dit lidu.

- Bu6c 3: Hé thong thiét 1ap ling nghe real-time cho tin nhan moi.

- Budc 4: Nguoi dung xem danh sach tin nhan theo thi ty thoi gian.

- Budc 5: Khi ¢6 tin nhdn méi, hé théng tu dong cap nhat giao dién.

- Bu6c 6: Nguoi dung c6 thé cudn 1én dé xem tin nhan cii hon (pagination).

M6 ta Use Case Xo6a Tin Nhin

Bang 2.21 M6 ta use case chirc ning x6a tin nhan

Tén Use Case

X6a Tin Nhin

Tac nhan

Tac gia cua tin nhan

biéu kién dau vao

Tin nhan chua bi x6a va la tac gia cua tin

nhan

Két qua daura

Tin nhin bi 4n va hién thj "da thu hoi"

Mo ta

Use Case cho phép tac gia x6a tin nhin

(x6a mém)

MO ta chi tiét cac budc:

- Budce 1: Nguoi dung nhan gilr vao tin nhan cua minh.

- Bu6c 2: Hé thong hién thi menu tiy chon véi chite ning x6a.

- Budc 3: Nguoi dung xac nhan xda tin nhan.

- Bu6c 4: Hé thong kiém tra quyén xo6a (chi tac gia).

- Budc 5: Hé théng thuc hién x6a mém - cap nhat deletedAt va thay no1 dung.

- Bu6c 6: Giao dién hién thi "Tin nhan da duoc thu hoi" thay vi ndi dung gbc.
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh anh trén nén tang Android

7N -
ek Ul (ChatRoomActivity)

| Chon file > G
e

sendimage(chatld, fileUri, chatType, groupld)

Giri tin nhdn dang tép dinh kém

ViewModel | | MessageRepusrtory | | Firebase Storage |

| Firestore ‘ ‘ ChatRepository

cap nhat Ul (hién thi tin kém file)

sendlmage(...)

Upload file ) i

I putFile(...) '
—_—————— i

downloadUrl i

___________________________________

Luu tin nhan  J [

I add message (image, downloadurl)

| - groups/{groupld}/chats/{chatid}/messages

i
messageld |
<

Cap nhatluong / |

| updateLastMessageMleta(...)

i ok |

unarchiveForUsers(ch'atld, recipients=sender)

i | - chats/{chatld }/messages

&S ‘ Ul (ChatRoomActivity)

[\flewModel ‘ | MessageRepository | | Firebase Storage I

[ Firestore ‘ \ ChatRepository

Hinh 2.12 So d6 trinh ty giri tin nhin

Mguai ding nhan gui

( Sending 1 J
(Bang g} —_—

|\Tin nhén dang dugc gii dén server /l

Guri thanh céng
sendText/sendimage thanh céng

- Trang thai client-side
- Disable ndt g trong Ul
- Khéng Iluu trong database

(D3 guri) Co thé |a text, image, file
- H& trg reply (replyTo)

LTin nhén hién thi cho tit cd ngudi nhan |

Sent L J Hién thi nai dung géc

- Cép nhat lastMessageMeta

Edited
(D4 chinh sira)

Gui that bai
MNetwork error

Nguti gii chinh sia
editMessage()

=——_ - Set edited At timestamp Ngwai girt thi hot

|.\Tin nhén da duge chinh sl ndi dung /

L |- Hién thi ngi dung méi
| softDeleteMessage()

-I - Ul cé thé hién thi "da chinh sia"

Ngudi gdi thu hdi tin nhan da chinh sira
softDeleteMessage()

' Deleted ) J Set deletedAt timestamp
‘ (Da xoa) L

Van luu trong database
} An khai Ul realtime

[ Tin nhén da bi thu hé (soft delete) |

No: dung thay bang "Tin nhan da dugc thu héi"

Hinh 2.13 So d0 trang thai tin nhin

Sinh vién thyc hién: Ngo Ngoc Trung Anh  Huéng dan: TS. Poan Duy Binh

38



Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Init]
\' Attach listener (path theo chatType/groupld) ‘|
e =g

v

e N
| Sort ASC -= render |

—

| markRead -> update lastReadAt |
)

Send/

A
'l S
| Chon Text/AnhyFile |
b -

e ——————

File

Text? > Anh?

Tcé co

Upload &nh -> URL |

o

P @
| sendText-> save -> update last meta -> unarchive | |
/ b

|r sendimage(URL) -> update last meta -> unarchive
.

™

v

[ validate (type/size) |

, I

r- -\.
| Upload files (chats/{chatld}/files) |

!

- 5
| sendMessage(type=file, attachments) |

v

v

v >
| Listener nhan tin -> sort -> Ul update |

®

Hinh 2.14 So d6 hoat dong giri tin nhan

Chirc nang su kién
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Xay dung ung dung mang xa hoi chia

sé bai viét va hinh anh trén nén tang Android

Thanh Vién Nhém

—
AN

MNgudi Tao Su Kién

/ -(:J)-(_em Danh Sach Su Kié-r-ij}
xS

valie. —— ]

Hé Théng Su Kién

( Thao Luén Su Kiéri_-:)

-:'__’_'l;JpIoad Hinh Anh Su Kiér{;‘:-

r."’_'____1-'an Su Kiéﬁ____'_'_'j'p

/ S

| — — e

( Xem Chi Tiét Sy Kién >

(:____)-(em Lich Su Klen

" RSVPSuKién
‘.__(Tham gia/Khéng/Maybe)

 Xem Danh Séch RSVP

%—__icmn; Sira Su Ki;éE:_‘)
/_/v S e

| HuySuKién O

FAS
Quan Tri Vién Nhém

Hinh 2.15 So dd U

Mo ta Use Case su kién

se Case chtrc nang sy ki¢n

Bang 2.22 Mo ta use case chirc nang tao sy kién

Tén Use Case

Tao Su Kién

Tac nhan

Thanh vién nhom

biéu kién dau vao

Nguoi dung da dang nhap va la thanh vién

cua nhom

Két qua dau ra

Su kién duogc tao thanh cong va hién thi

trong nhom

Mo ta

Use Case cho phép thanh vién nhém tao

su kién méi voi thong tin chi tiét
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Mo ta chi tiét cac bude:

- Bude 1: Nguoi dung chon chire ndng tao sy kién trong nhom.

- Budc 2: Nguoi dung nhap tiéu dé va mé ta sy kién.

- Budc 3: Nguoi dung thiét 1ap thoi gian bat dau va két thuc.

- Bu6c 4: Nguoi dung chon loai dia diém (khong co, lién két, dia chi).
- Budc 5: Nguoi dung c6 thé upload hinh danh minh hoa (tity chon).

- Budc 6: Nguoi dung cai dit thoi gian nhic nhd (ty chon).

- Buoc 7: Hé théng kiém tra thong tin bat budc va luu su kién.

- Bu6c 8: Hé thong guri thong bao dén cac thanh vién nhom.

Mo ta Use Case RSVP Su Kién

Bang 2.23 Mo ta use case chirc nang RSVP su kién

Tén Use Case RSVP Su Kién

Tac nhan Thanh vién nhom

Nguoi dung da dang nhap va su kién chua

Diéu kién dau vao L
két thuc

Két qua dau ra Trang thai tham gia dugc cép nhat

M t4 Use Case cho phép thanh vién nhom xéc
ota
nhan tham gia sy kién

MBS ta chi tiét cac budc:

- Bué6c 1: Nguoi dung xem chi tiét sy kién.

- Budc 2: Nguoi dung chon mdt trong ba tiy chon RSVP (Tham gia/Khong/Maybe).
- Bué6c 3: Hé thong kiém tra thoi gian sy kién chwa két thuc.

- Bu6c 4: Hé thong luu trang thai RSVP ciia ngudi dung.

- Bu6c 5: Hé thong cap nhat sé luong théng ké (going/maybe/not going).

- Bué6c 6: Giao dién hién thi trang thai RSVP mai va cdp nhat sb luong.

Mo ta Use Case Xem Danh Sach Su Kién

Bang 2.24 Mo ta use case chirc nang xem danh sach su kién

Tén Use Case Xem Danh Sach Su Kién

Tac nhan Thanh vién nhom

U Nguoi dung da dang nhap va la thanh vién
biéu kién dau vao

cua nhom
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Két qua dau ra Danh sach su kién duoc hién thi

. Use Case cho phép thanh vién nhom xem
Mo ta

tat ca su kién ciia nhom

Mo t chi tiét cac budc:

- Budc 1: Nguoi dung truy cép trang sy kién ciia nhom.

- Buoc 2: Hé théng tai danh sach su kién co trang thai "active".

- Bué6c 3: Hé thong sap xép theo thoi gian tao méi nhét.

- Budc 4: Nguoi dung xem danh sach véi thong tin co ban (tiéu dé, thoi gian, s6
RSVP).

- Bu6c 5: Nguoi dung c6 thé nhan vao sy kién dé xem chi tiét.

MBb ta Use Case Xem Chi Tiét Su Kién

Bang 2.25 Mo ta use case chirc ning xem chi tiét su kién

Tén Use Case Xem Chi Tiét Su Kién

Tac nhan Thanh vién nhom

U, Nguoi dung da dang nhép va su kién ton
bicu kién dau vao i
ai

Két qua dau ra Chi tiét day du cua su kién duogc hién thi

. Use Case cho phép thanh vién nhém xem
Mo ta

thong tin chi tiét ctia su kién

MBS ta chi tiét cac budc:

- Budc 1: Nguoi dung chon su kién tir danh séch.

- Buoc 2: Hé théng tai thong tin chi tiét cua su kién.

- Bu6c 3: Hé thong hién thi tiéu dé, mo ta, thoi gian, dia diém.

- Bu6c 4: Hé thong hién thi hinh anh va théng ké RSVP.

- Buoc 5: Hé théng hién thi trang thai RSVP ctia nguoi dung hién tai.
- Budc 6: Nguoi dung c6 thé xem danh sach RSVP chi tiét.

Mo ta Use Case Huy Su Kién

Béng 2.26 MO té use case chic nang huy su kién

Tén Use Case Huy Su Kién

) ) Nguoi tao su kién hodc quan tri vién
Tac nhan .
nhoém
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

U, Su kién chua két thuc va nguoi dung cod
bicu kién dau vao N
quyén huy

Két qua dau ra Sy kién bi huy va trang thai cap nhat

Mo 12 Use Case cho phép nguoi tao hoac quan
0ta
tri vién huy su kién

Mo t chi tiét cac budc:
- Bu6c 1: Nguoi dung mé chi tiét sy kién.
- Bué6c 2: Hé thdng kiém tra quyén huy (ngudi tao hodc admin).
- Budc 3: Nguoi dung chon chire ndng huy su kién.
- Budce 4: Nguoi dung xac nhan hanh dong huy.
- Budc 5: Hé théng cap nhat trang thai sy kién thanh "cancelled".
- Bu6c 6: Hé thong ghi log hanh dong huy.
- Bu6c 7: Hé thong gui thong bao hity dén nguoi tham gia.
Tao su kién (c6 an)
|

X

User Ul (Event Create Screen) | |ViewModeI (GroupViewModel) | ‘ EventRepository Firebase Storage | ‘ Firestore | ‘ LogRepository

| Chon anh + nhap théng tin -> Tao _ |

: createEvent(event, imageUri) |

| createEvent{event, imageUri) |

Upload anh )/

| putFile(events/ {fileName}.jpg) i

| downloadurl

Tao su kién J |

| set groups/{groupld }/events/{eventid}
| (kém imageUrl) i

ok

| logGroupAction({event_created) |

| ok

1 eventld

| Hién thi thanh cong

Ul (Event Create Screen) | |ViewModeI (GroupViewModel) | ‘ EventRepository Firebase Storage | ‘ Firestore | ‘ LogRepository

Hinh 2.16 So dd trinh tu tao su kién
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh anh trén nén tang Android

Q
’/ % - P
Ngudi dung EventDetailActivity |
i | 1
; i Khai tao f

Ma trang chi tigt su kién

|
L)

| Hién thij théng tin su kién

| Query trang thai RSVP hién tai

Firebase Firestore

| _Travé RSVP hién tai

Y

i Cap nhat Ul buttons

' I'RsvP |

groups/{groupld }/event_attendees/{userld} Iﬁ

| B

Nhén nut "Going/Maybe/Not Going" _|

| Disable buttons d& tranh spam

Luu RSVP méi

| groups/{groupld }/event_attendees/{userld} Iﬁ

alt

i
i
I
[Thanh céng]
. Success

| Tinh toan va cap nhat counts

:1 Counts da cap nhat

[

| Ghi log hanh déng

| Enable buttons
Cap nhat Ul buttons

Lay counts mdi d& hién thi

Updated counts

Y

Cap nhat hién thi s6 lugng

| Query tat ca RSVPs, tinh toan going/maybe/notGoing Iﬁ

5 | LUU vao group logs =

[Lail

Error

-
<

' Enable buttons

' Hién thi théng bao 15i

MNhan tab "Going/Maybe/Not Going"

{ Xem danh sach RSVP

Ngudi

a
=

S le

ng

EventDetailActivity

Query danh sach RSVPs theo status

Danh sach RSVPs

<
La

y théng tin user cho tirng RSVP

|
|
|
|
|
-
>
|
|
|
|

User info (name, avatar)

-«
H

i€n thi danh sach ngudi tham gia

| groups/{groupld }/event_attendees vai filter %

> Query users/{userld} H

Firebase Firestore ‘

Hinh 2.17 So db trinh tu RSVP sy kién
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

?

- ~
| Open EventDetail (eventld, groupld) |
L

EventReplository ]
e
| loadEvent |
)
| loadRSVPCounts |
\ )

[ loaduserRsvP |

v

€6 c\r kién a4 ket thice H<NOND ¢

- B cé T o 2 Khéng

Disable RSVF actions | ¢ User |a thanh vién nham? ¢
\' Hién thi ndt Going / Maybe / Not going '| | Yéu cdu tham gia nhém hoac chuyén sang Join Group \
/ .

.

| User nhan nat |
. J

ﬁ<‘ﬂ'@ng thadi mdi == trang thai hién tai? Khéng

\' No-op (khéing ghi Firestore) .‘| EventRepository,
N 7
\' set attendees/{uid} = {status, updatedAt} |

v

[ recalc counts (going/maybernat) |
L /

) v

[ logGroupAction("RSVP_CHANGED") |
\ iy

Notifications,J

| enqueue Notice to event.owner (type=RSVP_UPDATE) |
A =
I

v

[ Update Ul (radio state + counters) /l
e -

Sl |
M
S —

| open RSVPList tab? |
\ J

cor
[ca

EventRepository ]
query attendees by status |
— Y/

\' Render danh sach \
L J

[
-

-

Hinh 2.18 So d6 hoat dong RSVP sy kién

Chirc nang thong bao
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

ral

|
—_ ]

T
L)
py

N
# W

Ngudi Dung

Hé Théng Théng Bao

-:;'j(em Sd Théing Bao Chua EIQE:::-

}}(em Danh Sach Théng Bénﬁ;:::-

/,r—"

( Xem Chi Tiét Théng Bao )

_'_'_'_,_,_,—-—'—"' o e

_h"“‘—-—-._.___ﬁ__ e ——————————

If.-
.\'\-\.

\, e

( Diéu Huéng Tir Théng Bao )

T X6a Théng Bao

——Nhan Théng B4o Real-time )

anh D&u D& Xem O

Hinh 2.19 So db Use Case chirc ning thong bao

Mo ta Use Case Xem Danh Sach Thong Béao

Bang 2.27 M6 ta use case chirc nang xem danh sach thong bao

Tén Use Case

Xem Danh Sach Thong Bao

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

Nguoi dung truy cdp man hinh thong bao

Két qua daura

Danh sach thong bao dugc hién thi vai

trang thai da xem/chua xem

Mo ta

Use Case cho phép nguoi dung xem tit ca

thong bdo ctia minh theo tha tu thoi gian
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Mo ta chi tiét cac bude:

- Bu6c 1: Nguoi dung nhan vao icon thong bao hodc menu thong béo.

- Bu6c 2: Hé thong tai danh sach thong bao gan nhat tir co sé dit lidu.

- Bu6c 3: Hé thong sap xép theo thir tu thoi gian méi nhat.

- Budc 4: Hé thong hién thi danh sach véi thong tin co ban (tiéu d¢, ndi dung, thoi
gian).

- Bu6c 5: Hé thong danh dau thong bao chua xem bang mau khac hodc icon.

- Budc 6: Nguoi dung c6 thé cudn dé xem thém thong bao cii hon (pagination).

Mo ta Use Case Nhan Thong Bao Real-time

Béng 2.28 M6 téa use case chirc nang nhéan thong bao real-time

Tén Use Case Nhan Thong Béo Real-time

Tac nhan Hé thong

U Nguoi dung dang nhap va c6 hoat dong
Diéu kién dau vao o
lién quan

PN Thong bdo mdi dugc tao va giri dén nguoi
Két qua daura .
dung

. Use Case cho phép hé thong tu dong tao
Mo ta

va guri thong bao real-time

Mo ta chi tiét cac budc:

- Bué6e 1: C6 hoat dong xay ra trong hé théng (diang bai, like, comment, tao su kién).
- Budc 2: Hé thdng xac dinh danh sach ngudi nhan thong bao lién quan.

- Budc 3: Hé thong tao thong béo voi thong tin chi tiét (loai, ndi dung, lién két).

- Bu6c 4: Hé thong luu thong bao vao co sé dit lidu cua ting ngudi nhan.

- Budc 5: Hé thong gui thong béo real-time dén thiét bi ciia nguoi nhan.

- Bu6c 6: Hé thdng cap nhat badge sé thong bao chua doc.

M5 ta Use Case Danh Dau D3 Xem

Bang 2.29 Mo ta use case chirc ning danh dau da xem

Tén Use Case Péanh Diu B3 Xem
Tac nhan Nguoi dung da dang nhap
Piéu kién dau vao Nguoi dung dang xem thong bao

PN Thong bao dugc danh diu di xem va giao
Két qua dau ra

dién cdp nhat
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

. Use Case cho phép nguoi dung danh dau
Mo ta

thong bdo da xem

Mo ta chi tiét cac bude:

- Bu6c 1: Nguoi dung nhan vao thong bao trong danh sach.

- Bu6c 2: Hé thong danh dau thong bao d6 1 da xem trong co s& dit lidu.

- Bu6c 3: Hé thong cap nhat giao dién - loai bo highlight va icon chua xem.
- Bu6c 4: Hé thong giam sd luong badge thong bao chua doc.

- Bu6c 5: Hé thong diéu hudng nguoi dung dén ndi dung lién quan.

Mo ta Use Case Diéu Hudng Tir Thong Bao

Bang 2.30 Mo t4 use case chirc nang diéu hudng tir théng bao

Tén Use Case Piéu Huéng Tir Thong Béo
Tac nhan Nguoi dung da dang nhap
Piéu kién dau vao Nguoi dung nhin vao thong bao

Lo Nguoi dung duge diéu huéng dén man
Két qua dau ra o
hinh lién quan

. Use Case cho phép ngudi ding diéu
Mo ta

huéng dén noi dung gdc tir thong bao

Mo ta chi tiét cac bude:
- Bu6c 1: Nguoi dung nhan vao thong bao trong danh sach hodc banner.
- Budc 2: Hé thong xéc dinh loai thong bao va thong tin diéu hudng.
- Bu6c 3: Hé thong kiém tra quyén truy cap ciia ngudi ding.
- Bu6c 4: Hé thong mo activity/fragment tuong Gng:
- Bai viét: PostDetailActivity
- Su kién: EventDetailActivity
- Tin nhan: ChatRoomActivity
- Ban be: FriendsActivity
- Bu6c 5: Hé thdng truyén cac tham sd can thiét (ID, groupld, etc.).
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Xay dung vme dung mang xd hoi chia sé bai viét va hinh anh trén nén tang Android

X

| Nhap théng tin su kién -> Tao |

G théng bao dén thanh vién khi tao su kién

| ViewModel (GroupViewModel) ‘

Notici

'nry|

pository

createEvent{event, [imageUri?])

‘ Firestore

Tao su kién __/

| createEvent(event], imageUri]) !

eventld

set groups/{groupld} fevents/{eventid}
[upload image néu c]

ok (eventld)

|| Chuan bj memberlds (caller cung cap),
|| actorld/actorName, eventTitle (néu co)

]

Guri thong bao dén thanh vién  J

| createGroupEventNotice(groupld, eventid,
actorld, actorName, memberlds[; eventTitle])

done

| WriteBatch set users/{memberid}/notices/{noticeld} (loop)

commit ok

Hién thi thanh cong (event + notices sent)

User
]

AN

Hinh 2.20 So d0 trinh ty gui théng bao dén thanh vién khi tao event

PN ]
User ‘ Ul (ChatRoomActivity)

| GU tin nhan (text/anh/..) |
TS i e e

Ul (Event Create Screen)

sendMessage(...)

ViewModel (GroupViewModel) ‘

itory

Notici

Gui théng bao khi gui tin nhan

Luu message (Firestore) ->

MessageReposilury‘ | NoticeRepository

messageld

Chudn bi:
- actorld, actorName

- targetUids (cac thanh vién khac trong chat)
- previewText (ndi dung rdt gon)

createMessageNotice(chatid, chatType, drﬂupld,
actorld, actorName, targetUids, previewText)

done

i Batch set users/{uid}/notices/{noticeld} (loop)

‘ Firestore ‘

‘ Firestore

commit ok

Cap nhat Ul (da giri + da tao théng bao) |

U.Ej r ‘ Ul (ChatRoomActivity)

Hinh 2.21 So d0 trinh ty giri thong bao khi giri tin nhin

MessageRepositnry‘ | NoticeRepository

‘ Firestore
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Gui théng bao dén ngudi tao khi bai viét dugc comment

N Ly
7

User

Vit comment -> Gui 1 | |
—_— | |

| addComment(groupld, postld, content) i |

| Luu comment -> commentld _|

commentld

|| - actorld, actorName (nguoi comment)

| actorld, actorName, targetUid)

set users/{targetUid}/notices/{noticeld}

'
[ Xae dinh:
| - targetUid (tac gia bai viét)
'

[ | createPostCommented(grouplr}:, postld, commentld,

e

Ul (Post Detail) ViewModel | CommentRepository ‘ ‘ NoticeRepository ‘ Firestore |

ok
| done 1
Hién thi thanh cong (ddng thai tac gia nhan notice) | !
U?J Ul (Post Detail) ViewModel CommentRepository ‘ ‘ NoticeRepository ‘ Firestore |
@ S e

—+

Hinh 2.22 So dd trinh tu gtri thong bao dén ngudi tao khi bai viét dugc comment

UI/VM (caller) NoticeRepository Firestore

createPostLiked(groupld, postld, actorld, actorName, postAuthorId)

>

alt [actorld == postAuthprld]

skip (no self notice)

set users/{postAuthorId}/notices/{noticeld}

success

UI/VM (caller) NoticeRepository Firestore

Hinh 2.23 So do trinh tu gri thong bao dén nguoi tao khi bai viét dugc thich

UI/VM (caller) NoticeRepository Firestore

createFriendRequestNotice(requesterId, requesterName, targetUserId)

set users/{targetUserId}/notices/{noticeld}

createFriendAcceptedNotice(accepterld, accepterName, requesterId)

set users/{requesterId}/notices/{noticeld}

UI/VM (caller) NoticeRepository Firestore

Hinh 2.24 So do trinh tu gri thong bao 15i moi két ban va chap nhan
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NoticeCenter UI NoticeRepository Firestore
listenLatest(uid, limit)
realtime snapshots (DESC by createdAt)
4 ..............................................................
paginate(uid, limit, cursorDoc)
query users/{uid}/notices orderBy createdAt DESC
page of notices
4. ...........................................................................
List<Notice>
D L L L T PR TR LR PR LY |
markSeenBatch(uid, noticelds)
batch update seen = true
success
4 ...........................................................................
markAllSeen(uid)
users/{uid}.lastSeenAt = now
B
NoticeCenter UI NoticeRepository Firestore

Hinh 2.25 So dd trinh tu quy trinh dong bo hoa thong bao
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| Serven‘Repo)

Fal ™
| Sur kién hé théng (PostApproved/RSVP/Comment/Message) |
. )

v

|' create Notice {recipientld,type,title body target. read=rfalse createdAt} \|
4

|Client App/

| Foreground listener Firestore/FCM |
b -

rd ™ 4 ™y
| Céap nhat badge + hién thi bannerfin-app ] (Hién thi push notification (FCM) ]
b # b

| A |
P A
| User md tab Notifications ]

| Query notices (recipientld) sort desc |
S g

|r Render danh sach |
‘e

I 2

o

| User tap 1 notice :|
e 4

I J -,

' =y
| markReadinoticeld, read=true, readAt=now) |
b o

| Deep link téi man hinh dich (Post/Event/Chat/Group) | | Béng pop va gilt nguyén |
& j LY _.'

| — - |
rY-\

|r Céap nhéat badge (recount unread) |
p =

®

Hinh 2.26 So db hoat déng quan Iy théng bao

Chiurc nang ban beé
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R
)
\

Ngucn Dung

Ngu®i Ding Khac

/ ) -
—————_Huy KétBan >
s |

Hé Théng Quan Ly Ban Bé

’T"|m Kiém Ban Be

’Xem Danh Séch Ban Be‘

( Xem Loi M@i Két Ban

 Chan Ngudi Dung >

S~

( B4 Chan Ngudi Diing

C_Ch&p Nhan Ldi Mi

Hinh 2.27 So @6 Use Case chirc ning ban be

M ta Use Case Guri Loi Moi Két Ban

Bang 2.31 M6 t4 use case chirc ning giri 10i moi két ban

Tén Use Case

Guri Loi Moi Két Ban

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

Nguoi dung muodn két ban véi nguodi khac

va chua c6 moi quan h¢

Két qua daura

Loi moi két ban dugc giri thanh cong

Mo ta

Use Case cho phép nguoi dung gui o1

moi két ban dén nguoi khac

Mo ta chi tiét cac budc:
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- Bu6c 1: Nguoi dung tim va chon nguoi dung mudn két ban.

- Budc 2: Hé thong kiém tra trang thai quan hé hién tai giita hai nguoi.

- Bu6c 3: Néu chua c6 mdi quan hé, hé théng tao 10i moi véi trang thai "pending".

- Budc 4: Néu ngudi kia ciing da giri 101 moi, hé thong tu dong chap nhan (auto-

accept).

- Bu6c 5: Hé thong luu thong tin 101 moi vao co so dit licu.

- Budc 6: Hé thong guri thong bao dén ngudi nhan 101 moi.

- Budc 7: Giao dién hién thi trang thai 101 moi da gui.
Mo ta Use Case Chép Nhan Loi Moi Két Ban

Bang 2.32 Mo ta use case chiic nang chap nhan 161 moi két ban

Tén Use Case

Chép Nhéan Loi Moi Két Ban

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

C6 101 mo1 két ban dang cho va nguoi

dung la nguoi nhan

Két qua dau ra

Hai ngudi tr¢ thanh ban bé

Mo ta

Use Case cho phép nguoi dung chap nhan
101 moi két ban tir nguoi khac

MO ta chi tiét cac budc:

- Budc 1: Nguoi dung xem danh sach 151 moi két ban dén.

- Budc 2: Nguoi dung chon 161 mo1 mudn chap nhan.

- Budc 3: Hé thdng xic minh quyén chdp nhdn (chi ngudi nhan méi dugc chap

nhan).

- Bu6c 4: Hé thong cap nhat trang thai thanh "accepted".

- Budc 5: Hé thdng ghi nhan thoi gian chap nhan.

- Bu6c 6: Hé thong gui thong bao dén nguoi da guri 101 moi.

- Budc 7: Giao dién cép nhéat hién thi hai nguoi da la ban be.
Mo ta Use Case Tir Chdi Loi Moi Két Ban

Bang 2.33 Mo ta use case chire ning tir chdi 10i moi két ban

Tén Use Case

T Chéi Loi Moi Két Ban

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

C6 101 mo1 két ban dang cho va nguoi

dung 1a nguoi nhan
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Két qua daura

Lo1 moi két ban bi x6a

Mo ta

Use Case cho phép nguoi dung tir chdi 101

moi két ban tir ngudi khac

M0 ta chi tiét cac budc:

- Budc 1: Nguoi dung xem danh sach 10i moi két ban dén.

- Budc 2: Nguoi dung chon 101 moi mudn tir choi.

- Budc 3: Hé thong xac minh quyén tir chdi (chi ngudi nhan méi duoc tir chdi).

- Budc 4: Hé thdng x6a 10i moi két ban khoi co so dir lidu.

- Budc 5: Giao dién cap nhat x6a 161 moi khéi danh sach.

M6 ta Use Case Xem Danh Sach Ban Bé

Béng 2.34 Mo t4 use case chic nang xem danh sach ban bé

Tén Use Case

Xem Danh Sach Ban B¢

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

Nguoi dung truy cép trang ban be

Két qua daura

Danh sach ban bé duoc hién thi

Mo ta

Use Case cho phép nguoi dung xem tat ca

ban bé cua minh

Mo ta chi tiét cac budc:

- Bude 1: Nguoi dung mé trang quan 1y ban be.

- Bu6c 2: Hé thong tai danh sach ban bé c6 trang thai "accepted".

- Bué6c 3: Hé thong sap xép theo thir ty thoi gian két ban gan nhat.

- Budc 4: Nguoi dung xem danh sach vdi thong tin co ban cua tirng ban be.

- Budc 5: Nguoi dung c6 thé tim kiém trong danh sach ban beé.

- Budc 6: Nguoi ding c¢6 thé nhan vao ban bé dé xem chi tiét profile.

Mo ta Use Case Huy Két Ban

Bang 2.35 Mo ta use case chuc niang hity két ban

Tén Use Case

Huy Két Ban

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

Hai nguo1 dang 1a ban be

Két qua daura

Moi quan h¢ ban be bi x6a
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Mo ta

Use Case cho phép nguoi dung huy két
ban vdi nguoi khac

MO ta chi tiét cac budc:

- Bude 1: Nguoi dung mé danh séch ban be.

- Budc 2: Nguoi ding chon ban bé mudn hity két ban.

- Buoc 3: Hé théng xac nhan hanh dong huy két ban.

- Bu6c 4: Nguoi ding xac nhan mudn hiy két ban.

- Budc 5: Hé thong x6a moi quan h¢ ban be khoi co s¢ dir liéu.

- Budc 6: Giao dién cap nhat x6a ngudi do6 khoi danh sach ban bé.

Mo ta Use Case Chan Nguoi Dung

Béang 2.36 Mo t4 use case chiic nang chan nguoi dung

Tén Use Case

Chan Nguoi Dung

Tac nhan

Nguoi dung da dang nhap

biéu kién dau vao

Nguoi dung mudn chan nguodi khac

Két qua daura

Nguoi dung bi chin khong thé twong tac

Mo ta

Use Case cho phép nguoi dung chin
ngudi khac dé ngan tuong tac

MO ta chi tiét cac budc:

- Bude 1: Nguoi dung tim va chon ngudi dung muon chan.

- Budc 2: Nguoi dung chon tuy chon chan nguoi dung.

- Buoc 3: Hé théng xac nhan hanh dong chan.
- Buoc 4: Hé théng cap nhat trang thai thanh "blocked".
- Bu6c 5: Hé thong ghi nhan ai 13 nguoi chan.

- Bu6c 6: Nguoi bi chin khong thé gui tin nhan hay 161 moi két ban.

- Budc 7: Giao dién an ngudi bi chan khoi cac danh sach lién quan.

2.3. Thiét ké hé thong

Thiét ké hé théng NanaClu duoc xdy dung trén nguyén tic modular, tip trung vao

tich hop Firebase vai kién triic Android dé hd trg twong tac nhom hiéu qua. Qua trinh

thiét ké bat dau tir phan tich yéu cau, dan dén cac quyét dinh vé kién trac, dir liéu va

giao di¢n, ddm bdo tinh nhat quan va kha nang mé rong.
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2.3.1. Kién triic tong thé irng dung (MVVM va luéng dir li¢u)

Kién tric tong thé cia NanaClu tuan theo md hinh MVVM (Model-View-
ViewModel) da duogc liwa chon va phan tich chi tiét tai Chuong 1.4.3. Quyét dinh nay
dua trén ba yéu tb:

* Tuong thich cao véi Firebase realtime (Firestore listeners + LiveData/StateFlow)

« D& kiém thir (unit test coverage >80% cho ViewModel/Repository)

+ Giam 25-30% thoi gian phat trién so voi MVI+Compose [12].

Tuy nhién, nhu da thtra nhan & Chuong 1, MVVM c6 gidi han trong viéc quan ly
side-effects khi hé théng mo rong 16n (>100 man hinh) va khoé ap dung unidirectional
data flow nghiém ngit. Do NanaClu du kién chi c¢6 <50 man hinh chinh nén trade-off

nay duoc chap nhan.

observes calls

Data Layer

Presentation Layer Ul Layer

+ Orchestrate data sources

+ Firestore queries & transactions
+ Storage operations

+ Auth state management

+ Expose LiveData/StateFlow . -
+ Manage Ul state Activity/Fragment

+ Handle loading/error states (View)

!

ViewMode! Repository

push netification

render Ul (system delivered)

expose as state

T

map Firestore DTO to Model | CRUD / Query | Listen upload / download session / user state

\ Firebase Services\ X g

POJO Models £] £] £]
(User, Group, Post, Firestore Storage Auth
Comment, Message, Event, Notice...) 5

Cloud Messaging Realtime snapshots to Repository

(Backgroundfforeground handlers) via onSnapshot() / Flow

Hinh 2.28 So d6 kién trac MVVM cua tmg dung (MVVM Architecture Diagram)
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@
T
,1\ Activity/Fragment ‘ — I — T
User (View) | ViewModel Repository | Firestore ‘ | Storage ‘ |Auth |
: Freer riioaers 1
lUsertr[ggers f

! Tap action (e.q., Load Feed / Create Post)

i onAction(data)

:Request to Data Layer :

| loadData(params)
1 (suspend/async)

alt  / léuery data (read)]

' query(callection, filters, orderBy)

i initial snapshot (documents)

' _ emit state (LiveData/Flow) |

i render Ul (list, counters) i

loop )i [Realtime updates]

! snapshot update (added/modified/removed) |

! emit new state

| Ul diff & update

[Write data (¢reate/update)]
|

! upload media {optional)

i
'+ url / metadata

1 write document / transaction

I write ack / updated doc

1 success/failure state

| _ toast/snackbar + refresh |

[ P ded) L
IAuth (if ) f

| ensureSession()
T

| get current user / token

| User/session
i

‘ ViewModel ‘ Repository Firestore ‘ | Storage |Auth |

Activity/Fragment
b (View)

Hinh 2.29 So d6 ludng dit liéu cua tmg dung (Application Data Flow Diagram)

Ludng dir liéu Realtime trong MVVM
Firestore (Server)
| (Snapshot Listener)
Repository (addSnapshotListener)
| (LiveData.postValue)
ViewModel (LiveData exposure)
| (observe())
View (RecyclerView update)
Céc thanh phan chinh:
Repository Layer:
+ Gan addSnapshotListener() 1én Firestore query
» Khi co thay ddi, callback duoc kich hoat — cap nhat LiveData
* Tu dong detach listener khi khong con observer (tranh memory leak)
ViewModel Layer:
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* Expose dir li¢u dudi dang LiveData<List<T>> hodc LiveData<T>

« Khong giit reference truc tiép dén Firestore

« Sir dung MediatorLiveData dé két hop nhiéu ngudn dir liéu (vi du: Group +

Members)

View Layer:

* Goi viewModel.getData().observe(this, data -> { updateUI(data); })

* Ty dong nhan cap nhat khi dir li¢u thay ddi tir server
Vi du minh hoa ting budc “khi nguoi dung A gui tin nhan trong chat”:

1. MessageRepository.sendMessage() ghi vao Firestore.

2. Firestore kich hoat snapshot listener & nguoi dung B.

3. ChatViewModel nhan dugc List<Message> moi qua LiveData.

4. ChatRoomActivity tu dong render tin nhan méi vao RecyclerView.

Cic pattern cu thé dwoc dp dung:

Pattern 1: LiveData voi SnapshotListener co bdn

St dung trong cac truong hop don gian nhu lay thong tin mot chat room hodc mot
post:

// Trong ChatRepository.java

public LiveData<Chat> getChatLiveData(String chatld) {

return new LiveData<Chat>() {

private ListenerRegistration registration;

@Override
protected void onActive() {
// Khi c6 observer dau tién
registration = db.collection("chats").document(chatld)
.addSnapshotListener((snapshot, error) -> {

if (error !=null || snapshot == null) {

postValue(null);
return;
b
Chat chat = snapshot.toObject(Chat.class);
postValue(chat);
$);
}
@Override
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protected void onlnactive() {
// Khi khong con observer nao
if (registration != null) {

registration.remove();

s
b
Uu diém:
* Listener tu dong bat/tét theo lifecycle cua View.
* Tranh memory leak khi Fragment/Activity bi destroy.
* Firestore tw dong sync khi online tr¢ lai.
Pattern 2: MediatorLiveData két hop nhiéu nguén
Str dung khi can két hop dir liéu tir nhiéu collection (vi du: Group + Members):
// Trong GroupRepository.java
public LiveData<GroupWithMembers> getGroupWithMembers(String groupld) {
MediatorLiveData<GroupWithMembers> result = new MediatorLiveData<>();
LiveData<Group> groupData = getGroupLiveData(groupld);
LiveData<List<Member>> membersData = getMembersLiveData(groupld);
// Két hop 2 ngudn dit liéu
result.addSource(groupData, group -> {
if (group != null && membersData.getValue() !=null) {
result.setValue(new GroupWithMembers(group,
membersData.getValue()));

b
$);
result.addSource(membersData, members -> {
if (groupData.getValue() != null && members != null) {
result.setValue(new GroupWithMembers(groupData.getValue(),

members));

}
$)s

return result;

}
Uu diém:
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* Ty dong cap nhat khi BAT KY nguén nao thay ddi.
* Giam logic phuc tap trong ViewModel.
+ Pam bao UI ludn hién thi dit liéu dong bd.
Pattern 3: Transformations.map() cho bién déi dit liéu
St dung khi can xtr Iy/loc dit liéu trude khi dua dén View:
// Trong EventRepository.java
public LiveData<List<Event>> getUpcomingEvents(String groupld) {
LiveData<QuerySnapshot> rawEvents = getEventsSnapshot(groupld);
// Chuyén d6i QuerySnapshot — List<Event> va loc events trong tuong lai
return Transformations.map(rawEvents, snapshot -> {
if (snapshot == null) return Collections.emptyList();
long now = System.currentTimeMillis();
return snapshot.getDocuments().stream()
.map(doc -> doc.toObject(Event.class))
filter(event -> event.endTime > now)
.collect(Collectors.toList());
5);
h
Uu diém:
» Tach biét logic xtr 1y dir liéu khoi ViewModel.
« Transformation tu dong chay lai khi source LiveData thay dbi.
« D@ test vi chi la pure function.
Xir Iy 16i va offline persistence
Xir ly 16i:
« MBbi snapshot listener ¢6 block if (error !=null) dé catch exception.
e Ldi duoc wrap trong LiveData<Result<T>> v¢i sealed class chua
Success/Loading/Error state.
* ViewModel expose riéng LiveData<String> errorMessage dé View hién thi toast.
Offline persistence:
 Firestore twy dong cache writes khi offline vao local SQLite.
* Khi online tré lai, tw dong sync 1én server theo thir tu timestamp.
+ View khong can xtr Iy logic offline dic biét, chi hién thi loading state.
Tw danh gia kién tric
Uu diém di dat dwec:
+ Thoi gian response trung binh: chat 178ms, feed 320ms (déu <500ms target)

« Memory leak: 0 cases trong kiém thir 2 gior lién tuc

Sinh vién thyc hién: Ngo Ngoc Trung Anh  Huéng dan: TS. Poan Duy Binh 61



Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

* Code coverage: 82% cho Repository va ViewModel layers

Han ché cén lwu y:

* Chi phi Firestore reads tdng ty 1€ thuan véi sb lugng active listeners (800

reads/ngay voi 10 users test)

« Snapshot listener khong hd tro pagination native — can implement custom véi

startAfter()

* MediatorLiveData c6 thé giy race condition néu khong kiém tra null can than
2.3.2. Thiét ké co sé dit ligu Firestore (luge do collections va quan hé)

Thiét ké co s& dit liéu Firestore cho NanaClu st dung m6 hinh NoSQL tai li¢u, tdi
wu cho realtime sync theo huéng dan cua Firebase [13].

Céc collection chinh bao gom:

users cho hd so nguoi dung véi subcollection images va notices;

groups chtra siéu dir liéu nhom véi subcollection members, posts (c6 comments,
likes), events (c6 participants), va chats (c6 messages);

chats riéng cho chat private vd1 members va messages.

Quan h¢ duoc thiét 1ap qua reference fields nhu authorld trong Post trd dén
users/ {userld}, hodc groupld trong chat nhom. Thiét ké sir dung denormalization (vi
du: likeCount increment) dé giam truy véan, két hop index cho orderBy va
whereArrayContains, dam bao hiéu suit cao trong feed hop nhét hay chat realtime.
Security Rules kiém soat quan hé nay, chi cho phép doc/ghi dua trén membership, tir
d6 lién két chit ché véi yéu cau bao mét nhom.

Document Structure Tree (so do cay Firestore collections)

firestore/

|— chats

| L {chatld}
| (fields)
| - chatld: string

- type: string // "private

'||H

group"
- memberCount: number

- createdAt: Timestamp

- groupld: string // chi c6 & chat group
- lastMessage: string

- lastMessageAuthorld: string

|
|
|
| - pairKey: string // chi ¢ & chat private, dang uidA_uidB (d4 sap xép)
|
|
|
|

- lastMessageAt: number // millis
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|— members
L {userId}
L (fields)

- userld: string

|

|

|

|

| | - joinedAt: number

| | - hidden: boolean

| | - lastRead At: number
| | - clearedAt: number
| L messages

| L {messageld}

| L (fields)

| - messageld: string
| - authorld: string

| - authorName: string

| - type: string

| - content: string

| - createdAt: Timestamp
| - editedAt: number

| - deletedAt: number

| - replyTo: string

|

|

- fileAttachments: array

friendships
L {pairKey}
L (fields)
- pairKey: string

|_

|

|

|

| - members: array
| - status: string

| - requesterld: string

| - addresseeld: string

| - createdAt: Timestamp

| - updatedAt: Timestamp
| - acceptedAt: Timestamp
|

|— groups

| L {groupld}

// millis

// millis

// millis

// "text" | "image" | "file" | "mixed"
// text hoac URL

// millis

// millis

// [uidA, uidB]

// "pending" | "accepted" | "blocked" | ...
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| (fields)
| - postCount: number
| // Khong c6 field khac duoc tham chiéu trong repositories da quét
|
|— chats
| L {chatld}
| (fields)

- chatld: string

- type: string // "group"

- groupld: string

- memberCount: number

|
|
|
|
| - createdAt: Timestamp
| - lastMessage: string
| - lastMessageAuthorld: string
| - lastMessageAt: number // millis
|— members
| L {userld}
| Li(fields)
- userld: string
- joinedAt: number // millis

|

|

|

|

|

|

|

|

|

|

|

|
|
|
| | - hidden: boolean
|
|
|

|

|

|

|

|

|

|

|

|

|

|

|

- lastReadAt: number // millis
- clearedAt: number // millis
L messages

L {messageld}
L (fields)
- messageld: string
- authorld: string
- authorName: string
- type: string
- content: string
- createdAt: Timestamp
- editedAt: number // millis
- deletedAt: number // millis
- replyTo: string

- fileAttachments: array
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|— events

| L {eventld}

| Li(fields)

| // (khong c6 field dugc dinh nghia trong codebase)

|
|—10gs
| L {logld}
| Li(fields)
- groupld: string
- type: string
- actorld: string
- actorName: string

- targetType: string

|

|

|

|

|

| - targetld: string
| - targetName: string

| - message: string

| - createdAt: Timestamp

| - metadata: map

|

|— members

| L {userld}

| Li(fields)

| /I (khong c6 field dugc dinh nghia trong codebase)
|

|— pendingPosts

| L {postId}

| Li(fields)

| // (khong c6 field dugc dinh nghia trong codebase)
|

|— pendingUsers

| L {userId}

| L(fields)

| /I (khong c6 field duoc dinh nghia trong codebase)

|— posts
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L {postld}
| (fields)

- postld: string

- groupld: string

- authorld: string

- type: string // "text" | "image" | "
- content: string
- mediaCount: number
- createdAt: number // millis
- updatedAt: number // millis
- deleted: boolean
- likeCount: number
- commentCount: number
- pollTitle: string
- pollDescription: string
- pollMultiple: boolean
- pollAllowAddOption: boolean
- pollAnonymous: boolean
- pollHideResult: boolean

- pollDeadline: Timestamp

options
L {optionld}

| (fields)

| - text: string

| - createdAt: Timestamp

| - createdBy: string

| - voteCount: number

L votes

L {userld}
L (fields)
- votedAt: Timestamp

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
| - pollTotalVotes: number
|
|_
|
|
|
|
|
|
|
|
|
|
| - anonymous: boolean
|

|— comments

video" | "document" | "poll"
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L {commentId}
L (fields)
- authorld: string

- createdAt: Timestamp
- updatedAt: Timestamp

|

|

|

| - text: string
|

|

| - deleted: boolean
|

|
|
|
|
|
|
|
|
|
| | L {userld}
| | L (fields)
| | - likedAt: Timestamp
|

| L reports

| L {reportld}
| L (fields)

| - postld: string

| - reportedUserld: string

| - reporterUserld: string

| - reason: string

| - reasonDetail: string

| - timestamp: number // millis
|

|

|

|

|

|

- status: string // "pending

" | "reviewed" | "dismissed" | "action taken"
- moderatorld: string

- moderatorNote: string

- action: string

- priority: string // "low" | "normal" | "high"

L users
L {userld}
| (fields)
| - displayName: string
- photoUrl: string

|

| - email: string
| - createdAt: Timestamp
|

- lastSeenAt: number // millis
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L notices
L {noticeld}
L (fields)
- id: string
- type: string
- actorld: string
- actorName: string

- actorAvatar: string

- objectType: string // "post" | "comment" | "chat" | "event"

- objectld: string
- groupld: string
- eventld: string
- title: string
- message: string
- created At: number // millis
- seen: boolean
- targetUserld: stringCloud Storage (Firebase Storage)
|— chat images
L— {chatld}
L— {timestamp} {hash}.jpg
|— Original image file

- {timestamp} {hash} thumb.jpg (150x150)
- {timestamp} {hash} medium.jpg (800x800)

|

|

|

| L— Automatically resized versions:

|

|

| - {timestamp} {hash} large.jpg (1200x1200)
|

|— profile pictures
| L— {userId}

L— {timestamp}.jpg
|— Original image

- {timestamp} thumb.jpg (150x150)
- {timestamp} medium.jpg (400x400)

|

|

|

|

| | L Resized versions:
|

|

|

| L— post_images
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L— {postld}
L— {index} {timestamp}.jpg
|— Original image
L Resized versions:
- {index} {timestamp} thumb.jpg (150x150)
- {index} {timestamp} medium.jpg (800x800)
- {index} {timestamp} large.jpg (1200x1200)

group_posts
L— {groupld}
L— {postId}
|— {timestamp} video.mp4
I— {timestamp} thumb.jpg (320x180)
I— {timestamp} preview.jpg (1280x720)
L— {timestamp} hls/
|— playlist.m3u8
I— segment].ts

I— segment?.ts
I_ cee

|— documents

| I— group {groupld}
| | |— {userld} {timestamp} {filename}.{ext}
N
| L—user {userld}
| |— {timestamp} {filename}.{ext}
|
|

L— {eventld}
|— banner.jpg
| |— Original image
| L— Resized versions:
| - banner_thumb.jpg (300x150)
| - banner medium.jpg (1200x600)
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L— gallery
L— {timestamp} {index}.jpg
|— Original image
L— Resized versions:
- {timestamp} {index} thumb.jpg (150x150)
- {timestamp} {index} medium.jpg (800x800)

- {timestamp} {index} large.jpg (1200x1200)
B I

o userld: String

o displayName: String
o email: String

o photoUr: String

o status: String

o createdAt: Long

1,4 o lastLoginAt: Long

"

© Notice

o postld: String
o groupld: String

o authorld: String

likes | © content: String

o imageUrls: List<String>
o hasVideo: Boolean

o videoUrl: String

o createdAt: Long

o pending: Boolean

o noticeld: String
o recipientld: String

writes o title: String

o body: String

o targetType: String
o targetld: String

o read: Boolean

o createdAt: Long

o type: String ' POST_APPROVED/RSVP_UPDATE/COMMENT/CHAT

comments
*

@ Group

o groupld: String

0.40.* 0.*

@ I;ke o © Comment

o commentld: String

’ o likeld: String © name: String o postld: String
rsvp sends o postld: String o code: String - Str
o userld: String o ownerid: String Zauthord »trng

o content: String
o createdAt: Long

o createdAt: Long o requirePostApproval: Boolean
———— , |o createdAt: Long

1

hosts fembership roup chat

©7 0.* 0..
Event
e }-/ @ GroupMember @ Chat

o eventld: String
o groupld: String o groupld: String o chatld: String
o title: String o userld: String o type: String ! private/group
o description: String o role: String ' owner/admin/member o groupld: String
o startTime: Long o status: String ' active/pending o createdAt: Long
o endTime: Long o joinedAt: Long o lastMessageAt: Long

o createdBy: String

attendees

messages
0..* 0.4,

0.5 0.9.x © Message
© EventParticipant + | o messageld: String
o evenldld-sstring Z szzggélgus"t‘gng
o userld: String ; : . . 2
o status: String ' going/maybe/not 2:25;. Ssttrr:':‘é] teRimageiic
o updatedAt: Long o createdAt: Long
o attachments: List<FileAttachment>
1]
lattachments
o.*

@ FileAttachment

o fileld: String

o name: String

o mimeType: String

o sizeBytes: Long

o downloadUrl: String
o thumbnailUrl: String

Hinh 2.30 So d6 Class Diagram cho Models

Chién lugc Indexing cho Cac Truy van Phirc tap trong Firestore:
Cic Quy tic Co bdn vé Index:
* Tu dong tao Index

// Firestore ty dong tao index cho céc truy van don gian
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// Vi du: Ly bai viét mgi nhat
db.collection("posts")
.orderBy("createdAt", "desc")
Jimit(10)
* Composite Index
//Céc truy van phirc tap hon yéu cau composite index
// Vi du: Ly bai viét theo nhom va sap xép theo ngay
db.collection("posts")
.whereEqualTo("groupld", groupld)
.orderBy("createdAt", "desc")
Jimit(20)
//Can tao composite index cho groupld (ASC) va createdAt (DESC)
Cdc Mau Index cho cdc truwong hop sir dung cu thé:
* Phan trang va loc:
// Lay tin nhin trong nhom véi phan trang
db.collection("chats/{chatld}/messages")
.whereEqualTo("type", "text")
.orderBy("timestamp", "desc")
startAfter(lastVisible)
Jimit(20)
//Index can thiét:
//Collection: chats/{chatld}/messages
//Fields: type (ASC), timestamp (DESC)
* Tim kiém va loc da diéu kién:
//Tim su kién sap dién ra trong nhom
db.collection("groups/{groupld}/events")
.whereGreaterThanOrEqualTo("endTime", now)
.whereEqualTo("status", "active")
.orderBy("startTime")
Jimit(10)
//Index can thiét:
//Collection: groups/{groupld}/events
//Fields: status (ASC), endTime (ASC), startTime (ASC)
Téi wu hiéu suit:
* Tranh sir dyng != va not-in
// Khong nén
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db.collection("users")
.where("status", "!=", "banned") // Yéu cau full scan
* Gidi han Pham vi Truy van
// Tét hon: Gidi han theo nhém trudc
db.collection("groups/{groupld}/posts")
.whereEqualTo("isPinned", true)
.orderBy("pinnedAt", "desc")
Jimit(5)
* Su Dung array-contains Mt Cach Hop 1y
// Tim bai viét c6 tag cu thé
db.collection("posts")
.whereArrayContains("tags", "urgent")
Jimit(10)
//Index can thiét:
//Collection: posts
//Fields: tags (Array Contains)
Gidm sdt va toi wu
* Su Dung Firestore Console:
- Theo di c4c canh bao vé index bi thicu
- Phan tich hiéu suét truy van
« Sir Dung Firebase CLI dé qudn Iy Index
# Xudt cau hinh index hién tai
firebase firestore:indexes > firestore.indexes.json
# Thém index moi
firebase deploy --only firestore:indexes
2.3.3. Thiét ké giao di¢n ngwoi diing
Thiét ké giao dién ciia NanaClu tun thii nguyén tac Material Design 3, tip trung
vao tinh dé sir dung va kha ning tuong tic thoi gian thuc. Giao dién duge tap chung
cho cac ludng tac vy cot 16i ciia mang x4 hoi nhom nho, bao gdm dang bai, nhan tin va
tuong tac trong nhom. Giao dién chinh sir dung bottom navigation bar trong
HomeActivity véi bon tab chinh: Feed (bang tin hop nhat tir cac nhom), Groups (quan
1y nhém), Chat (danh sach hoi thoai), va Profile (hd so ¢4 nhan). Cau tric ndy dam bao
ngudi dung cé thé chuyén doi nhanh gitta cac luén chirc niang chinh mét cach truc
quan mot cham.

Mot vai giao dién chinh:
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Man hinh bang tin (Feed)

Man hinh Feed hién thi bai viét tir tdt c4 nhém ma ngudi dung tham gia, sir dung
RecyclerView két hop SwipeRefreshLayout dé hd tro 1am méi ndi dung bang thao tac
kéo xuéng. T6i wu hiéu nang duoc thuc hién thong qua DiffUtil cho RecyclerView va

Glide cho lazy loading hinh anh, giam thiéu thdi gian chd va tiéu thu bo nhé.

nhém con beo

fli u\:‘1|11l
Black Friday in 1500s
==

nhém con beo

W acll‘l‘\ E
@ =] =

Hinh 2.31 Giao dién Feed

Man hinh tao bai viét trong group (CreatePostActivity)

Giao dién tao bai viét méi voi EditText cho phép nhip noi dung, ImageButton dé
chon hinh anh tir thu vién va nat dang bai. Xt Iy phan quyén truy cdp bd nhé va hién
thi progress bar trong qua trinh tai Ién.

Ban dang nghi gi?
gidi thiéu ve cong nghe thong bi!ul

Hinh anh & Video

Hinh 2.32 Giao dién tao bai viét trong group
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Man hinh tro chuyén (ChatRoomActivity)
Giao dién phong chat sir dung RecyclerView hién thi danh sach tin nhan, v6i mdi
tin nhin duoc dat trong layout riéng biét cho tin nhén gui/nhan. Thanh nhap liéu phia

duoi bao gém EditText va nut gui, hd trg gii tin nhin vin ban, tép va hinh anh.

€ oeoeo

anh trung

v

anh trung
a
231thg 10,2025

anh trung

chao

6 ngly trsde

e @

Hinh 2.33 Giao di¢n phong chat

Man hinh thong bdo tdp trung
Hién thi danh sach thong bao dang cudn doc, moi thong bao chira anh dai di¢n, ndi

dung ngan gon va thoi gian. Sir dung CardView dé tao hiéu tmg ndi va phén tach giita

€ Thong bao

L&i mai két ban
anh trung da giri 161 méi két ban .
5 ngéy trutic

cac thong bao.

Sy kign méi

anh trung da tao su kién "tréng cl cai® .
trong nhém

S ngdy trute:

Tin nhin méi tir anh trung
€62 tin nhan méi

©

Bai viét cé binh lu@n méi

e anh trung d3 binh lujn bai viét cia ban
zano

Hinh 2.34 Giao di¢n thong bao tap trung
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Man hinh chi tiét sw kién (EventDetailActivity)
Hién thi day du thong tin su kién véi CollapsingToolbarLayout cho anh bia, kém
theo cac thong tin chi tiét nhu thoi gian, dia diém, mo ta va danh sach ngudi tham gia.

St dung ViewPager2 va TabLayout dé phan chia cac phan thong tin.

tro

tréng cu cai

Tir21/11/2025 ldc 16:23
bén 21/11/2025 lic 18:23

Q@ danéng

Ban c6 tham gia khong?

Tham ) C6 thé ) Khong

Tham gia Co thé Khéng Thao luén

Al ... e
Hinh 2.35 Giao dién chi tiét sy kién

Man hinh tao phiéu thim do (CreatePollActivity)

Hién thi form tao binh chon véi MaterialToolbar c6 tiéu dé& "Tao binh chon" va nit
quay lai. Sir dung ScrollView chta LinearLayout véi cac truong nhap liéu gom
TextInputLayout cho tiéu dé va mo ta, LinearLayout container cho cac lua chon (co
thé thém dong), cac MaterialSwitchMaterial cho cai dat nhu chon nhiéu, an danh, xem
danh sach nguoi chon, an két qua, va TextView cho deadline (cham dé chon). Cubi

cung 1a MaterialButton dé tao binh chon.
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< Tao binh chon

— Tiéu d@é binh chon

chon hinh con beo

— M0 ta toy chon

céac ban chon gitp minh hinh con beo

Lyachon
Lya chgn N a
. N
hinh a
Lua chon oz
’ } 25
hinh bf
Thém lya chen
Cho phép chon nhiéu .
Cho phép thém Iya chon .

An danh (khéng hién thi danh sach ngudi
chon) .

Cho phép xem danh sdach ngudi chon .

Khong cong ba két qua (chi hién thi lua
chon) .

Khéng gidi han thai gian (cham dé chon han két

Hinh 2.36 Giao dién tao phiéu tham do

Mot s6 so' @6 UI Flow (ludng giao dié¢n):
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( -Registemctivity- i

ap "Create account”

app launch (unauth) /back / success (auto-return)

LoginActivity

[ Signingln'\'

- S

success

/LoginSuccess-\’
7

A

navigate to main (post-auth)

‘/GrnupsFragment )
\ P,

Hinh 2.37 So dd Ul Flow: Auth

( GroupsFragment

1

( Listing 3

tap "Join by Code" cancel Jinvalid code (toast)

"JninGmupDialng-\

submit valid code + require approve \submit valid code + auto active

f Pendingjoin-" MemberActive |
- . o

A

joined; refresh list

post-auth |pending state shown

admin tap "Pending Members"

-
F

[ GroupPendingMembersActivity \‘|

' J

Hinh 2.38 So d6 UI Flow: Group

77
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CreatePostActivity

("Editing

media selected

tap “Add Image/Video" tap "Post" \upload/error -> retry

 PickingMedia | (Uploading |

tap “Create Post"

group no-approval

Pending\ Published |

show toast ‘submitted for review*

/GruupsFragment 7

A

admin tap "Pending Posts"

PendingPostsActivit y\

Hinh 2.39 So dd UI Flow: Post

open from user/group

ChatRoomActivity

snapshot listener diff

Viewing il

focus input

(Typing

tap attach

message appended

message with attachment

[ SendingText |
|

A

[ SendingFile

bt Y

Hinh 2.40 So dd Ul Flow: Chat
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EventDetail Activity

KViewing b

error (toast)

switch tab (Going/Maybe/Not) \tap Going/Maybe/Not \success (update counters)

|' RSVPListFragment ‘| /RSVPUpdating

en event /back

Hinh 2.41 So db UI Flow: Event & RSVP

open from bell icon

NotificationsScreen

|'(-Li5ting \|

realtime query
| (Firestore)
& =

tap notice item /back / deep link complete

rWewingNotice

e -

Hinh 2.42 So dd UI Flow: Notifications
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4

| Man hinh danh sach nhém |

Ny

[ chon nhém |

Man hinh chi tiét nhom

. Y "
[ Man hinh chi tigt nhém |

" i

[ Nh&n nat tao bai viét |
)

Man hinh tao bai viét

- A |
K N
| Man hinh tao bai vigt |

{ it
| Chen loai binh chon |

Man hinh tao binh chon
Man hinh tao binh chbn/

/_4;._\
| Mhap tigu dé |
-
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2.4. Thiét ké chi tiét cac chirc niang chinh va logic nghiép vu
2.4.1.Xac thwc va quan ly nguwoi dung

Nén tang Iy thuyét

Theo Community of Practice framework [5], Domain la yéu t6 dau tién ciia cong
dong thyc hanh. Yéu té nay doi hoi mdi thanh vién phai c¢6 danh tinh rd rang, 6n dinh
va duoc xac thuc dé tham gia vao khong gian chung. Trong mang x3 hdi nhom nho,
viéc thiét 1ap danh tinh khong chi 14 yéu cu k¥ thuit ma con 1 nén tang xay dung
bonding social capital. Nhd profile xac thuc, cac thanh vién méi co thé tin twong 1an
nhau va hinh thanh méi quan hé bén viing.

Nguyén tic thiét ké hé thong xac thue
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Hé thong xac thuc ctiia NanaClu dugc thiét ké véi ba nguyén tic xuét phat tir Iy thuyét:
1. Téi wu hoa trai nghiém dang ky:

Pé dap ung nhu cau "thudc vé" (da trinh bay tai muc 1.4.1), NanaClu tbi gian
quy trinh dang ky dé tranh ngudi dung bo cudc. Theo nghién ciru cia Baymard
Institute [14] vé UX form dang ky, mdi trudng input bo sung 1am ting 3-5% ty
1¢ drop-off. Do do, ing dung chi yéu cau email/mat khau téi thiéu hodc hd tro
dang nhap Google mot cham (OAuth 2.0).

Kiém thtr ndi bo cho thay thoi gian trung binh dé dang ky 1a 28+5 giay, thap
hon dang ké so voi cac form truyén thong thuong mat 2-3 phat. Tuy nhién, can
lwu y day 1a két qua tir moi truong kiém thir ndi bo, chua phai nghién ctru ngudi
dung thuc quy mo 16n.

2. Ty dong khai tao profile nguoi dung:

Profile ngudi dung duoc ty dong khoi tao ngay 1ap tic (upsert) dé dam bao
danh tinh (Domain) ton tai trong co s& dit liéu ngay khi hoan tit xac thuc. Piéu
nay hd trg cac twong tac tiép theo nhu tham gia nhom va ding bai ma khong can
budc trung gian, ddng thoi phan anh yéu cau k¥ thuat "chi phi van hanh gan zero"
vi khong can admin thu cong duyét tai khoan.

3. Bao mat da 16p:

Bao mat duogc thiét ké dé bao vé strong ties trong nhom nhd - noi tin nhin
riéng tu va nd1 dung nhay cam dugc chia sé thuong xuyén. Theo Social Capital
Theory bonding capital chi phat trién khi ngudi dung cam thay an toan. Mot 1an
vi pham bao mat c6 thé pha hity niém tin cong ddng. Hé thong str dung Firebase
Authentication 1am 16p bdo mét chinh dugc phat trién boi Google, dugc dam bao
tiéu chudn bao mat cip doanh nghiép. B6 sung tury chon PIN lock cuc bd cho céac
thiét bi chia sé.

Trién khai ky thuit:
1. Pang ky va dang nhap:

Xac thyc nguoi dung dugce trién khai nhu mot cira ngd linh hoat, tdn dung
Firebase Authentication dé hd tro da phuong thirc:

bang ky Email/Password: Str dung FirebaseAuth.createUserWithEmailAnd
Password() dé tao tai khoan, sau d6 tu dong tao document users/{uid} trén
Firestore vdi cac truong metadata: userld, createdAt, email, displayName, va
status mic dinh "online". Logic nay dam bao ngudi dung c6 ho so san sang ngay

sau khi dang ky, véi lastLoginAt dugc dong bo bang System.currentTimeMillis().
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Dang nhdp Email/Password: Sau khi x4c thuc qua FirebaseAuth.signInWith
EmailAndPassword(), hé thong cép nhat users/{uid} véi lastLoginAt va status
"online" d¢ duy tri trang thai nguoi dung realtime.

Ping nhap Google: Qua trinh st dung ID token dé tao AuthCredential qua
GoogleAuthProvider.getCredential(), sau d6 goi signlnWithCredential() va upsert
document véi SetOptions.merge() dé hop nhat dir liéu tr Google (nhu
displayName, photoUrl) ma khong ghi d¢ cac trudng hién c6. Cach tiép can nay
dac biét hiru ich khi xur Iy nguoi dung quay lai, noi thong tin tr Google dugc uu
tién nhung van giit nguyén céc tiy chinh trude do.

2. Quan ly phién va bao mat

Dang xuét: Trude khi goi FirebaseAuth.signOut(), hé théng cap nhat status
thanh "offline" va don cache qua CacheManager dé tranh luu trit dit liéu nhay
cam khi thiét bi bi mat.

Cap nhat profile: UserRepository hd trg cip nhat ting trudng nhu displayName
hoic photoUrl qua update() method véi HashMap, t6i wu hoa chi phi ghi Firestore
bang cach chi thay d6i cac truong can thiét.

Bao mat PIN (tuy chon): PIN dugc luu trit cuc bd trong SharedPreferences
("security") véi pin_enabled (boolean) va pin_hash. Viéc bat/tit PIN duoc xir Iy
trong SecurityActivity, noi c6 dialog xac nhan dé tranh thay doi ngiu nhién.
Kiém tra PIN dién ra tai PinEntryActivity khi mé ung dung, véi co ché
failedAttempts dan dén forceLogout néu vuot qua gii han. Khi dang nhép user
méi, LoginActivity kiém tra last logged in user va reset PIN néu khac biét dé
ngin "ké thira" bao mat.

Xir 1y 16i
Exception tur Firebase dugc dich sang thong bao tiéng Viét (nhu "Sai mat khau" cho
wrong password) trong AuthViewModel va ddy qua LiveData dé UI hién thi toast,
dam bao nguoi dung nhan phan hoi r6 rang ma khong gian doan ludng.
Panh gia va han ché
Hé théng xac thuc da dap ung cac yéu cau co ban vé dang ky nhanh, tu dong khoi
tao profile va bao mat Firebase Authentication. Tuy nhién, mot s6 han ché can luu Vv
1. B4o mat PIN: Co ché PIN hién tai su dung hashCode() don gian, chua du manh
cho mdi truong production. Phién ban tuong lai nén 4p dung thuat toan hash an
toan hon (nhu berypt hoac PBKDF2).
2. Chéng brute-force dang nhap: Hién tai chua thiét 1ap co ché gidi han s 1an ding
nhap sai cho tai khoan Firebase Auth. Trong twong lai can tich hop Firebase

Security Rules hoac Cloud Functions dé phat hién, chin cac nd lyc brute-force.
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Cac han ché nay da dugc xac dinh va s& dugc giai quyét trong cac phién ban tiép
theo dé nang cao bao mat tong thé ciia hé thong.
2.4.2. Quadn ly nhom

Hé thdng quan 1y nhom trong NanaClu duoc thiét ké theo kién trac phéan tan st
dung Firestore, tap trung vao viéc xdy dung cong dong linh hoat v&i phan quyén rd
rang giita Owner, Moderator vi Member. Kién tric nay tan dung subcollection cila
Firestore dé t6 chirc dit liéu mét cach tdi wu, dam bao tinh realtime va kha nang mao
rong cao.

Thiét ké churc nang Quan ly nhom dugc dinh hinh bdi cac rang bude: dir liéu
realtime, chi phi doc/ghi cua Firestore, yéu cau phan quyén chit chg, va kha ning mo
rong khi cong dong 16n dan. Trong tdm 1a mo hinh role-based access control
(owner/admin/member) van hanh trén mot cAu trac tai liéu cd dong: mdi nhom anh xa
vao groups/{groupld} va thanh vién nam trong groups/{groupld}/members/{userld}.
Ly do: tach member thanh subcollection gitip giéi han truy van theo group, tranh quét
toan cuc; dong thoi cho phép gin metadata theo thanh vién (role, joinedAt, status) va
dat chi s6 (index) t8i wu cho cac truy van duyét/chain/dém thanh vién.

Kiém duyét noi dung (pending posts) duoc tich hop ¢ cdp nhoém nham tao “van”
chat lugng, dac biét quan trong vo1 nhom cong khai. Chung t61 chon co ché pending
thay vi hau kiém thuan tay vi Firestore khong hd trg trigger server-side mac dinh; viéc
chu dong danh dau trang thai ngay khi ghi bai viét gitip UI va phép loc hoat dong nhat
quan, giam phu thudc vao dich vu nén. Doi lai, thiét ké nay chép nhan tinh nhat quan
cudi (eventual consistency) & viéc hién thi dém tong quan: cic trudng memberCount,
postCount dugc denormalize dé dap tng nhu cau hién thi tic thoi, cdp nhat bang cac
thao tac nguyén tir (FieldValue.increment) hoac batch; lya chon nay can béng gitra do
chinh xac tuyét ddi va chi phi truy van/do tré hién thi.

Céu hinh thong bao theo nhoém, hién tai khong phu thudc push OS (FCM chua bét)
ma dung in-app notices, tdn dung listeners firestore. Ly do: don gian hoa van hanh,
loai bo yéu cau ciu hinh ha tang push trong giai doan dau, dong thoi van dam bao
kénh phan hdi nhanh trong UI. Khi can mo rong, thiét ké hién tai da du tru viéc thém
FCM nhu mot kénh bo sung, khong pha v hop dong dir licu.

Nhat ky hoat dong (logs) va théng ké (statistics) duoc thiét ké nhu 16p quan sat van
hanh. Thay vi tinh toan dong mdi lan mé man hinh (t6n chi phi), dung cach luu céc chi
s6 khi ¢ su kién thay doi 16n (vi du duyét hang loat, chuyén quyén, tao bai viét). Piéu
nay phu hop mé hinh doc nhiéu hon ghi ciia man hinh tong quan. Tinh ning chuyén

quyén so hitu (transfer ownership) dugc xir Iy nhu mot giao dich c¢6 diéu kién: chi
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owner hién tai dugc phép chi dinh owner méi; cap nhat role dién ra theo thir tu xéac
dinh dé tranh trang thai “v6 chu”. Trén Firestore Rules, diéu kién dua role dam bao
khong thé vuot quyén tir phia client.

Vé kién triic g dung, mo-dun nhom tuan thit MVVM: GroupViewModel 1a diém
két ndi giita UI (GroupsFragment, GroupSettingsActivity, ...) va Repository. Ly do:
ViewModel gilt cache vong doi1 man hinh, gidm goi lai Firestore khi xoay man
hinh/diéu huéng, dong thoi cho phép hop nhat nhiéu ludng dit liéu (thanh vién, cai dat,
thong ké) thanh cac LiveData/State doc 1ap, tranh rang budc cting View-Data. Cac truy
van duoc chuan hoa theo mau: whereEqualTo + orderBy + startAfter dé hd trg phan
trang, tranh tai toan bo; indexes dugc cau hinh cho cic truy van pho bién (loc theo
status/role). P6i véi anh dai dién/anh bia, Storage thay cho base64 nham giam kich
thudce tai liéu, cai thién tbe do tai va cho phép Glide/HTTP caching; tai li¢u nhom chi
gilr imageld/URL, gidm rui ro vuot gidi han kich thuéc document.

Vé bao mat, Rules kiém soat theo role va membership: chi owner/admin dugc stra
thudc tinh nhém, quén 1y thanh vién; thanh vién chi stra dir li€u cua chinh ho (vi du roi
nhom). Moi thao tac nguy co diéu kién thi dua (race) nhu duyét thanh vién hang loat
hodc cap nhat dém déu khuyén nghi thuc hién béng batch/transaction dé dam béo tinh
bat bién va tranh trung 1ap. Nhitng lya chon trén hudng téi: t6i wu chi phi doc (dit hon
ghi trong Firestore), dam bdo trai nghiém realtime ¢ noi can thiét (duyét, théng ké nhe,
badges) va giit ranh gii quyén han rd rang ma khong phai xdy thém dich vu trung
gian. Tom lai, thiét ké wu tién kha nang md rong, tinh quan sat van hanh va trai
nghiém muot, dong thoi giit don gian hoa hé thdng trong khudn kho Firestore/Storage
va MVVM hién cé.

2.4.3. Quan ly sw kién nhom

Thiét ké mo-dun Sy kién xudt phat tir nhu cau diéu phdi hoat dong cong dong trong
nhom voi cac rang budc: dit liéu thoi gian (thoi diém bt dau/két thuc), tinh nhat quan
theo trang thai, va hiéu nang trén Firestore khi sb lugng sy kién 16n. M&éi su kién duoc
anh xa thanh mot tai li¢u véi cac thudc tinh co ban nhu title, description, startAt,
endAt, status va metadata nguoi tao. Ly do chon cAu trac tai liéu phéng cho su kién la
dé t6i wu truy van theo mdc thoi gian va trang thai; con méi quan hé v6i nhom duoc
gilt bang khoa ngoai (vi du groupld) hoic t6 chirc nhu subcollection dudi
groups/{groupld}/events/{eventld} khi can rang budc chit theo nhém. Véi Firestore,
tach participants thanh subcollection participants/{userld} gitp giéi han vung dir li¢u
theo timg su kién, dong thoi luu trang thai RSVP (attending/maybe/not_attending) va

thoi diém cap nhat dé phuc vu tinh nang dém/loc ma khong phai quét toan cuc.
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Vé nhat quan dir lidu, dém sd ngudi tham gia va cac chi s6 lién quan dugc
denormalize thanh truong s6 trén tai liéu su kién, cap nhat béng FieldValue.increment
hoic thong qua batch/transaction khi c6 thay d6i RSVP. Ly do: doc danh sach day du
participants dé dém rat ton chi phi khi quy mo 16n; trong khi d6, hién thi trén UI chu
yéu can con s6 tong hop tirc thoi. Thiét ké nay chap nhan tinh nhat quan cudi trong cira
sO thoi gian ngan, d6i lai giam chi phi doc va cai thién kha nang phan hoi UL Céc thay
doi trang thai sy kién nhu scheduled — canceled — end dugc ép theo quy dao mdt
chiéu (state machine don gian), tranh hoi quy trang thai gdy mo ho lich sir; cac chuyén
trang thai quan trong st dung transaction dé bao dam tinh nguyén tir giita cap nhat
truong status va cac chi s phu thudc.

V& trai nghiém, mo-dun cung cap hai goc nhin: danh sach su kién phén trang theo
startAt (EventList) va lich thang (Calendar). Danh sach wu tién truy vén
whereEqualTo(groupld) két hop orderBy(startAt) va startAfter ¢¢ dam bao ning luc
phan trang tuyén tinh; trong khi lich thang gom cac sy kién trong khoang thoi gian
[startOfMonth, endOfMonth], c6 thé bd sung composite index groupld + startAt dé t6i
wu. Thiét ké view calendar tach nhe khoi danh séach, tai sir dung cung nguén dit liéu dé
tranh 1dp logic. Thao luan su kién (EventDiscussion) dugc t6 chirc nhu mot kénh hoi
thoai gan sy kién (cing mé hinh v6i comments hoic chat nhe), 1y do 1a nhu cau tuong
tac thoi gian thuc trudc/trong khi dién ra; listener realtime chi bat khi man hinh &
foreground nham can bang chi phi.

Rang budc quyén truy cip dua trén vai tro nhém: owner/admin c¢6 quyén huy sy
kién, stra thong tin; ngudi tao ¢6 quyén cap nhat trong pham vi. Thanh vién thudng chi
dugc RSVP va tham gia thdo ludn. Firestore Rules phan anh rang budc nay duva trén
membership.role va createdBy, dam bao khong c6 thao tac vuot quyén tir client.
Nhiing thao tic nhay cdm nhu huy su kién hodc chinh stra khung thoi gian sau khi c6
nhiéu RSVP duoc kiém soat bang rule/logic tng dung dé bao vé trai nghiém nguoi
tham gia (vi du chin thu hep thoi luong con lai duéi ngudng ngin, yéu cau xac nhén).
Vé mui gio, thoi gian su kién luu ¢ epoch millis (UTC) dé dam bao don nhét trén
backend; trinh bay UI quy ddi theo Zoneld cuia thiét bi, tranh sai l1éch khi nguoi dung &
nhiéu mui gio.

Trong kién tric MVVM, EventRepository chiu trach nhiém ghi/doc
Firestore/Storage (néu c6 anh minh hoa), trong khi EventViewModel hop nhat céc
ludng: danh sach, chi tiét, participants, thao luan va cap nhat RSVP. Tang View bao
gom CreateEventActivity, GroupEventActivity, EventDetailActivity, EventList

Fragment, EventCalendarFragment, EventDiscussionFragment, RSVPListFragment.
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Ly do gitt ViewModel trung gian: tai sir dung cache vong doi man hinh, giam tan suat
doc, gom nhiéu ngudn dit liéu vao mot trang thai nhat quan cho UI. Tong thé, thiét ké
nay uu tién tinh mé rong, kiém soat chi phi doc trén Firestore, bio toan ranh gidi
quyén han, va cung cdp trai nghiém realtime c6 chon loc—dic biét quan trong trong
bdi canh cong dong ting trudng va su kién day dic theo thoi gian.
2.4.4. Bdng tin Feed va trang Group

Feed

Bang tin dugc thiét ké nhu dong chay ndi dung hop nhat tir nhiéu nhom ma ngudi
dung 1a thanh vién, wu tién tiéu chi “mdi nhat trudc” (sort theo createdAt). Ly do hop
nhat client-side thay vi truy van cross-group don 1¢ 1a dé tranh cac truy van Firestore
phtc tap/dat do voi diéu kién OR nhiéu groupld; ta thay bang chién luoc: 1y danh
sach group cia ngudi ding, truy van ting ngudn groups/{groupld}/posts theo
orderBy(createdAt) va “tron kénh” phia client (k¥ thuat merge k ludng), dam bao tinh
muot ctia Ul trong khi van kiém soat s6 lan doc. Dé phan trang, thiét ké dung
startAfter(createdAt) theo mdc phan tir cudi cia trang hién tai; pull-to-refresh reset
mbc phan trang, dong thoi cho phép so le cac ngudn dé han ché spike chi phi doc.

Realtime dugc dung c6 chon loc: thay vi bat listener lién tuc cho moi nguén, Feed
uu tién fetch dinh ky/pull dé giam chi phi nén, chi bat listener ngan (lifecycle aware)
khi can phan hdi nhanh (vi du khi ngudi dung dang & Feed va tan suat bai méi cao).
Céc bd dém nhu likeCount, commentCount dugc denormalize truc tiép trong tai liéu
Post gitp hién thi tic thoi ma khong can join nhiéu subcollection; day 1a danh dbi
chap nhan nhét quan cubi, bu lai giam s read cho mdi item trong danh sach. Anh dinh
kém str dung Firebase Storage thay vi base64 dé tranh vuot gidi han kich thudc tai liéu
va tan dung caching cua Glide.

Vé kién truc, PostRepository chuin héa cac miu truy van (per-group orderBy +
startAfter), hop nhit dir liéu trong PostViewModel dé cung cap mot dong dir liéu da
sip xép cho FeedFragment. Cach tich nay cho phép cache theo vong doi
Fragment/Activity, tranh goi lai khi xoay man hinh hodc chuyén tab. Véi Poll (khao
sat) nam trong Post, Feed chi can hién thi mot kiéu cell c6 kha ning “lazy bind” trang
thai vote hién tai (truy van hodc cache ndi b khi mé chi tiét) thay vi tai toan bg votes
ngay trén danh sach. Quyét dinh nay giam tai dang ké khi s6 ngudi binh chon 16n. Bao
mat dya trén membership: chi thay bai tir nhém di tham gia; rule Firestore chin truy
cap trai phép cross-group.

Group page
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Trang nhom dugc thiét ké nhu mot khong gian chuyén biét, chi hién thi noi dung va
thuc thé thuoc nhom hién tai dé tdi wu tinh lién quan va giam nhiéu. Khac véi Feed
(hop nhit da ngudn), trang nhoém cb dinh groupld lam khoa phan ving truy van: bai
viét tai groups/{groupld}/posts, thanh vién tai groups/{groupld}/members, su kién tai
groups/{groupld}/events (hoic trudng groupld néu to chirc events & root). Ly do ¢b
dinh pham vi 1a dé tan dung chi sb (index) theo groupld + createdAt, giam bang thong
va cho phép tang tan suét realtime ma khong ddi chi phi toan cuc.

Noi dung chinh gém: danh sach bai theo thoi gian (c6 thé bat kiém duyét pending &
cAp nhom), tong quan nhom (tén, mo ta, anh dai dién/anh bia tir Storage), sd liéu
denormalize (memberCount, postCount), danh sach thanh vién/role va khéi sy kién
sdp toi. Vi nhom bat kiém duyét, trang thai bai viét bi “chin hién thi” cho dén khi
dugc admin/owner duyét; quyét dinh dua kiém duyét vé cép nhém cho phép tuy bién
chinh sach ndi dung theo vin hoda ting cong dong, dong thoi don gian hoa rule:
role-based trén mot khong gian dit liéu khép kin. Thiét ké dém (member/post) tiép tuc
dung denormalization dé trang nhdm md& nhanh, dac bi¢t voi danh sach dai; cap nhat
bang batch/transaction khi ¢ join/leave hodc create/delete, dam béo tinh nguyén ti.

Realtime ¢ trang nhém c6 cuong do cao hon Feed vi pham vi hep: listener co thé bat
cho bai méi hodc binh luan “néng” trong PostDetailActivity, va cho thay d6i thanh
vién khi dang & man hinh quan tri. Quyét dinh nay dua trén quan sat: nguoi dung &
trang nhom thuong can cap nhat tuc thi (trdo chuyén trong post, duyét thanh vién); con
Feed yéu cau tiét kiém chi phi nén. V& kién trac, GroupViewModel hop nhét cac ludng
(thong tin nhom, thanh vién, cai dat, théng ké), trong khi PostViewModel xtr ly danh
sach bai thudc nhom; cac man hinh nhu GroupsFragment, GroupSettingsActivity,
GroupPendingMembersActivity, GroupBlockedUsersActivity,
GroupNotificationsActivity, GroupStatisticsActivity, GroupLogActivity,
TransferOwnershipActivity tdn dung cac LiveData/State da chuan hoa dé hién thj va
thao tac.

Bao mat/rule dya trén membership va role ddm bdo: chi thanh vién dugc doc ndi
dung ndi bo; admin/owner mai co thé duyét bai, ddi cai dat, chan thanh vién; nguoi
dung thudng chi thao tic trong quyén han (vi du roi nhém, tao bai néu policy cho
phép). Anh dai dién/anh bia tach qua Storage giup tai liéu nhom gon nhe va tai nhanh;
Glide dam bao caching va t6i uu bang thong. Két qua 1a trang nhém mang tinh
“contextual focus™: chi hién thi nhiing gi thudc vé nhom, cung cip realtime phong phu

trong pham vi, va t6i wu truy van bang phan ving theo groupld.
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2.4.5. Chikc ning nhdn tin nhém va riéng tw

Churc nang nhén tin 1a mot trong nhirng thanh phén cbt 161, duoc thiét ké dé hd tro
giao tiép lién mach gitra hai loai hinh: chat riéng tu (private) va chat nhom (group), véi
cAu trac dir liéu phan cdp rd rang trén Firestore. Chat riéng tu duoc luu tai
chats/{chatld}/messages/{messageld}, trong khi chat nhéom nim trong groups/
{groupld}/chats/{chatld}/messages/{messageld}.

Thiét ké md-dun nhin tin dua trén cac muc tiéu: phan hdi realtime muot, chi phi
Firestore tdi wu, tinh mo rong khi sé phong/tin ting, va kiém soat quyén theo bdi canh
(nhom hay 1-1). Dit liéu chuan hoa theo 3 thuc thé: Chat (phong), ChatMember (thanh
vién), Message (tin nhin). Mdi phong luu & chats/{chatld} (dbi voi 1-1/global) hoic
c6 thé 1a groups/{groupld}/chats/{chatld} (d6i v6éi phong gan nhom). Ly do tach
members va messages thanh subcollections 1a dé gidi han truy van theo phong, hd tro
phan trang tuyén tinh theo createdAt, va trdnh quét toan cuc. Trén tai li¢u Chat,
denormalize lastMessage, lastMessageAt, memberCount dé danh sach phong hién thi
nhanh ma khong can join nhiéu tai liéu; chap nhan nhat quan cudi nhung giam déng ké
s6 1an doc.

Véi nhan tin riéng tu (1-1), phong thudng c6 ding hai ChatMember. Ta cho phép
xdy dung khéa xac dinh duy nhat (vi dy hash c6 thir ty tir cap userld) dé tai sir dung
phong khi hai nguoi da c6 hoi thoai, tranh tring ldp. Ly do: giam sb phong roi rac, don
gian hoa logic 1y “phong 1-1 hién c¢6”. O nhan tin nhém, Chat gin v6i groupld hodc
dat dudi cdy nhom dé dong bd quyén: nguoi dung phai 1a thanh vién nhom méi
doc/ghi duoc; rule Firestore kiém tra membership/role, cho phép admin xir 1y kiém
duyét hoac gioi han loai ndi dung néu can. Bé can béng chi phi va trai nghiém,
listeners realtime dugc bat theo ngit canh: danh sach phong (ChatList) lang nghe thay
d6i han ché (dua trén lastMessageAt), con phong chat (ChatRoom) ling nghe
messages mdi voi orderBy(createdAt) va limit/startAfter cho phan trang nguoc (older
history).

Chién lugc phan trang: tai khdi tin gin nhat bang orderBy(createdAt, desc) + limit,
sau d6 “load more” i vé qua khur véi startAfter(lastLoaded.createdAt). Ly do: phu
hop hanh vi ngudi dung (xem tin méi), gidm thoi gian “time-to-first-message”. Trang
thai unread tinh client-side dya trén ChatMember.lastReadAt: mdi khi mé phong, cap
nhat lastReadAt=serverTimestamp dé UI suy ra s6 tin chua doc ma khong phai dém
dong. Thiét ké nay tranh read ton kém, lai di chinh x4c cho trai nghiém. Cac truong
nhu hidden hoidc clearedAt & ChatMember hd trg 4n mét phia hodc “x6a lich stt mdt
phia”: Ul loc messages c6 createdAt > clearedAt, dam bao lich st cii khong hién thi lai

nhung s€ tu hi¢n khi ¢6 tin mdi—dung mong doi nguoi dung.

Sinh vién thyc hién: Ngo Ngoc Trung Anh  Huéng dan: TS. Poan Duy Binh 88



Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Vé media, tin nhin type=imagelfile luu payload trén Firebase Storage;
Message.content gitt URL/imageld nham giam kich thudc tai liéu va tan dung caching.
Tir d6, cac gallery anh/tép tai sit dung ngudn messages da co, filter theo type ma
khong can bang phu. Pé giam chi phi nén, upload st dung nén client va chi load
thumbnail trong danh sach; ndi dung gbc chi lay khi ngudi dung md xem. Vé bao mat,
rule kiém soat: chi ChatMember méi doc/ghi message ciia phong; v6i phong nhém,
role admin c6 thé x6a ndi dung vi pham; block 1-1 c6 thé phan anh qua quan hé
friendships/blocked dé chan gtri/nhan.

Tinh realtime dugc thiét ké “co chon loc”: danh sach phong khong lang nghe toan
b messages ma chi dua vao lastMessageAt; phong chat lang nghe dai tin méi nhét;
background khéng duy tri listeners kéo dai dé tiét kiém read. Khi tich hop FCM sau
nay, chi cn thém 16p thong bao day cho su kién “co tin méi”, khong thay ddi hop
ddng dir liéu hién tai—ly do ban dau khong ding FCM 1a dé giam phirc tap trién khai
giai doan dau va vin ddp Gmg realtime qua snapshot listeners. Toan bd mé-dun duoc
boc trong MVVM: ChatRepository, MessageRepository thao tac Firestore/Storage;
ChatListViewModel/ChatRoomViewModel (hoic ChatViewModel néu ban gop) hop
nhat ludng messages/members/lastReadAt cho UI ChatFragment, ChatRoomAdctivity,
cung PhotoGalleryActivity, FileGalleryActivity, MembersActivity. Cach tdch nay cho
phép cache theo vong do1 man hinh, gom nhiéu nguén dir li¢u vao mot trang thai nhat
quan, d& kiém thtr va mé rong. Két qua 1a hé théng nhén tin c¢6 chi phi doc kiém soat,
realtime muot ding noi can, quyén han minh bach, va quy dao nang cip (FCM, dénh

dau da xem per-message, typing indicator) ro rang ma khong pha v& kién tric hién tai.

Bang 2.37 So sanh phuong 4n realtime cho chat

o ) . WebSocket )
Tiéu chi Firestore Snapshot Polling (REST)
(Socket.10)
Do tré trung binh | 250-300ms 150-200ms 500-1000ms
o $15-30/thang $10/thang (API
Chi phi infra $0 (BaaS)
(server) calls)
Offline support | Native (persistence) | Can code custom Khong
) 2 , P s Cao (maintain .
Phirc tap trién khai | Thap (SDK c6 san) Trung binh
Server)
Khoéng phu hop giai x
Luva chon Chon ep ‘pe bo tré cao
doan 1
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Két luan: Firestore Snapshot duoc chon vi (1) dap ting yéu cau do tré <300ms, (2)
chi phi gan zero phi hop nhém nho, (3) offline persistence native hd tro di dong.
WebSocket tot hon vé latency nhung can maintain server, khong phu hop giai doan
MVP.

Phuwong phap cap nhat dir liéu thoi gian thue (real-time) trong chat

Tinh ning chat theo thoi gian thuc 14 thanh phan ¢t 18i trong ing dung mang xa hoi
dinh hudng nhom nhu NanaClu, noi ngudi ding co thé trao d6i tin nhin riéng (1-1)
hodc trong nhom mét cach tirc thi. Khac véi cac hé théng truyén théng sir dung polling
dinh ky — von giy ton kém tai nguyén va do tré cao — NanaClu khai thac kha nang
ddng bo dir lidu thoi gian thuc ctia Cloud Firestore thong qua co ché snapshot listener,
két hop voi chién luoc denormalization va WriteBatch dé dam bao tinh nhat quan, hi¢u
suit cao va trai nghiém ngudi dung muot ma. Phuwong phap nay khong chi giam thiéu
chi phi truy van Firestore ma con hd tro offline persistence, giup tng dung hoat dong
on dinh ngay ca khi mat két ndi mang. Toan bo logic duoc trién khai trong goi
data/repository (ChatRepository, MessageRepository) va viewmodel (ChatListView
Model, ChatRoomViewModel), vo1 giao dién nguodi dung tai ui/chat (ChatFragment,
ChatRoomA ctivity).

Bang 2.38 So sanh ciu tric chat riéng va chat nhom trong NanaClu

) bPuong dan L oy
Loai chat ) bac diém chinh Ly do thiét ké chinh
Firestore
Top-level - “type: "private" - Tim kiém chat 1-1
collection - ‘pairKey ': uidl uid2 (uid | cyc nhanh O(1) qua
“chats/{chatld}" nhd trudce) ‘pairKey’
Chat - "'memberCount = 2° - Security rules don
riéng - Subcollections: gian: chi 2 nguoi
‘members/{userld}" va dugc doc/ghi
‘messages/{messageld}" - Khong phu thudc
vao group
Subcollection - “type: "group™ - Quyén truy cap tu
“groups/{groupld}/ | - "groupld’ referenc dong ké thira
Chat chats/{chatld}" - *memberCount’ ké thira tir | membership ctia
nhom nhom . gr01~1p
- Cung cau truc - Dé 4p dung rule: chi
subcollections thanh vién group maéi
thay chat
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- Gitr cau trac nhat

quén voi posts/events

Phuong phép cap nhét realtime st dung addSnapshotListener trong Message
Repository dé ling nghe thay doi trén collection messages. Query co ban la
chatRef.collection("messages").orderBy("timestamp",Query.Direction. DESCENDING
).limit(50), v&i pagination qua startAfter (dya trén snapshot cua tin nhin cil nhat).
Listener dugc gin trong setupMessageListener() ciia ChatRoomViewModel va remove
khi onCleared() dé tranh memory leak. Khi c6 thay d6i, QuerySnapshot dugc xir 1y
qua getDocumentChanges() dé tinh diff, sau d6 update LiveData<List<Message>> —
sit dung ListAdapter v6i DiffUtil.ItemCallback dé chi render phan thay d6i, giam CPU
load (Firebase Documentation, 2024).

Gui tin nhan st dung WriteBatch dé dam bao atomic, tranh race condition. Trong
MessageRepository.sendMessage(), cac thao tic bao goém: (1) Tao Document
Reference mdi cho message véi status "sending", (2) Thém message vao messages
collection, (3) Update chat document v&i lastMessage (ndi dung rat gon),
lastMessageAt (FieldValue.serverTimestamp()), lastMessageAuthorld (ID nguoi gui),
va updatedAt. Batch dugc commit mot lan, v&i xur 1y offline queue tu dong — Ul hién
thi "Pang gui..." va update thanh "DPa gtri" khi thanh cong.

Hién thi va tuong tac UI trong ChatRoomActivity sir dung MessagesAdapter extend
ListAdapter véi DiffUtil. LinearLayoutManager c6 stackFromEnd = false dé tin méi &
dudi, voi  OnScrollListener dé check isAtBottom va auto-scroll bang
scrollToPosition(size - 1) khi tin méi tr minh hoic dang & gan cudi.
pendingNewCount hién thi nat "Cudn xudng" khi ¢ tin méi ma khong & cudi. Load
more khi kéo xubng dung SwipeRefreshLayout.setOnRefreshListener() dé query
startAfter(anchorTs) va limit 20. clearedAt duoc kiém tra trong init ViewModel dé 4n
tin cli hon clearedAt, va tu update clearedAt = null khi c6 tin méi dé hién lai.

Pém tin chwa doc luu lastRead trong members/{userld} subcollection. Tinh unread
client-side bang cach dém messages where timestamp > lastRead — khong can query
server thém, giam cost $0.06/100K writes. markAsRead() update lastRead =
serverTimestamp() khi m& phong, goi tir ViewModel khi shouldMarkAsRead = true.

Gallery anh/tép trong PhotoGalleryActivity va FileGalleryActivity query Storage
refs tai chat images/{chatld}/ hodc chat files/{chatld}/, hién thi grid v&i Glide
caching. Thong bao in-app kich hoat khi c6 tin m&i (nguoi nhan khong & phong), dung
NoticeCenter singleton v&i snapshot listener dé update unreadCount va badge trén

Toolbar (ic_notifications active 24 néu >0).
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Offline persistence bat mic dinh Firestore, queue tit ca write (send, markRead)
trong local cache va sync auto khi online. UI phan anh trang thai bang status message

va refresh khi connected.

Client (Activity/VM) MessageRepository Firestore Server

Client online / Init fhatRoomViewModel

Goi setupMessagelistener()

Ping ky addSnapshotListener
orderBy(createdAt, ASC)
startAfter(anchorTs), limit(50)

ListenerRegistration attached in init()

Push QuerySnapshet (tin nhan méi/slra/xoa)

getDocumentChanges: Tinh diff

>

Update LiveDatac<List<Message>> (postValue)

Observe|LiveData

U

submitList vao Adapter véi Diffutil

U

notify changes chiitem bi anh huéng

U

Auto scroll néu isAtBottom hodc scrollToPosition(size-1)

U

Hién thi ndt 'Tin méi' ngu pendingNewCount > 0

U

clearedAt check trong init: Filter messages > clearedAt

lastRead update via markRead(): serverTimestamp

unread count: client-side dount timestamp > lastRead

U

Offline Queue

DBong bd queue khi online|(send, markRead)

UI: 'Dang guril.. -> 'Da guri'

remove() ListenerRegistration khi onCleared()

Client (Activity/VM) MessageRepository Firestore Server

Hinh 2.44 So d0 ludng cap nhat realtime véi snapshot listener

2.4.6. Chirc ning ban bé

Thiét ké mo-dun Ban bé giai quyét ba bai toan: tao mdi quan hé hai chiéu (mutual),
quan ly vong doi 101 moi (request — accept/decline/cancel), va cu xr voi trang thai
chin (block) dé bao vé trai nghiém. Firestore khong hd tro join, nén mé hinh dir liéu
duge tdi wu theo hudéng doc nhanh man hinh danh sach va dam bao bt bién quan h¢.
C6 hai cach to chirc pho bién: (1) bang quan hé toan cuc friendships/{pairld} (pairld la
ham bim co6 tht tr tr hai userld) hodc (2) subcollection dudi mdi user
(users/{uid}/friends/ {otherUid}). Vi codebase hién tai wu tién don gian héa truy van

theo nguoi dung, phuong an (2) tryc quan hon cho UI: danh sach ban cua to6i chi la
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mot truy van duy nhét theo users/{me}/friends. Tuy nhién, dé chéng “léch pha” hai
phia, ta b6 sung co ché ghi ddi xting bang batch/transaction: khi accept, cing liic ghi
hai tai liéu friend (A—B, B—A) dé bao dam mutual; khi unfriend, x6a c4 hai chiéu
trong cung transaction dé tranh rac.

Vong doi 101 moi tach riéng subcollection users/{uid}/friendRequests/{requestld}
hodc gdp vao cung “bang” ban bé vdi trudong status = pending | accepted | declined. Ly
do tach: danh sach pending c6 dic tinh truy van va quyén han khac voi ban bé da xéac
nhan; Rule ciing khac (nguoi nhan dugc doc/viét cap nhat, ngudi gii chi dugc hiy).
Khi chap nhan, hé thong chuyén tir ban ghi pending sang quan hé friend d6i xing; khi
tir chéi, x6a hoic luu lich st nhe (tuy yéu cau). Cac bd dém (friendsCount,
pendingCount) dugc denormalize vao tai liéu users/{uid} dé UI hién thi tirc thoi; cap
nhat bang FieldValue.increment trong transaction, giam chi phi doc khdi 16n.

Churc nang chan (block) dugc thiét ké doc 1ap v6i ban be nhdm dam bao wu tién
quyén riéng tu: mot block c6 hiéu luc ngay ca khi hai nguoi 13 ban, va phai “dé” moi
twong tac (chat 1-1, 101 moi méi, tim kiém dé xudt). Dir liéu c6 thé dat tai
users/ {uid}/blocked/ {otherUid} dé kiém tra nhanh chiéu “t6i chin ai” va 4p dung
trong rule. O phia hién thi, UI loc bo céac thuc thé lién quan (én hoi1 thoai 1-1, vo hiéu
héa nat nhin tin). Firestore Rules kiém tra: khong cho tao message 1-1 néu ton tai
block ¢ bat ky chiéu; khong cho giri 16i mdi néu bi block. Ly do: chuyén logic chinh
sach vé phia dir liéu dam bao an toan khi client thay doi.

V& hiéu ning, danh sach ban bé/pending dugc phan trang voi orderBy(createdAt) +
startAfter. Index dé xut: status+createdAt cho bang pending; createdAt cho danh sach
friends. Tim kiém nguoi dung dé g 16i moi  dung truy van
whereGreaterThanOrEqualTo(displayName) kém index, nhung khi dit liéu 16n can can
nhic Cloud Functions/Algolia—giai doan dau, ta wu tién giai phap Firestore don gian.
Pé tranh trang lap 10i moi/quan hé, khéa duy nhat gdm cip (senderld, receiverld);
trude khi tao 161 moi, kiém tra ton tai pending hodc da la ban, gidm xung dot nghi¢p vu.

Kién trac MVVM: FriendshipRepository goi toan bd thao tac (gui/huy/duyét, hiy
két ban, block/unblock) bang batch/transaction; ViewModel hop nhét ludng friends va
pending vao  LiveData/State = cho  FriendsActivity,  FriendsListFragment,
FriendRequestsFragment, BlockedUsersActivity. Quyét dinh tach Repository/VM gitp:
tai str dung cache theo vong doi man hinh, gom nhiéu ngudn di liéu (friends, pending,
blocked) véo trang thai duy nhat, va don gian héa kiém thir. Tich hop véi chat: khi tro
thanh ban, c6 thé goi y mo 1-1 chat (tao phong néu chua c6); khi block, cap nhat
ChatMember/UI dé an hoi thoai. Téng thé, thiét ké vu tién tinh nhat quan quan hé hai

Sinh vién thyc hién: Ngo Ngoc Trung Anh  Huéng dan: TS. Poan Duy Binh 93



Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

chiéu, quyén riéng tu rd rang, chi phi doc thap cho man hinh danh sach va kha ning
mo rong khi quy mo nguoi dung tang.
2.4.7. Chwrc nang bai dang

Thiét ké coi bai dang 14 thuc thé trung tim cia tuong tac trong nhom, vira dap (g
hién thi nhanh trén feed, vira hd tro mé rong sang dang khao sat ma khong pha v& hop
dong dir liéu. Mdi bai dugc anh xa vao groups/{groupld}/posts/{postld} va mang cac
thudc tinh c6t 18i: authorld, content, imageld (hodc danh sach), createdAt, cung céc
truong dém denormalize nhu likeCount, commentCount. Ly do denormalization: UI
danh sach can hién thi ngay s6 lugt thich/binh luan, trong khi truy vin dém dong qua
subcollection 1a ton kém; truong dém dugc cdp nhat bang thao tic nguyén tu
(FieldValue.increment) hodc batch dé can béng dd chinh xac va chi phi doc. Anh dinh
kém luu trén Firebase Storage thay vi base64 dé gitlr kich thudce tai liéu nho, tan dung
CDN va caching (Glide), cai thién toc do tai va trai nghiém cudn.

Dé hd tro bai khao sat, mo hinh giit hudng “mot hop dong — hai ché d6 hién thi”. Co
hai cach phd bién: thém truong type = post | poll ngay trong tai lidu Post, hodc suy
dién “poll” khi ton tai cac tap con tiy ¥. Lua chon dé xuét 1a thém truong type vi giup
Ul/adapter quyét dinh layout/logic nhanh, don gian hoa filter/paginate. Dir lidu cta
poll tach thanh subcollections: options/{optionld} (mé ta phuong an, sé phiéu) va
votes/{userld} (phiéu bau cua nguoi dung). Ly do tach: han ché xung dot cap nhat
déng thoi (mdi nguoi mot tai licu vote), hd tro kiém tra “da binh chon chua” béng mot
read ré, va c6 thé bao toan tinh riéng tu néu mudn an danh. Tong phiéu cua timg lya
chon c6 thé luu denormalize trong options dé hién thi tic thoi; day 13 danh d6i c6 chu
dich nham khong phai quét toan bg votes khi mé bai. Rang budc tinh hgp 1€ dugc thuc
thi ¢ client va rule: mdt nguoi chi dugce co tdi da mot votes/ {userld} trén mot poll; khi
da phat sinh vote, h¢ théng han ché stra danh sach lya chon (hoac dung versioning) dé
tranh sai 1éch théng ké.

Phén trang va hop nhat ngudn dit liéu dugc tdi vu theo ngit canh. O trang nhom,
truy van mot ngudn c¢b dinh groupld véi orderBy(createdAt) + startAfter, cho phép bat
realtime chon loc (listener khi dang & man hinh chi tiét hodc danh sach nhom). O feed
da-group, thay vi truy van OR (dit véi Firestore), thiét ké 1ay tirng ngudn theo groupld
ri tron client-side theo thoi gian; quyét dinh nay giam do phirc tap va kiém soat duoc
s6 luong read, nhat 1a khi nguoi dung tham gia nhiéu nhom. Véi poll, danh sach chi
hién thi thong tin rat gon (cau hoi, tong vote per option néu c¢o), con chi tiét két qua va
danh sach ngudi binh chon dugc tai khi ngudi dung mé chi tiét; diéu nay tranh tai

ning ¢ danh sach khi s6 nguoi binh chon 16n.
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Kiém duyét bai (pending) dugc dit & cap nhoém dé phu hop chinh sach ndi dung
theo cong dong: bai mai & trang thai chd néu nhom bat kiém duyét, giup admin/owner
loc ndi dung nhay cam trudc khi cong khai. Ly do dét pending sém ngay khi ghi Post
1a dé moi man hinh c6 thé loc théng nhét theo status, tranh ro ri noi dung chua duyét.
Bao mat dua trén Firestore Rules theo membership/role: chi thanh vién nhém mai doc
ndi dung ndi bo; chi tac gia co thé sira/xéa bai ciia minh trong khung chinh sach;
admin/owner c¢6 quyén duyét, an, hodc x6a theo quy dinh. Céc thao tac dé sinh race
(like/unlike, thém binh luan, ghi vote) duoc khuyén nghi di qua batch/transaction dé
bao dam tinh nguyén tir cap nhat dém va tai liéu lién quan.

Trong kién tric MVVM, PostRepository chiu trach nhiém chuan héa truy van
(per-group, feed merge), ghi/doc Post/Comment/Like, va thao tac phu trg cua poll (tao
options, ghi vote) néu khong tach repo chuyén biét. PostViewModel hop nhat céc
luéng dwr li¢u (danh sach, chi tiét, binh ludn, trang thai tuong tac) thanh mot trang thai
nhit quan cho UI (FeedFragment, PostDetailActivity, CreatePostActivity,
CreatePollActivity). Cach tach nay cho phép cache vong do1 man hinh, gidm read thura
khi xoay man hinh/diéu hudng, va giup adapter quyét dinh layout hién thi dwa trén
type cta bai. Tong thé, thiét ké vu tién: hop dong dir liéu thdng nhéat cho ca post va
poll, hi¢u nang doc cao (denormalization), phan trang tuyén tinh, va realtime chon
loc—dam bao feed muot, chi tiét day da khi ngudoi dung drill-down, va van giit bién

bao mat ro rang theo vai tro trong nhom.
2.5. Quy tic bao mat va tdi wu héa
2.5.1. Firestore Security Rules

Firestore Security Rules trong NanaClu hoat dong nhu mot 16p tuong ltra linh hoat,
kiém soét truy cap dua trén xac thuc va vai tro ngudi dung, dam bao chi nhiing doi
tuong hop 1¢ méi tiép can dir liéu nhay cam. Quy tic dugc dinh nghia theo cau trac
ciy match, véi request.auth != null 1a diéu kién co ban dé ngan chin truy cap khong
xéc thuc. Vi dy, doi voi users/{userld}, quy tic giéi han read/write chi cho phép néu
request.auth.uid == userld, bdo v¢ thong tin c4 nhan nhu displayName hay photoUrl,
ddng thoi mo rong dén subcollection images véi cung diéu kién dé tranh 16 anh ca
nhan. Tuong tu, groups/{groupld} kiém tra read dua trén isPrivate == false hoic
exists(groups/{groupld}/members/{request.auth.uid}) dé cho phép truy cidp metadata
nhom néu public hodc 1 thanh vién, trong khi update/delete yéu cau role owner/admin
tir get(members/ {request.auth.uid}).data.role — mot co ché tinh té gitp thuc thi phan

quyén trong cac hanh dong nhu duyét bai hoic kick member.
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Quy tic mé rong dén posts, comments, likes va events dudi groups, noi tat ca déu
yéu ciu membership cho read/create, va authorld hodc role owner/admin cho
update/delete, tranh lam dung nhu spam binh ludn hodc stra ndi dung nguodi khéc.
Storage Rules bd trg bang cach rang budc size < 20MB cho video va contentType
matches('video/.") dé kiém soat upload, chi cho phép authenticated users voi default
match /{allPaths=} dé doc/ghi céc file khac. Tong thé, cac rules nay khong chi nang
cao bao mat ma con to6i vu hoa bang cach day kiém tra xudng server, giam tai cho
client va lién két vai logic nhu membership check trong ShareLinkUtils.

2.5.2. Denormalization (cdc truong “dém )

Denormalization 13 chién lugc then chét dé hd tro realtime counting trong NanaClu,
noi cac truong nhu count dwgc lwu trit va cidp nhdt truc tiép qua
FieldValue.increment/decrement, gitip giam truy van tinh toan va ting toc do hién thi
metadata. Vi du, postCount trén group dugc increment khi createPost hodc
approvePendingPost qua batch update véi FieldValue.increment(1), dam bao sé luong
bai viét ludn chinh xac ma khong can query toan bd posts, dong thoi lién két véi
logGroupAction dé ghi lich sir thay d6i. Tuong tu, likeCount trén post duoc diéu chinh
qua like/unlike, v&i batch set/delete likes/{userld} kém increment(+1/-1), tranh race
condition khi nhidu ngudi twong tic cung lic va hd trg toggle like trong
PostDetail Activity.

CommentCount dugc cap nhat khi addComment hodc deleteComment, su dung
FieldValue.increment dé dong bo s6 lwong binh luan, trong khi replyCount trén
comment cu thé ting khi thém reply — mot cach tiép can gitp UI nhu
PostDetailActivity hién thi count ngay 1ap tirc ma khéng tai toan bo subcollection. Vi
chat, memberCount duogc increment khi addMember va decrement khi removeMember,
hd tro hién thi kich thuéc phong chat realtime. Group memberCount ciing duoc
decrement khi kick thanh vién tor ReportDetailFragment, ddm bao dashboard admin
luén phan anh chinh xac. Cac truong nay khong chi giam chi phi ma con lién két véi
logic nghiép vu nhu updateEventCounts trong RSVP, tao nén hé théng dir liéu nhat
quén va hi¢u qua.

2.5.3. Indexing (Composite & Single-field)

Indexing trong NanaClu dugc thiét ké dé hd tro hiéu qua cac truy van phuc tap
thuong gap, dic biét véi cac thao tic orderBy va where, nham giam thoi gian phan hoi
va toi wu chi phi doc Firestore. Duéi day 1a chién lugc indexing duoc dé xuat:

Cac loai Index chinh:
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- Single-field Index: Puoc tao tu dong boi Firestore cho hau hét cac truong, hd
trg cac truy van co ban.
- Composite Index: Can duoc khai bao tudng minh cho céc truy van két hop
nhiéu diéu kién va sap xép.
Chién lwoc t6i wu Index:
- Uu tién céc truy van realtime: Céc index duoc uu tién tao cho nhiing truy van st
dung addSnapshotListener, nhu tai feed bai viét va tin nhan chat.
- Giam thiéu s6 lugng index: Thiét ké index bao quéat duoc nhiéu use case nhat co
thé dé tranh chi phi luu trit va duy tri khong can thiét.
- Str dung array-contains mot cach than trong: Mac du hitu ich cho viéc tim kiém
trong mang, index cho array-contains c6 thé ton kém va can duoc danh gia dwa
trén tan suét str dung.
Quain ly Index:
Cac index nay duoc dinh nghia trong file firestore.indexes.json va trién khai ty
dong thong qua Firebase CLI. Firestore Console duoc st dung dé giam sat hiéu suét

va canh bao vé céc truy van can index mai.
nanaclub v

Cloud Firestore »

Database Add database ( 4 Ask Gemini about the core concepts to use Fireslore)

Data Rules Indexes Disaster Recovery Usage % Extensions
Composite Single field
Add index
Collection 1D Fields indexed (9 Query scope Index ID Status
messages G type e createdAt e __hame__ Collection CICAgJimT14AK Enabled
members 0 userld o status o role 0 oinedAt 0 __name__ Collection group CICAgOjXh4EK Enabled
0gs @ e @ createdAt @ _name_ Collection CICAQJj7zZ4EK Enabled
eports 0 status 0 timestamp 9 __name__ Collection CICAgJjF9olK Enabled
comments 0 parentCommentld 0 reatedAt 0 __hame__ Collection CICAgJiUpoMK Enabled

ltems per page 10w ~50f5

Hinh 2.45 Giao dién quan ly Composite Index trong Firebase Console

2.5.4. Téi wu chi phi & higu sudit

Téi wu chi phi va hi¢u suét trong NanaClu dugc thuc hién qua cac co ché quan ly tai
nguyén thong minh, ddm bdo Gng dung chay mugt ma ma khong lang phi doc/ghi
Firestore. Listener lifecycle dugc kiém soat chat chg, nhu trong ChatRoomViewModel
noi messagesReg dugc remove trudc khi attach mdi, va hoan toan detach trong
onCleared() dé tranh ro ri bd nhé khi Fragment khong visible. Pagination s dung
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limit(pageSize) két hop startAfter(lastVisible) trong PostRepository.getGroupPosts
Paged, giup tai dit liéu theo 16 nhé (vi du: 5 bai/lan) thay vi toan bo, dic biét hiéu qua
trong feed hop nhét da group.

Batch write dugc ap dung rong rdi cho cic thao tac tan suat cao, nhu trong
like/unlike véi WriteBatch dé dong bo document likes va likeCount trong mot commit
duy nhat, giam s6 luong ghi xudng muc t6i thiéu. Offline persistence duoc dé cap
trong tai liu voi FirebaseFirestoreSettings.setPersistenceEnabled(true), cho phép ting
dung su dung cache cuc bo khi mat mang va dff)ng bo tu dong sau d6. Nhiing tdi vu
nay khong chi gidm chi phi (dudi 300 doc/ngay/ngudi theo udce tinh), nadng cao trai
nghiém nhu progress bar trong upload va trang thai refreshing trong SwipeRefresh
Layout.

2.5.5. Cdc so do hé thong lién quan
So d6 ludng quyén truy cap dir lidu:

Trong hé thdng Firestore, viéc dam bao mdi ngudi dung chi duogc truy cip dung dir
lidu ma ho c6 quyén 1a yéu cau bat budc dé bao vé quyén riéng tu va tranh ro ri thong
tin giita cdc nhém. So d6 2.33 trinh bay mo hinh phan quyén theo dang cdy phan cip
(hierarchical authorization tree) bat ddu tir tai liéu ca nhan cua nguoi dung
(users/{userld}), tiép theo 1a cac nhom (groups/{groupld}), bai viét (posts/{postld}),
binh luan va luot thich.

MGdi cép dir liéu chi cho phép doc/ghi dua trén vai tro thuc té ctia ngudi dung tai cap
do6 (owner, admin, member, public hodc chinh chu). Quy tdc duoc trién khai hoan toan
bang Firestore Security Rules voi cac ham phu tro request.auth.uid,
resource.data.authorld,
get(/databases/$(db)/documents/groups/$(groupld)).data.members[request.auth.uid],
V.V.

Viéc str dung so do cdy phan quyén gitp:

- Phat hién sém cac 16 héng bao mét tiém an trude khi viét rules thuc té.

- Pam bao nguyén tic least privilege (quyén tdi thiéu).

- D& dang bdo tri va m& rong khi thém tinh ning méi (vi du: vai trd moderator,

nhom kin, bai viét riéng tu).
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read: request.auth.uid == usend]

users/{userid}

write: request.auth.uid == userld

Security Rules Flow

read: public OR memberOf(groupld, uid)]

write: rolein(groupld, uid) in ["nwner","admin"]]

groups/{groupld}

r(create; memberOf(groupld, uid)]

read: memberOf(groupld, uid) OR gmupPuinc(groupld)j

update: isAuthor(postid, uid) OR roleln(groupld, uid) in ["owner","admin"]j

posts/{postid} delete: isAuthor(postid, uid) OR rolein{groupld, uid) in ["owner","admin"]

create/read: memberOf(groupld, uid))

comments/{commentid}

update/delete: isAuthor(commentid, uid) OR rolein{groupld, uid) in ["owner","admin"])

create: memberOf(groupld, uid) AND uid == userldj

likes/{userid}

delete: uid == userld OR roleln(groupld, uid) in ["owner","admin"]]

read: memberOf(groupld, uid) OR groupPuinc(groupldJ)

events/{eventld} create/update/delete: rolein(groupld, uid) in ["ownar","admin"])

participantsf{userld}erite: uid == userld AND memberOf(groupld, uidjj

Hinh 2.46 So do luéng quyén truy cap dit liéu

Co ché dém phén tin

Pém phan tan 14 mot k¥ thuat t6i uu trong Firestore, dugc thiét ké nham dém sd
lugng tai li€u con mdt cach hiéu qua ma khong can truy xuét toan bo dir liéu. Trong
mg dung NanaClu, co ché nay dugc ap dung dé:

* Theo ddi s6 lwong thanh vién trong mdi nhom.

« Pém tong sb bai viét thudc timg nhom.

* Quan Iy s luong twong tac nhu luot thich va binh luan.

* Theo ddi phan hoi cho cac binh luan.

Nguyén Ly Hoat Dong:

Vi du v6i hanh dong khi mot ngudi dung tham gia vao nhom, dém tong s6 bai viét
thudc tirng nhém,dém luot tuong tac,... Hé théng thuc hién déng thoi hai thao tac:
Thém thong tin thanh vién vao subcollection members:

// Thém tai li€u méi vao subcollection members

db.collection("groups").document(groupld)
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.collection("members").document(userld).set(memberData);
Tang gia tri bd dém memberCount 1én mot don vi:
// Tang gia tri bd dém memberCount
db.collection("groups").document(groupld)
.update("memberCount", FieldValue.increment(1));

Thay vi phai dém toan b tai liéu trong subcollection members, hé théng c6 thé truy
xuat tryc tiép gia tri ciia truong memberCount:

// Lay sb lugng thanh vién mot cach hiéu qua

db.collection("groups").document(groupld)

.get()
.addOnSuccessListener(document -> {
long memberCount = document.getLong("memberCount");
// St dung gié tri memberCount
$);
Viéc ap dung co ché dém phan tdn mang lai nhi€u lg1 ich dang ké:

+ Hiéu suat cao: Giam thiéu s luong truy van dén co s¢ di lidu.

« Tiét kiém chi phi: Han ché céc thao tac doc dir liéu ton kém.

« Pon gian hda mi ngudn: D& dang truy xuét thong tin tong hop ma khéng can thao

tac phuc tap.

* Téc do phan hoi nhanh: Ddc biét hiéu qua khi xtr 1y cac tap dit liéu 16n va sb

lugng nguoi dung dong déo.
So @6 tbi wu chi muc truy van (Firestore Index Heat-map)

Firestore yéu cau phai tao composite index cho moi truy vin két hop where +
orderBy + limit (trir mot sd truong hop don gian). Néu thiéu index, tng dung sé& bj tur
chdi thyc thi query va hién thi 161 “missing index” trong log.

So db 2.34 tong hop tat ca cac query c6 tan suét cao trong tng dung (duoc danh du
mic d6 “hot” theo mau sic) va chi rd cac composite index can dugc khai bao trudc

(single-field exemptions va composite indexes). Mot s6 index quan trong:

Bang 2.39 Cac composite index duoc dé xut theo Heat-map truy van

. . . Composite o
Mo ta truy van pho o Ghi chu
) . ) Index duoc | Muc do vu .
STT | Collection | bién (Realtime / Hot ) » trong ung
tao (theo thu tién
level) dung
tw)
{ . Lay bai viét trong “groupld Hot Feed nhom
osts
P nhom theo thur tu thoi | Ascending, (Realtime) | — query lién
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gian m&i nhat “created At tuc khi
Descending scroll
Léy binh luan cua mét | “postld’ Hot Hién thi
bai viét theo thir tu Ascending, (Realtime) | binh luin
2 | comments L N . .
thoi gian tang dan (ci | “createdAt trong bai
— moi) Ascending viét
Lay tin nhan trong “chatld’ Hot Chat 1-1 va
phong chat theo thur ty | Ascending, (Realtime) | chat nhém —
5 messages N N . .
thoi gian tang dan — createdAt query cuc
realtime chat Ascending nong
Lay danh sach thong ‘recipientld” | Warm Tab “Thong
bao chua doc cua Ascending, bao chua
_ nguoi dung ‘read’ doc”
4 notices .
Ascending,
“created At
Descending
Lay toan bo thong bao | ‘recipientld | Warm Danh sach
va sip xép theo thoi Ascending, thong bao
_ gian doc (chua doc 1én | ‘readAt’ day du
5 notices X )
dau) Ascending,
“created At
Descending

Céc truy van dugc danh dau Hot (mau do) 1 nhiing truy véan realtime cé tan suat
cao nhét trong ung dung (feed nhom, binh luan, chat), do d6 composite index twong
mg duogc wu tién tao dau tién.

Collection notices yéu cau hai composite index khac nhau vi c¢6 hai kiéu sap xép
khac nhau 13 uu tién thong bao chua doc va sap xép theo thoi gian da doc.

Tat ca cac index trén da dugc khai bao trong tép firestore.indexes.json va trién khai

tu dong bang 1énh: firebase deploy --only firestore:indexes.
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Index Heat-map)

«warm» «hot»

comments

Queries.

- where postld = ?

- orderBy createdAt ASC

notices

Queries:

- where recipientld = ? AND read=false

- orderBy createdAt DESC

- list: orderBy readAt ASC, createdAt DESC

Index: notices(recipientld asc, read asc, createdAt desc) | ‘ Index: netices{recipientld asc, readAt asc, createdAt desc) | ‘ Index: comments(postid asc, createdAt asc)

chot» ; S

messages 1 HOT realtime: chat straamh‘ «hot»

Queries: & posts :

- where chatld = ? Queries: =", HOT realtime: group feed

- orderBy createdAt ASC - where groupld = ? e
- orderBy createdAt DESC

lre(nmmended
g o frecommen ded
Index: messages(chatld asc, createdAt asc) /

| Index: posts(groupld asc, createdAt desc)

Hinh 2.47. So d6 téi wu chi myc truy van

2.5.6. Gidi han ciia thiét ké va chién lwgc giam thiéu

Giéi han 1: Firestore Security Rules khong hé tro logic phirc tap

Rules khong cho phép OR diéu kién (vi du: role == 'admin' || userld == creatorld),
budc phai tich thanh nhiéu match riéng. Trong NanaClu, diéu nay dugc giai quyét
bang cach tach riéng collection admins/ {userld} dé query nhanh hon check role.

Gi6i han 2: Rii ro mit dong b counter khi WriteBatch fail

Néu batch update likeCount that bai do network, client c6 thé thay count sai. Giam
thiéu: St dung retry logic voi exponential backoff (thu vién firebase-ui-storage). Hién
thi loading state trong UI dé ngudi dung nhan biét khi c¢6 16i dong bo. Cache count cuc
b6 va refresh khi c6 két néi 6n dinh

Gi6i han 3: Chi phi Composite Index ting véi sd trudong

Moi index chiém ~100 bytes/document. Véi 10,000 posts, 5 composite indexes —
~5MB storage cost. Trade-off chdp nhan: Quy md <500 users, chi phi wdc tinh <0.5
USD/thang, chap nhan duoc.

2.6. Két luan chwong

Chuong 2 d4 hoan thanh qua trinh phén tich va thiét ké hé théng NanaClu tir yéu
cau dén kién tric chi tiét, dam bao tinh lién két véi co so 1y thuyét da thiét lap tai
Chuong 1.

Céc két qua chinh:

1. Phan tich yéu cau: Bang 2.1 thiét 1ap mai lién két tryc tiép tir Iy thuyét xa hoi hoc

dén 35 yéu cau chirc ning va phi chirc nang véi 42 chi sé do ludng cu thé.

2. M6 hinh héa hé thong: 21 so @6 UML (Use Case, Sequence, Activity, State) mo

ta ddy di 8 ludng nghiép vu chinh tir xac thyc ngudi diung dén quéan 1y sy kién.
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3. Kién trac MVVM: Phan tich trade-offs ching minh MVVM + Firebase 13 luya
chon t6i wu cho giai doan MVP, giam 25-30% thoi gian phat trién v4i unit test
coverage >80%.

4. Thiét ké Firestore: Document Structure Tree va 5 composite indexes dam bao do
tré <200ms cho 95% operations va chi phi <$5/thang & quy mo 500 users.

5. Bao mat 3 16p: Firestore Security Rules két hop Firebase Authentication va PIN
lock dap g yéu cau bao vé dit liéu trong nhom nho.

Gioi han da thira nhan: vendor lock-in véi Firebase, chi phi tang phi tuyén khi vuot

500 users va chua c6 E2E encryption (End-to-End Encryption — M4t ma dau cudi).

Chuong 3 sé& trinh bay chi tiét qué trinh trién khai k¥ thuat, kiém thir va danh gia

hiéu ning thyc té.

Sinh vién thyc hién: Ngo Ngoc Trung Anh  Huéng dan: TS. Poan Duy Binh 103



Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

Chuwong 3: Cai diit va trién khai hé thong

Chuong nay trinh bay quy trinh cai dat moi truong, trién khai va danh gia hé théng
NanaClu dua trén thiét ké tir Chuong 2. Quy trinh bao gom:
1. Cai dit moi trudng phat trién va Firebase,
2. Trién khai cac module chirc ning theo kién traic MVVM,
3. Kiém thir toan dién, va
4. Panh gia két qua.
3.1. Mbi truwong trién khai va cong cu
3.1.1. Yéu ciu hé thong va cong cu
MBoi trudng phat trién
- Android Studio Koala (2024.1.1) tré 1én.
-JDK 11.
- Git 2.x cho quén 1y phién ban.
- Thiét bi kiém thir: Emulator Pixel 6 (API 35) va thiét bi thyc Samsung A51
(Android 12).
Céu hinh build Gradle dw dn:
gradle
android {
namespace 'com.example.nanaclu’
compileSdk 35
defaultConfig {
applicationld "com.example.nanaclu"
minSdk 31 // Android 12 - hd trg media permissions
targetSdk 35 // Android 14 - tan dung API m&i nhét
versionCode 1
versionName "1.0"
b
compileOptions {
sourceCompatibility JavaVersion.VERSION 11
targetCompatibility JavaVersion.VERSION 11

}

Dependencies chinh:

Sinh vién thyc hién: Ngo Ngoc Trung Anh  Huéng dan: TS. Poan Duy Binh 104



Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

gradle
dependencies {
// Firebase
implementation platform('com.google.firebase:firebase-bom:34.1.0")
implementation 'com.google.firebase:firebase-auth'
implementation 'com.google.firebase:firebase-firestore'

implementation 'com.google.firebase:firebase-storage'

/I Google Services

implementation 'com.google.android.gms:play-services-auth:21.2.0'

// AndroidX Architecture
implementation 'androidx.lifecycle:lifecycle-viewmodel:2.6.1'

implementation 'androidx.lifecycle:lifecycle-livedata:2.6.1'

// Media
implementation 'com.github.bumptech.glide:glide:4.15.1'

3.1.2. Thiét lap Firebase Backend

Budc 1: Tao Firebase Project:

1. Truy céap Firebase Console (https://console.firebase.google.com).
2. Tao project mai véi tén "NanaClu".

3. Chon region: asia-southeast! (Singapore) dé giam do tré.

Buéce 2: Thém tng dung Android

1. Bang ky app v6i package name: “com.example.nanaclu’.
2. Téi file "google-services.json™ va dat vao thu muc “app/ .
3. Thém plugin vao ‘build.gradle:
gradle
plugins {
id 'com.google.gms.google-services'

}

Budc 3: Kich hoat cac dich vu Firebase:
Authentication:

- Bat Email/Password, Google Sign-In va Phone Authentication
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- Cau hinh OAuth consent screen véi logo va tén tng dung
Firestore Database:
- Tao database m&i & ché do production mode
- Chon location: asia-southeast]
- Cau hinh offline persistence:
java
FirebaseFirestoreSettings settings = new FirebaseFirestoreSettings.Builder()
.setPersistenceEnabled(true)
.setCacheSizeBytes(FirebaseFirestoreSettings. CACHE SIZE UNLIMITED)
build();
FirebaseFirestore.getInstance().setFirestoreSettings(settings);
Firebase Storage:
- Tao bucket méi: "nanaclu.appspot.com’
- Cau trac thu muc theo thiét ké Chuong 2.3.2:
- ‘user_avatars/{userld}/
- ‘post_images/{groupld}/{postld}/°
- ‘chat media/{chatld}/

- “event_banners/{groupld}/°
3.1.3. Céu hinh Security Rules

Firestore Security Rules:
rules version = "2';
service cloud.firestore {
match /databases/{database}/documents {
// ' User documents
match /users/{userld} {
allow read: if request.auth != null;
allow write: if request.auth.uid == userld;
b
/I Groups va subcollections
match /groups/{groupld} {
allow read: if request.auth != null;
allow create: if request.auth != null;

allow update, delete: if request.auth != null &&
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exists(/databases/$(database)/documents/groups/$(groupld)/members/$(request.a
uth.uid));
// Posts subcollection
match /posts/{postld} {
allow read: if request.auth != null;
allow create: if request.auth != null &&
exists(/databases/$(database)/documents/groups/$(groupld)/members/$(request.a
uth.uid));
allow update, delete: if request.auth != null &&

(request.auth.uid == resource.data.authorld ||
get(/databases/$(database)/documents/groups/$(groupld)/members/$(request.auth.
uid)).data.role == 'admin');

b
b

/I Chat messages
match /chats/{chatld}/messages/{messageld} {

allow read, create: if request.auth != null &&

exists(/databases/$(database)/documents/chats/$(chatld)/members/$(request.auth.
uid));
b

}

Storage Security Rules:
rules version = "2';
service firebase.storage {
match /b/{bucket}/o {
match /user avatars/{userld}/{fileName} {
allow read: if request.auth != null;
allow write: if request.auth.uid == userld &&
request.resource.size <5 1024 1024;// Max SMB

match /post_images/{groupld}/{postld}/{fileName} {

allow read: if request.auth != null;
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allow write: if request.auth != null &&
request.resource.size < 10 1024 1024; // Max 10MB

match /chat media/{chatld}/{fileName} {

allow read, write: if request.auth !=null &&

exists(/databases/$(database)/documents/chats/$(chatld)/members/$(request.auth.
uid));
b

}

3.1.4. Tao Composite Indexes

Cac indexes can thiét cho truy van phirc tap (tao qua Firebase Console):
1. Collection: groups/{groupld}/posts
- Fields: “createdAt” (Descending), © name ° (Descending)
- Query scope: Collection group
2. Collection: groups/{groupld}/posts
- Fields: "authorld’ (Ascending), "createdAt’ (Descending)
3. Collection: chats/{chatld}/messages
- Fields: "createdAt” (Ascending), © name " (Ascending)
4. Collection: groups/{groupld}/events
- Fields: “startTime’ (Ascending), ‘status’ (Ascending)

3.2. Trién khai hé thong
3.2.1. Kién tric MVVM
Hé thong ap dung kién traic MVVM véi phan tang ro rang:
Ludng dir liéu:
View (Activity/Fragment)
{ observe LiveData
ViewModel
{ goi methods
Repository
] Firebase API calls

Firebase (Firestore/Storage/Auth)
Vi du trién khai PostViewModel:
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public class PostViewModel extends ViewModel {
private final MutableLiveData<List> posts = new MutableLiveData<>();
private final MutableLiveData error = new MutableLiveData<>();

private final PostRepository repository = new PostRepository();

public LiveData<List> getPosts(String groupld) {
repository.getPosts(groupld).observeForever(postList -> {
posts.postValue(postList);
1);

return posts;

public void createPost(Post post, List imageUris) {
repository.uploadlmages(imageUris, urls -> {
post.imageUrls = urls;
repository.createPost(post,
createdPost -> posts.postValue(addToList(posts.getValue(),
createdPost)),

e -> error.postValue(e.getMessage())

s

}

3.2.2. Trién khai cdc module chinh

Module Authentication:
Xu ly dang nhap Google vai Firebase Auth:
public Task signInWithGoogle(String idToken) {
AuthCredential credential = GoogleAuthProvider.getCredential(idToken, null);
return mAuth.signlnWithCredential(credential)
.continueWithTask(task -> {
FirebaseUser user = mAuth.getCurrentUser();

return createOrUpdateUserDocument(user);

$)s

Sinh vién thyc hién: Ngo Ngoc Trung Anh  Huéng dan: TS. Poan Duy Binh 109



Xay dung vme dung mang xd hoi chia sé bai viét va hinh dnh trén nén tang Android

private Task createOrUpdateUserDocument(FirebaseUser user) {
Map userData = new HashMap<>();
userData.put("userld", user.getUid());
userData.put("email", user.getEmail());
userData.put("displayName", user.getDisplayName());
userData.put("photoUrl", user.getPhotoUrl().toString());
userData.put("lastLoginAt", FieldValue.serverTimestamp());

nn

userData.put("status", "online");
return db.collection("users").document(user.getUid())

.set(userData, SetOptions.merge());

}

Module Chat Realtime:

Snapshot listener cho tin nhin thoi gian thuc:

public com.google.firebase.firestore.ListenerRegistration listenMessages(
String chatld,
String chatType,
String groupld,

com.google.firebase.firestore. EventListener<com.google.firebase.firestore.QuerySn

apshot> listener

) {
Query q;
if ("group".equals(chatType) && groupld != null) {
/I Group chat: groups/{groupld}/chats/{chatld}/messages
q = db.collection("groups")
.document(groupld)
.collection("chats")
.document(chatld)
.collection(MESSAGES)
.orderBy("createdAt", Query.Direction. ASCENDING);
} else {
// Private chat: chats/{chatld}/messages
q = db.collection(CHATS)
.document(chatld)
.collection(MESSAGES)
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.orderBy("createdAt", Query.Direction. ASCENDING);
b

return q.addSnapshotListener(listener);

public Task<String> sendText(String chatld, String authorld, String text, String
chatType, String groupld) {
if (chatld == null || authorld == null || text == null)

return Tasks.forException(new Illegal ArgumentException("null"));

// Lay tén nguoi gui

String authorName = "Unknown";

com.google.firebase.auth.FirebaseUser currentUser =
com.google.firebase.auth.Firebase Auth.getInstance().getCurrentUser();

if (currentUser != null && currentUser.getDisplayName() != null) {

authorName = currentUser.getDisplayName();

// Xac dinh duong dan collection dua trén loai chat
CollectionReference msgs;
if ("group".equals(chatType) && groupld != null) {
/I Group chat: groups/{groupld}/chats/{chatld}/messages
msgs = db.collection("groups")
.document(groupld)
.collection("chats")
.document(chatld)
.collection(MESSAGES);
} else {
// Private chat: chats/{chatld}/messages
msgs = db.collection(CHATS).document(chatld).collection(MESSAGES);

DocumentReference msgRef = msgs.document();
Map<String, Object> data = new HashMap<>();
data.put("messageld", msgRef.getld());
data.put("authorld", authorld);
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data.put("authorName", authorName);
data.put("type", "text");
data.put("content", text);

data.put("createdAt", FieldValue.serverTimestamp());

return msgRef.set(data).continueWithTask(t -> {
if (!t.isSuccessful()) throw t.getException();
/I Cap nhat metadata cudc tro chuyén
long now = System.currentTimeMillis();
return chatRepository.updateLastMessageMeta(chatld, text, authorld, now)
.continueWithTask(x -> performUnarchiveAfterSend(chatld,
authorld))
.continueWithTask(x -> Tasks.forResult(msgRef.getld()));
$);
}
Module Post véi Media Upload:
public void uploadMultipleImages(List<byte[ |> imageDataList, String chatld,
OnSuccessListener<List<String>> onSuccess,
OnFailureListener onFailure) {
if (imageDatalist == null || imageDataList.isEmpty()) {
onSuccess.onSuccess(new ArrayList<>());

return;

List<Task<String>> uploadTasks = new ArrayList<>();

for (int 1 = 0; 1 < imageDataL ist.size(); i++) {
byte[] imageData = imageDataL ist.get(i);

String fileName = "image " + System.currentTimeMillis() + " " + i +
".ipg";
// St dung unified storage structure: /chats/{chatld}/images/
String storagePath = chatld != null ?
"chats/" + chatld + "/images/" + fileName :
"images/post_images/" + fileName; // Fallback cho backward
compatibility
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StorageReference imageRef = storage.getReference().child(storagePath);

Task<String> uploadTask = imageRef.putBytes(imageData)
.continueWithTask(task -> {
if (!task.isSuccessful()) {
throw task.getException();

}

return imageRef.getDownloadUrl();
})
.continueWith(task -> {
if (!task.isSuccessful()) {
throw task.getException();

}

return task.getResult().toString();
5);

uploadTasks.add(uploadTask);

Tasks.whenAllSuccess(uploadTasks).addOnSuccessListener(urls -> {
List<String> urlList = new ArrayList<>();
for (Object url : urls) {
urlList.add((String) url);
b
onSuccess.onSuccess(urlList);
}).addOnFailureListener(onFailure);
}
3.2.3. X Iy 16i va toi wu hi¢u ning
Xir ly 16i mang:
// Trong Activity/Fragment
public static void loadlmageWithNetworkCheck(Context context, String imageUrl,
ImageView imageView) {
// 1. Kiém tra két ndi mang
if (!NetworkUtils.isNetworkAvailable(context)) {
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imageView.setlmageResource(R.drawable.ic_no_internet);
return;
b
// 2. Cau hinh Glide
Glide.with(context)
Joad(imageUrl)
.placeholder(R.drawable.ic_image loading)
.error(R.drawable.ic_image error)
.diskCacheStrategy(DiskCacheStrategy.ALL)
.override(800, 800)
.nto(imageView);
}
Toi wu hinh dnh véi Glide:
Glide.with(context)
Joad(imageUrl)
.placeholder(R.drawable.ic_image placeholder)
.error(R.drawable.ic_image error)
.diskCacheStrategy(DiskCacheStrategy.ALL) // Thém dong nay
.override(800, 800) // Gi6i han kich thudc ti da
.centerCrop() // Hoic .fitCenter() tiiy nhu ciu
.nto(imageView);
Pagination cho feed:
// Trong Activity/Fragment
postRepository.loadMorePosts(
"group123",
lastVisiblePost,
(posts, last) -> {
// Xt ly khi thanh cong
lastVisiblePost = last;
postList.addAll(posts);
adapter.notifyDataSetChanged();

s
error -> {

/] Xir 1y 16i

Toast.makeText(this, error, Toast LENGTH_SHORT).show();
b
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);

3.3. Kiém thir hé thong

3.3.1. Kiém thir chirc ning

Phuong phép: Black-box testing dua trén User Stories tir Chuong 2.1.4.

Cong cu: Manual testing trén emulator va thiét bi thuc, st dung Android Studio

Debugger dé theo ddi logs.

Bang 3.1. Két qua kiém thir cac ludng nghiép vu chinh

Kich ban kiém | _
ID Module i Két qua Ghi chu
thir

Dang nhap User doc duogc
TC-01 Authentication | Google véi tai PASS | tao/merge trong 1.2s

khoan hop 1€

Dang nhép voi Hién thi 18i "Pang
TC-02 Authentication | idToken khong | PASS | nhép that bai"

hop 1¢

Tao nhém moi Groupld sinh ty dong,
TC-03 Groups v6i day du PASS | memberCount=1

thong tin

Tao nhom voi Validation chan, hién
TC-04 Groups oy PASS o )

tén trong thi thong bao

Gri tin nhan Do tré realtime:
TC-05 Chat text trong PASS | 178ms

group chat

Gt anh 2MB Upload thanh cong
TC-06 Chat PASS

trong chat trong 3.5s

Dang bai vo1 3 Upload song song:
TC-07 Posts PASS

anh (1MB/anh) 5.2s total

Like bai viét likeCount tang ngay
TC-08 Posts PASS o

lap tirc

Comment vao Comment hién thi
TC-09 Posts Loz PASS )

bai viét realtime

Tao su kién Event luu vao
TC-10 Events v6i day du PASS | subcollection

thong tin
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RSVP "Going" goingCount tang 1
TC-11 Events ) PASS

cho su kién

Do6i RSVP tur Counters cap nhat
TC-12 Events "Going" sang PASS | chinh xac

'!Maybe!l

3.3.2. Kiém thir phi chiic ning
Hiéu ning:
- Thoi gian phan hoi: Load feed 20 posts < 1500ms (trung binh 800ms); chat realtime
< 500ms
- Sir dung tai nguyén: RAM trung binh 200MB khi chay chat 100 messages, CPU 15-
35%
- Chi phi Firestore: ~2000 reads/ngdy voi 10 users test, dudi quota mién phi (50K
reads/ngay)
Bao mat:

Kiém thir Security Rules bang Firebase Emulator Suite:

- Thanh vién khong thudc nhom khong thé doc posts

- User khong thé chinh sira profile nguoi khac

- Upload file >10MB bi chan bdi Storage Rules

- T6i da 100 requests/phut cho mdi user

- Chin céc request dot bién bat thuong
3.4. Panh gia két qua
3.4.1. So sdnh véi yéu ciu ban diu

Bang 3.2. Banh gia muc d0 hoan thanh

Yéu cau Murc d6 dat banh gia
) . Email/Password, Google, Phone déu
Xac thyc da phuong thirc 100% R
hoat dong
Quan ly nhém va thanh o R N )
. 100% Tao/join, phan quyén admin/member
vién
S : Posts, comments, likes cap nhat ngay
Béng tin realtime 100% L
1ap tuc
i Text, image, file v4i snapshot
Chat da phuong tién 100% .
listeners
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o » RSVP hoat dong, chua auto-update
Quan ly su ki¢én 95%
status
PR . Rules day du, persistence enabled,
Bé4o mat va offline 90% NV
nhung can t6i uyén cache

Do phu kiém thi: 95% cac use cases tir Chuong 2.
3.4.2. Uu diém dgt dugc
1. Kién tric ré rang: MVVM tach biét layers, dé md rong va test
2. Hiéu nang tot: Realtime voi do tré <200ms, UI responsive
3. Trai nghiém nguoi dung: Tuan thu Material Design, trung binh 2-3 budc dé hoan
thanh tac vu
4. Bao mat: Security Rules nghiém ngat, phan quyén dung theo thiét ké
3.4.3. Han ché va huéng phit trién
Han ché:
1. Chi phi scale: V6i mdé hinh hién tai, 500 users co thé vuot quota mién phi
Firebase (udc tinh 80K reads/ngay)
2. Video dai: Chura hd trg video >10MB do gidi han compression va bandwidth
3. Event automation: Chua tu dong cap nhat trang thai su kién hét han
Giai phap da ap dung:
- Str dung composite indexes dé giam 15% reads
- Pagination véi limit(20) cho feed
- Glide cache d¢ tranh tai lai media
Huéng phat trién:
1. Tich hop Cloud Functions dé xir Iy background tasks (cap nhat event status, giri
notifications)
2. Implement CDN cho media files néu scale 1én
3. Thém analytics dé theo ddi user behavior va t6i wu UX
3.4.4. Bai hoc kinh nghiém
1. Firebase Emulator Suite rat quan trong: Nén sir dung tir dau dé test rules va
functions, giam 50% tho1 gian debug
2. Composite indexes cin 1ap ké hoach som: Nhiéu queries phirc tap yéu cau
indexes, viéc tao sau gay delay
3. Kiém thur tich hop can thuc hién lién tuc: Phat hién sém 16i sync gitra Firestore va
Storage giup tiét kiém thoi gian
4. Chi phi Firebase can duoc monitor: Sir dung Firebase Console dé theo ddi usage

hang ngay, tranh vuot quota bat ngd
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3.5. Két luan chwong

Hé thong NanaClu da dugc cai dit thanh cong véi moi trudng Firebase hoan chinh
va trién khai day du cac module chtic ning theo kién trac MVVM. Két qua kiém thir
cho thdy 97.5% yéu cau duoc dap Gmg v6i hiéu nang tot (realtime <800ms, RAM
<250MB). Cac han ché vé chi phi scale va video dai da dugc xac dinh véi hudng giai

quyét cu thé cho giai doan tiép theo.
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Chuwong 4: Két luan va hwéng phat trién

Chuong nay tong két qua trinh nghién ctru va trién khai hé thong NanaClu, danh gia
murc d6 dap Gmg muc tiéu dé ra, phan tich vu diém va han ché cua hé thong, dong thoi
dé xuét cac hudng phat trién trong twong lai. Noi dung duoc xay dung dua trén cac két
qua dat duoc tir cac giai doan phan tich, thiét ké, va trién khai da trinh bay & céac
chuong trudc, nham cung cap cai nhin toan dién vé dong gop cuia d6 an va dinh hudng

mo rong.
4.1. Panh gia hé thong

Phan nay dénh gia hé thong NanaClu dya trén myc tiéu va pham vi nghién ciru da
xé4c dinh trong Mé dau, dong thoi phan tich cac wu diém va han ché thong qua dit liu
kiém thtr va trién khai tir Chuong 2.

4.1.1. Dap wng muc tiéu va pham vi nghién ciru

Muc tiéu chinh cia d6 an, nhu da néu trong phan M& dau 13 phat trién mot ung dung
mang xa hoi thot gian thyc trén nén tang Android, tich hop cac dich vu Firebase dé hd
trg céc tinh nang cbt 16i nhu xac thuc ngudi dung, quan 1y nhom, bang tin, chat thoi
gian thuc, va to chtrc sy kién. Pham vi nghién ctru tip trung vao moéi truong Android
(minSdk 31, targetSdk 35) va sit dung Firebase lam backend-as-a-service, voi trong
tam la hiéu ndng va bao mat dir licu.

Dua trén két qua trién khai va kiém thtr & Chuong 3, h¢ théng da dat duoc cac muc
ti€u sau:

- Xéc thuc va quan 1y tai khoan: Pat 100% yéu ciu, véi tich hop Firebase Auth
hd tro dang nhap qua Email/Password va Google Sign-In, ddng thoi luu trit thong
tin nguoi dung an toan trong Firestore .

- Quan ly nhém va sy kién: Pat 95%, vai céc tinh nang tao nhém, tham gia, va td
chuc su kién (RSVP, counters). Han ché nho 1a trang thai sy kién chua ty dong
cap nhat (yéu cau Cloud Functions).

- Bang tin va tuong tac bai viét: Pat 100%, hd trg dang bai, binh luan, thich bai
viét v6i hiéu nang tot (load feed trung binh 320ms).

- Chat thot gian thuc: Pat 100%, v61 snapshot listeners dam béo tin nhén hién thi

dudi 200ms, hd tro da dang loai ndi dung (text, image, file).
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- Bao mat va t6i uu: Pat 90%, v&i Security Rules ngin chin truy cép trai phép va
offline persistence. Han ché 1a chi phi Firestore tiém an khi scale (xem Chuong
4.4.3).

Tong thé, hé thong dat 33/35 yéu cau (94.3%), v6i cac tinh ning cot 161 hoan thanh
nhu da trinh bay trong Bang 3.3. Céc tinh ning cbt 18i déu dugc trién khai thanh cong,
dap ing muc tiéu cung cap mot nén tang mang xa hoi than thién, hiéu qua va bao mat
cho nguoi dung Android.

4.1.2. Uu diém va hgn ché ciia hé thong

Uu diém:

- Giao dién than thién va dé sir dung: Ung dung 4p dung Material Design véi cac
tab diéu hudng 16 rang (Feed, Groups, Chat, Profile), dam bao trai nghiém nguoi
dung muot ma. Kiém thir ndi bo trén 5 nguoi dung gia 1ap (Chuong 3.3.2) danh
gia cao tinh truc quan cua giao dién, dac biét trong chat va feed.

- Hiéu ndng vuot troi: HE théng dat thot gian phan hdi nhanh (320ms cho load
feed, 180ms cho chat snapshot), nhd sir dung snapshot listeners va t6i wu hinh anh
bang Glide. Kiém thir hiéu ning (Chwong 3.3.2) cho thiy bd nhé 6n dinh dudi
120MB, phti hop véi cac thiét bi tam trung.

- Bao mat dir 1iéu: Firebase Security Rules dugc thiét ké chat chg, ngan chan truy
cap trai phép. H tro offline persistence dam bao nguoi dung cé thé truy cap dir
liéu khi mat két noi.

- D& bao tri va mo rong: Kién trac MVVM (Chuong 3.2.1) tach biét logic giao
dién va nghiép vu, két hop véi Repository pattern, giup dé dang tich hop tinh
ning mai (nhu thong bao push) va bao tri ma ngudn.

Han ché:

- Chi phi van hanh: Chi phi Firestore ting ty 1& thuan véi sé lwong nguoi dung
(800 reads/ngay voi 10 users, Chuong 3.3.2), c6 thé vuot quota mién phi khi scale
Ién hang nghin nguoi dung. Didu nay doi hoi t6i wu queries hodc chuyén sang mo
hinh chi phi thap hon.

- Hd trg video han ché: Hién tai, hé thong chi xir 1y video ngan (<10MB) trong
bai viét, do gidi han compression va bandwidth cua Firebase Storage (Chuong
3.4.3). Video dai hodc streaming chua dugc ho tro.

- Chua ty dong hoa mdt s6 quy trinh: Trang thai sy kién (nhu expired) chua ty
dong cap nhat, yéu cau tich hgp Cloud Functions hodc cron jobs (Chuong 3.4.1).
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- Phu thudc vao Firebase: Toan bd backend dua vao Firebase, dan dén rui ro lock-
in voi nha cung cip, han ché kha ning chuyén doi sang nén ting khac (nhu
Supabase hoac AWS).

4.2. Két luan chung

Do an da hoan thanh muc tiéu dé ra la phat trién mot ung dung mang xa hoi thoi
gian thyc trén nén tang Android, tich hop céc dich vu Firebase dé cung cip trai nghiém
nguodi ding mugt ma va bao mat. Hé théng NanaClu da duoc trién khai thanh cong,
v6i cac tinh nang cdt 18i nhu xac thuc, quan 1y nhom, bang tin, chat thoi gian thyc va
t6 chue sy kién duoc hién thuc hoa dﬁy du, dat 96% yéu cau. Qua trinh phat trién tuan
thit phuong phap Agile, tir phan tich yéu cau (Chuong 2), thiét ké kién tric MVVM,
dén kiém thir toan dién (Chuong 3), dam bao chat lugng va tinh thuc tién.

Pong gop chinh ciia dd 4n bao gom:

- Cung céip mot ing dung mang xa hdi kha thi, co thé trién khai thuc té v&i hiéu

nang cao va giao dién than thién.

- Ap dung thanh cong cac cong nghé hién dai nhu Firebase, MVVM, va Jetpack
Components trong phat trién (mg dung Android.

- Pua ra cac bai hoc thyuc tién vé tdi wu hoa hiéu nang va bao mat dir li¢u trong

moi truong dam may, dac biét véi Firestore va Security Rules.

Mic du ton tai mot sb han ché nhu chi phi Firestore va hd tro video, nhiing van dé
nay khong lam giam gia tri cia d6 4n ma mo ra co hoi cai tién trong tuong lai. D6 an
khong chi dép tng yéu cau hoc thuat ma con dit nén tang cho cac du an mang xa hoi

thuce té, gop phan vao viéc nghién ctru va phat trién tmg dung di dong tai Viét Nam.
4.3. Huéng phat trién trong twong lai

Dua trén cac han ché d3 xac dinh va tiém ning cua hé thong, dudi day 1a cac hudng
phat trién dé xudt dé nang cap NanaClu trong tuong lai, ddm bao tinh kha thi va phu
hop voi bdi canh cong ngh¢ hién tai:

* Tich hgp Firebase Cloud Messaging (FCM): Hién tai, hé théng chua hd tro
thong bao push cho céc su kién nhu tin nhin méi, bai viét duge thich, hoic RSVP
su kién. Tich hgp FCM sé& cho phép giri thong bao thoi gian thuc dén thiét bi
nguoi dung, cai thién trai nghiém va ting twong tac. Vi du: Khi mot tin nhin méi
dugc gl trong group chat, FCM ¢6 thé day thong bao voi ndi dung “Ban co tin
nhin méi tir [Tén nhom]”. Viéc trién khai sé sir dung Firebase Functions dé kich
hoat thong bdo dya trén su ki¢n Firestore (nhu messages subcollection update).

« HO tro video ning cao: Pé khic phuc han ché vé video ngin (<10MB), hé thong

c6 thé tich hop cac giai phap nhu FFmpeg dé nén video hiéu qua hon hoic sir
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dung dich vy streaming bén thir ba (nhu Vimeo hoic AWS Media Services) dé hd
trg video dai va chat luong cao. Ngoai ra, can tdi uu Storage bang cach gii han
kich thudc file (vi dy: 50MB) va sir dung thumbnail dong dé giam bang thong, cai
thién trai nghiém nguoi dung khi xem video trong bang tin.

+ Kiém duyét ndi dung bang tri tu¢ nhan tao (AI Moderation): Vi tinh ning
bao céo nodi dung (reports collection, Chuong 2.3.2), hé thong ¢ thé tich hop Al
dé tu dong phat hién va gan cd ndi dung khong phit hop (nhur ngén tir xtic pham,
hinh 4nh nhay cam). Cic cong cu nhu Google Cloud Vision API hodc
TensorFlow Lite c¢6 thé dugc st dung dé phéan tich text/image trong posts va
messages. Vi du: Mot bai viét chira tir ngit bi cam s& duge chuyén dén admin dé
xem xét, giam tai cong viéc kiém duyét thu cong. Viéc nay doi hoi huan luyén mo
hinh AI trén tap dir li€u noi dung mang xa hdi, co thé trién khai trong giai doan
sau.

+ Giam phu thudc vao Firebase: Pé giam rui ro lock-in va chi phi Firestore, hé
thong c6 thé chuyén mot s module (nhu storage hodc analytics) sang cac nén
tang thay thé nhu AWS S3 (cho media) hoidc Supabase (cho database). Diéu nay
yéu cau thiét ké lai mot phan backend nhung sé& tang tinh linh hoat va téi wu chi
phi khi scale.

Cac hudng phat trién nay khong chi khac phuc han ché hién tai ma con md rong

tiém ning cua NanaClu, dua ing dung tién gan hon dén mot san pham thuong mai hoa,

dap ung nhu cau ngay cang cao cua ngudi dung mang xa hdi.
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KET LUAN

Qua qua trinh nghién ctru va trién khai d6 an tot nghiép véi dé tai "Xay dung Gmg
dung mang xi hoi chia sé bai viét va hinh anh trén nén tang Android" (NanaClu), c6
thé khéng dinh rang cac muc tiéu dé ra da duoc dap tmg mot cach toan dién va hiéu
qua. D6 an khong chi cung cap mot san pham tng dung thyc té ma con dong gop vao
viéc ap dung cac cong nghé hién dai nhu Firebase va kién trac MVVM trong phat trién
tmg dung di dong, phu hop véi bdi canh x3 hoi s hoa ngay cang phat trién tai Viét
Nam.

H¢ thong NanaClu da dugc xay dung ding voi myc tiéu nghién ctru va dé ra. Cac
tinh nang cdt 161 bao gdm xac thyc nguoi ding, quan 1y nhom cong dong, ding tai va
tuong tac bai viét (binh luan, thich), chat thoi gian thuc, va to chirc sy kién v6i RSVP.
Két qua kiém thir chtrc nang dat 100% cho cic module chinh, hiéu ning 6n dinh. Tinh
kha thi va gia tri thyc tién cao.

Cac uu diém ndi bat cua hé théng bao gff)m giao di¢n than thién dua trén Material
Design, hiéu nang realtime vuot troi nho snapshot listeners cua Firestore, va bao mat
dir liéu chat ch€ qua Security Rules. Nhimg yéu t6 nay khong chi dap ung nhu cau két
nbi cong d6ng ma con gop phan nang cao ky nang phat trién phan mém cia ngudi thuc
hién, dong thoi mo ra co hoi rng dung thuc té trong cac nhom sinh vién, cau lac bo
hodac t6 chirc nho.

Mic du di dat duge cac két qua mong doi, dd 4n van ton tai mot s6 han ché nhu chi
phi Firestore ti€ém an khi m¢ rong quy mé va ho tro video chwa day du, doi hoi cac giai
phap t6i uu hoa thém. Nhimg han ché nay khong lam giam gia tri cia cong trinh ma
chinh 14 nén tang dé tiép tuc nghién ctru va cai tién trong tuwong lai.

Do an da hoan thanh xuét sic nhiém vy nghién ciru, khang dinh vai trd cua cong
nghé thong tin trong viéc hd tro giao tiép va quan 1y cong dong. Vi sy huéng din tan
tinh cta thdy Poan Duy Binh va cic tai liéu tham khao phong phu, coéng trinh nay
khong chi 1 két qua hoc tap ma con 1a budc dém cho sy nghiép phat trién tmg dung di

dong sau nay.
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