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TOM TAT

Tén dé tai: Xay dung hé théng tu dong hoa quy trinh tai xudng va phan phéi hoa

don dién tr qua email cho nguoi dan

Sinh vién thyc hién: Nguyén Vin Déng Lép: 21CT

Dé tai tap trung vao viéc ap dung cac cong nghé 1ap trinh web hién dai, bao gom
NodelJs va cac cong cu hd tro tu dong hoa, dé xay dung mdt h¢ théng truc tuyén
toan dién, gitp ty dong tai xudng va phan phdi héa don dién tir dén nguoi dan
thong qua email. Hé thdng duoc thiét ké tdi wu cho giao dién ngudi dung than
thién, déng thoi dam bao van hanh 6n dinh va chinh xac trong thoi gian thuc. Cac
bién phép bao mat dir li¢u nhay cdm va quén ly thong tin hdéa don dugc chu trong
nham dam bao tinh bao mat va do tin cdy cao. Ngoai ra, nghién ctru ciing dé xuat
cac phuong phdp moé rong quy md va tich hop céc tién ich bao cdo, theo doi trang

thai gui email va xtr 1y 101, nham nang cao hiéu qua van hanh trong dai han.

Hé thong tu dong hoa hoa don dién tir s& gitp tiét kiém thoi gian, giam thiéu sai
sot trong quy trinh gii héa don, minh bach hoa thong tin tai chinh va cai thién
trai nghiém cuta nguoi dan trong viéc nhan hdéa don dién t¢ mdt cach nhanh

choéng, chinh x4c va tién lgi.



LOI NOI PAU

Dé hoan thanh db an tot nghiép nay, truéc hét em xin guri 16i cam on chan thanh
dén quy Thay C6 trong khoa Cong Nghé Thong Tin - Truong Pai Hoc Kién Truc
Pa Néng, nhitng nguoi da tan tinh truyén dat kién thtrc va kinh nghiém quy bau
cho em trong sudt qué trinh hoc tap. Nhiing kién thtrc va k¥ ning dugc tiép thu
khong chi 1a nén tang viing chic dé em thuc hién do 4n, ma con 1a hanh trang

quy gia gitp em ty tin budc vao con dudong sy nghiép sau nay.

Dic biét, em xin bay to long biét on sdu sic toi thdy TS. Nguyén Ha Huy
Cuong, ngudi da ludn quan tdm, hudng dan, dinh hudéng nghién ctru va tao dicu
kién thuan loi dé em giai quyét cac van dé gip phai trong qua trinh thuc hién dd

an.

Mic du di nd lyc hét minh véi tinh than nghiém tuc, do gidi han vé thoi gian,
trinh d6 1y luan va kinh nghiém thuc tién con han ché, nén bai bao cao khoé tranh
khoi nhimng thiéu s6t. Em rat mong nhan duoc sy cam thong va nhimng y kién
dong gop quy bau tir quy Thay C6 dé em c6 thé hoc hoi thém, hoan thién kién

thirc va tich lity kinh nghiém thyc tién bo ich.

Em xin trdn trong cam on!

il



CAM DOAN

Em xin cam doan két quéa dat dugc trong d6 an tot nghiép nay 1a san pham nghién
ciru cua riéng ca nhan em, dugc thyc hién dudi sy hudng dan khoa hoc tan tinh

cia TS. Nguyén Ha Huy Cuong.

Trong toan bd ndi dung ciia d6 4n, nhitng van dé dugc trinh bay 1a nhitng dtc két
tor qua trinh tim hiéu cua ban than hodc duoc téng hop ¢6 chon loc tir nhiéu
ngudn tai liéu uy tin. Em cam doan khéng sao chép trai phép cong trinh cua
ngudi khac. Tat ca cac tai liéu tham khao duoc st dung déu c6 xuat xi 16 rang va
duoc trich dan hop phap theo diing quy dinh.

Em xin hoan toan chiu trach nhiém va chép nhan moi hinh thac ky luat cia Nha

truong néu phat hién c6 bat ky sy gian ddi nao trong 16i cam doan nay.

Sinh vién thuc hién

Nguyén Vin Dong

il
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Xay dyng hé théng tyr dong hoa quy trinh tai xudng va phan phdi hoa don dién tir qua email cho ngudi dan

MO DAU

Trong bdi canh chuyén d6i sé dang dién ra ‘manh mé tai Viét Nam, viéc ung dung
cong ngh¢ thong tin vao quan ly va cung cap céac dich vu hanh chinh, tai chinh da
tro thanh xu huong tat yéu. Mot trong nhiing ndi dung quan trong ctia qué trinh
nay 1a viéc trién khai va sir dung hoa don dién tir theo quy dinh ctia Chinh phu,
nham thay thé dan hoa don gidy truyén thong, gop phan nang cao tinh minh bach,
gidm chi phi va tang hi€u qua quan 1y.

Theo Nghi dinh s6 123/2020/ND-CP va Thong tu sé 78/2021/TT-BTC cua Bo
Tai chinh, hoa don dién tir da tré thanh hinh thie bét budc déi v6i hau hét cac
doanh nghiép, t6 chtc va ho kinh doanh. Cuing véi dé, nhu ciu cung cap hoa don
dién tir cho ngudi dan mot cach nhanh chong, chinh x4c va thuan tién ngay cang
gia ting. Tuy nhién, trén thuc té, tai nhiéu don vi cung cap dich vu cong va
doanh nghiép, quy trinh tai xudng va phan phdi hoa don dién tir van con duoc
thue hién tha cong, phu thudc nhiéu vao thao tac cta con ngudi.

Quy trinh thii cong nay thuong bao gém viéc ding nhap vao cac cong hoa don
dién tu, tra cu ting mé khach hang, tai file hoa don va gui email riéng 1¢ cho
tung nguoi dan. Cach lam nay khong chi tiéu t6n nhiéu thoi gian va nhan luc, ma
con tiém an nguy co sai s6t nhu giri nham hoa don, thiéu file dinh kém hoic
khong kiém soat duge lich st guri. Pac biét, voi nhitng don vi phai xtr 1y hang
nghin hoa don mdi thang, viéc van hanh thu cong gay ra ap luc 16n va 1am gidm
hi€u qué cong viéc.

Trudc nhiing han ché d6, viéc xay duyng mot hé thong tur dong hoa toan bo quy
trinh tai xuéng va phan phdi hoa don dién tir 1a yéu cau cap thiét. Ung dung cac
cong nghé 1ap trinh hién dai, két hop giira truy xuat dit liéu thong qua API va ty
dong hoa thao tac bang cac cong cu RPA, cho phép hé thdng thuc hién chinh xac
cac cong viéc lap di lap lai, giam thiéu su can thiép ciia con ngudi va ning cao do
tin cdy cua quy trinh. Bén canh do, viéc tich hgp chlrc ndng gui email tu dong va
ghi nhan nhat ky gui giup don vi quan 1y dé dang theo ddi, kiém tra va xir 1y sy
c6 khi can thiét.

Xuat phat tir thyc tién trén, dd an tot nghiép “Xay dung hé thong tw dong hoa
quy trinh tai xudng va phéan phdi héa don dién tir qua email cho ngudi dan”
duoc thyc hién véi muc tiéu nghién ciru, thiét ké va xay dung mot hé théng hd
trg tu dong hoa toan dién quy trinh nay. H¢ théng huong dén viéc gidm tai cong
viéc cho nhan sy, nang cao do chinh x4c trong qua trinh giri héa don, ddm bao
tuan thi cac quy dinh phap 1y hién hanh va gop phan cai thién chét luong dich vu
cung cap hoa don dién tir cho nguoi dan.

Sinh vién thuc hién: Nguyén Vian Pong Hudng dan: TS Nguyén Ha Huy cuong 1



Xay dyng hé théng tyr dong hoa quy trinh tai xudng va phan phdi hoa don dién tir qua email cho ngudi dan

Gi6i thiéu tong quan

1. Giéi thiéu dé tai

Trong bdi canh chuyén d6i s6 manh m& tai Viét Nam, hoa don dién tir dang tro
thanh hinh thirc bat budc dbi voi doanh nghiép, to chirc va ho kinh doanh theo
Nghi dinh 123/2020/ND-CP va Thong tu 78/2021/TT-BTC. Tuy nhién, quy trinh
cung cap hoa don dién tir cho nguodi dan va khach hang van con nhidu dia
phuong, don vi van hanh thii cong: nhan vién phai ding nhap vao hé thong cap

hoa don, tai tung file PDF va gui thu cong qua email.
Diéu nay gay ra:
Tén thoi gian va nhan lyc.
D@ xay ra sai sot khi giri nham héa don.
Kho kiém tra, giam sét lich sir giri hoa don.
Gay cham tré trong viéc cung cap dich vu cong cho nguoi dan.

Pé tai “Xay dung hé thong tu dong hoa quy trinh tai xudng va phan phdi hoa don
dién tir qua email cho ngudi dan” nham giai quyét bai toan ndy bang cach tu
dong hoa toan bd quy trinh tir thu thap dit liéu, tai hod don dén glri email va ghi

nhan lich st gui.
1. Tinh hinh nghién ctru trong va ngoai nuwéc
a. Nghién ctru trong nudc
Tai Viét Nam, d c6 nhiéu doanh nghiép cung cép giai phap hoa don dién tir nhu:

VNPT e-Invoice
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Xay dyng hé théng tyr dong hoa quy trinh tai xudng va phan phdi hoa don dién tir qua email cho ngudi dan

Viettel Invoice
MISA melnvoice

BKAYV eHoadon

Tuy nhién, phan 16n cac giai phap chi tap trung vao viéc phat hanh hoa don dién
t, chua chu trong vao ty dong gui héa don hang loat cho ting ca nhéan theo
nhiéu hd so/phong ban khac nhau. Mot s6 hé thong co API dé truy xuat héa don
nhung yéu cau doanh nghiép phai ty 1ap trinh tich hop.

Ngoai ra, hién chua c6 nhiéu nghién ctru chinh thirc vé mé hinh tng dung RPA
(Robotic Process Automation) dé tu dong tai hoa don tir cac cong dich vu cong,

dic biét 1a cac hé thong khong hd tro API.
b. Nghién ciru ngoai nudc

Trén thé gidi, tuw dong hoa nghiép vu (Business Automation) va RPA duoc tng

dung rdng rai, ti€u bi€u nhu:

UiPath, BluePrism, Automation Anywhere: hd tro tu dong héa quy trinh
ndi bg, tai tai liéu va giri email.
Céac nudc phat trién da tich hop hoa don dién tir truc tiép qua API véi hé

thong thué.

Tuy nhién, moé hinh tai hoa don tir nhidu nén tang khac nhau va phan phéi tu
dong cho hang nghin c4 nhan van 1a huéng nghién ctru mo, dic biét trong linh
vuc dich vu cong.

2. Muc tiéu, d6i twong, pham vi nghién ciu

Muc tiéu :
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X4y dung hé thong tw dong hoa 100% quy trinh tai hoa don dién ti.
Tu dong phan loai, luu trir héa don theo thang/nam/ma khéach hang.
Gui hoa don chinh xac dén timg email ciia ngudi dan.
HOb tro theo ddi log guri hoa don, gui lai khi 16i.
Tao giao dién web tryc quan dé quan tri.

Péi twong nghién ciiu

Déi tugng nghién clru cia dé tai tap trung vao cac hé thdng va quy trinh lién
quan dén viéc phat hanh, quan 1y va phan phdi héa don dién tr tai cac co quan,

don vi cung cap dich vu cong va doanh nghiép. Cu thé bao gom:

1. Céc cong hoa don dién tir ciia cic nha cung cap dich vu thiét yéu
Pé tai tién hanh khao sat va phan tich cach thirc hoat dong cila cac cong hoa don

dién t&r duoc van hanh bo1 cac don vi nhu:

Nganh dién lwc (EVN): Hé thong tra ciru hoa don dién tir theo ma khach

hang, ky héa don, hoic theo s6 hop dong.

Cic nha mang vién thong (Viettel, VNPT, FPT, MobiFone): Cong xuat

hoa don cho dich vu internet, di dong, truyén hinh.

Cong ty cip nwée do thi: Hé thong truy xuit hoa don tién nuée dinh ky

hang thang.

Cic don vi dich vu cong khac: chang han phi méi trudng, phi vé sinh,

dich vu cong ich.

Pic diém chung cua cac cong nay 1a déu cung cip API, web portal hoic giao

dién nguoi dung cho phép tai hda don dinh dang PDF/XML. Tuy nhién, mdi don
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vi lai ¢6 chuan dir liéu, co ché dang nhap va phuong thirc bao mat khac nhau.

Viéc nghién ctru cac hé thong nay giup dé tai xac dinh duoc:
Kha nang ty dong hod hoat dong tai hoa don.
Cac rang budc bao mat (OTP, Captcha, ky $0.. ..
Tinh 6n dinh, téc do truy van va tan suét phat hanh hoa don.

2. Quy trinh xir ly hoa don tai don vi hanh chinh — sy nghiép
Bén canh viéc khao sat céng héa don, dé tai con nghién ctru quy trinh thuc té tai
cac don vi hanh chinh — su nghiép, noi c¢6 nhu cau gui héa don cho ngudi dan

theo dinh ky. Quy trinh nay thudng bao gom:
Thu thap danh sach khach hang can giri hoa don.

Tai1 hoa don tur hé théng nghiép vu ndi1 bd hodc tu céng hoéa don dién tur

ctia nha cung cép.

Kiém tra, ddi chiéu dit lidu trudc khi phan phdi.

Gui hoéa don qua email thu cong hodc ban ty dong.

Luu lai nhat ky guri, xir 1y 16i va thuc hién guri lai néu can.

Qua khao sat cho théy nhiéu don vi van thuc hién céc thao tac trén mot cach thu

cong, din dén:
Mit nhiéu thoi gian vao viée truy xudt va tai timg hoa don.
Ty 1¢ sai sot cao khi giri email (nhap nham dia chi, thiéu file dinh kém...).

Khoéng c6 cong cu giam sat nhat ky gui, gy kho khan trong viéc kiém tra

khi nguoi dan phéan anh.
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Khong c6 hé thong tap trung dé luu trit lich sir giri hoa don.

Do d6, viéc nghién ctru d6i tugng nay 1a co sé quan trong dé xay dung hé thong
tu dong hoa t6i wu hon, gitp giam tai céng viéc, ting do chinh xac va nang cao

trai nghiém cua nguoi dan khi nhan hoa don dién tir.
Pham vi nghién ciru :
Pham vi nghién ctru cua dé tai dugce xac dinh 1o rang nham dam bao tinh kha thi,

phu hop véi thoi gian thuce hién va dap ung dung muc tiéu dat ra. Cu thé, dé tai

tap trung vao cac ndi dung sau:

1. Tw dong héa quy trinh tii va giri héa don dién tir
Dé tai chi tap trung vao viéc xay dung hé théng tu dong thu thap, tai Xuéng va
phan phdi héa don dién tir cho ngudi dan. Cac chirc nang dugc dua vao pham vi

nghién ctru bao gdbm:

Tu dong ding nhap vao cong héa don dién tir hodc hé thong ciia nha cung

cép dich vu.

Thu thap danh sach hoéa don theo ky, theo ma khach hang hoic theo sd
hop dong.

Tai hoa don dudi dang PDF/XML va luu trit ¢6 t6 chiec.

Gui hoa don dién tir dén email cta khach hang thong qua server SMTP

hodc cong gui email ciia don vi.

Ghi nhan nhat ky gui (send log), trang thai, 16i... dé phuc vu kiém tra va

gui lai khi can thiét.

Nhu viy, trong tam cua nghién ctru 1a vao ty dong hoda thao tac thay vi xur ly

nghiép vu phat hanh hoa don.
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2 . Khong nghién ctru phat hanh héa don dién tir, ky so hay lwu triv dic thu
theo quy dinh thué

Dé tai khong bao gém cac ndi dung vuot ngoai pham vi nhi€ém vy, chfmg han:
Quy trinh lap héa don gdc.

Cac nghiép vu lién quan dén ky sd, dong dau, tao ma ctuia co quan thue,
huy — diéu chinh hoéa don, hodc két no1 v&i hé thong thué tong cuc

(ETAX).

Chuan hoéa dit liéu du ra theo Thong tu 78/2021/TT-BTC hay Nghi dinh
123/2020/ND-CP.

Céc phan nay thudc vé hé thong nghiép vu cta nha cung cap hoéa don, khong phai

muc ti€éu nghién ctru cua deé tai.

3. Chi hd tro giri héa don qua email — khéong tich hgp SMS, Zalo OA hoic
cac kénh truyén thong khac

Hé thong duogc thiét ké chi tap trung vao kénh email do cac uu diém:
Chi phi thap, khong phu thudc nha mang.
Dé gtri kém file PDF/XML.
Phu hop cho nhu cau ctia phan 16n don vi hanh chinh — sy nghiép.

Céc kénh khic nhu SMS brandname, Zalo Official Account, Mobile App

Notification... khéng nam trong pham vi hién tai vi:
Yéu cau chi phi duy tri riéng.
Phai ky hop dong dich vu véi bén thir ba.

Cén co ché dinh kém hoic lién két Iuu trir héa don phirc tap hon.
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Tuy nhién, hé thong van duoc thiét ké theo huéng mé rong trong twong lai, cho

phép bd sung cac kénh giri méi khi don vi c6 nhu cau.
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CHUONG 1: CO SO LY THUYET VA CONG NGHE LIEN QUAN

1.1. Hoa don dién tir va quy dinh phap ly tai Viét Nam

Hoéa don dién tor (HDDT) 1a loai hdéa don duoc thé hién dudi dang dir li¢u dién tur,
duoc tao 1ap, 1ap, giri, nhan, luu trit va quan 1y bang phuong tién dién tir. Tai Viét
Nam, viéc trién khai hoa don dién tir dugc diéu chinh boi hai vin ban quan trong:
Nghi dinh 123/2020/ND-CP va Thong tw 78/2021/TT-BTC cua B¢ Tai chinh.
bay la cac khung phép ly chinh thirc quy dinh viéc dang ky, sir dung, quéan ly va
lwu trir hoa don dién tir d6i voi doanh nghiép, t6 chirc kinh té, ho kinh doanh va

ca nhan.
Theo quy dinh tai van ban trén, héa don dién tir dugc chia thanh hai nhém chinh:

Hoéa don di€n tir c6 ma cua co quan thué, bat budc doi véi da so loai
hinh doanh nghiép va truong hop c6 rui ro vé thu€; co quan thué sé cap

ma xac thuc cho ting hoa don trude khi guri cho ngudi mua.

Héa don dién tir khong c6 mi ciia co’ quan thué, ap dung d6i voi mot sd
dbi tuong du didu kién theo quy dinh (vi du: ngan hang, doanh nghiép quy

mo 16n, nganh déc thu...).
Vé mit k¥ thuat, hoa don dién tir dugc cung cap dudi hai dang pho bién

Tép XML - 1a dir licu géc cua hoa don, chira toan bd thong tin nghiép vy,
thong tin nguoi ban, ngudi mua, san pham, ky s6... Day 1a tép c6 gia tri

phap 1y day du.

Tép PDF — Ia ban thé hién cua héa don nham phuc vu muc dich xem truc

quan, in an hodc guri cho khach hang.
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Theo quy dinh phap luat, cac co quan, to chirc va doanh nghiép st dung héa don

dién tur phai dam bao:

Luwu trir héa don tdi thiéu 10 nim theo dung quy dinh cta Luat Ké toan
va cac chuan muyc vé luu trir dir liéu dién tir. Viéc luu trit phai dam bao

nguyén tac toan ven dir liu, khong bi stra d61, mat mat hodc hu hai.

Cung cip héa don khi khach hang yéu ciu, ké ca truong hop khach
hang bi tht lac hodc khong nhan dugc hoa don. Doanh nghi€p phai dam
bao kha ning truy xuit va cung cap lai héa don mot cach nhanh chong va

chinh xac.

Bao mat dir liéu héa don theo Luit An toan théng tin mang, bao gom:
Béo v¢ thong tin ngudi mua va dit liéu giao dich.
St dung cac bién phap ma hoa, xac thuc va kiém soat truy cap.

bam bao an toan khi truyén tai hda don qua email, mang ndi bd

hoac Internet.
Ngoai ra, cic doanh nghiép con phai tuan tha cac tiéu chuan k¥ thuat khac nhu:

St dung chit ky sd hop 1é theo quy dinh ctia B6 Théng tin va Truyén
thong.

Két ndi v6i hé thdng ctua Tong cuc Thué thong qua API hodc cong truyén

nhan dir liéu.

Thyc hién bdo cdo tinh hinh sir dung hoa don dung thoi han theo tung giai

doan.

Nhiing quy dinh phap 1y ndy tao nén tang quan trong cho viéc xdy dung hé théng

tu dong hoa trong dé tai, ddm bao rang moi hoat dong tai xudng, xtr Iy va giri hoa
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don dién tir déu tuan thu phap luat va bao dam tinh hop 1€ ctua dir licu.
1.2. Cong nghé API va RPA trong tuw dong hoa nghiép vu

Trong bdi canh s6 héa manh mé hién nay, viéc truy Xudt va xur ly dir li€u tir cac
hé théng dich vu nhu hoa don dién tir doi hoi phai c¢6 cac cong nghé hiéu qua,
linh hoat va dé tich hop. Hai cong nghé quan trong thudng dugc sir dung trong
cac giai phap tu dong hoa nghiép vu 1a API (Application Programming
Interface) va RPA (Robotic Process Automation). Mdi cong nghé c6 uu —

nhugc diém riéng va phi hop véi timg mé hinh hé théng khéac nhau.
1.2.1. API (Application Programming Interface)

API 14 tp hop céc giao dién va quy udc cho phép hai hé thong phan mém giao
tiép voi nhau mét cach ty dong. Trong linh vuc hoa don dién ti, nhiéu nha cung
cap dich vu trién khai API RESTful, cho phép truy van hoa don, tai file
PDF/XML, kiém tra trang thai va dong bo dir liéu giira hé thong doanh nghiép va

cong hoa don.
Ung dung trong bai toan tii hoa don
API gitip hé thong c6 thé:

Truy cdp vao co s¢ dir licu héa don theo ky, theo ma khach hang hoac

theo s6 hop dong.

Tai héa don dudi dang file PDF hoac XML mét cach ty dong.

Léy thong tin chi tiét nhu ngay lap, s6 tién, ma sb thué, tinh trang hoa don.
Tu dong hoa toan bd qua trinh ma khong can thao tac thi cong.

Uu diém cia API
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Toc d) cao: Giao tiép truc tiép giita may — may, khong phu thudc giao

dién web.
P 6n dinh tét: Han ché 18i so vai thao tac trén trinh duyét.
Bio mat cao: HO trg token, OAuth2, TLS, chir ky $0. ..

Khi ning mé rong: D& tich hop vao hé thong ERP, CRM, phan mém ké

toan.
Nhuwoc diém ciia AP

Khong phai tat ca nha cung cap déu mé API, hoic chi cung cap cho khach
hang doanh nghi¢p 16n.

Mot sb6 API ap dung han ché truy cap, gidi han tan suit hoac yéu ciu ky

thoa thuan bao mat.
Can 14p trinh vién c6 k¥ ning dé trién khai, bao tri va xir 1y 15i.

Do vay, API 1a giai phap t6i uu nhat nhung chi kha thi khi don vi phat hanh hoa

don cung cap day du giao dién truy xuat.
1.2.2. RPA (Robotic Process Automation)

RPA 1a cong nghé sir dung “robot phan mém” dé moé phong chinh xac thao tac
cua con nguoi trén may tinh. RPA hoat dong dua trén giao dién nguoi dung (UI),
nghia 12 n6 thuc hién cac hanh dong gidng nhu ngudi dung that: mé trinh duyeét,

6 dir liéu, bam nut, tai file. ..

Trong truong hop cac nha cung cip hoa don dién tir khong hd tro API, RPA tro

thanh lya chon hi¢u qua dé tu dong hoa quy trinh.

Quy trinh RPA trong tii hoa don dién tir
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Moét robot RPA c¢6 thé thuc hién cac budc:
Mo trinh duyét (Chrome/Edge).
Truy cép trang hoa don dién tir ciia nha cung cép.
Ding nhap bang tai khoan duogc cap.
Nhép ma khach hang hoic sb hop dong.
Tim kiém hoa don twong tng.
Nhén nut tai PDF hodc XML.
Luu file héa don vé thu myc da cau hinh.
Uu diém ciia RPA
Phu hop v6i hé thong khong cé6 API, dic biét 1a cac cong hoa don cil.
Khoéng yéu cau chinh sira hé thong gbc, chi can tai khoan dang nhap.
D@ trién khai, chi phi thap hon so v6i xay dung API thay thé.

HO trg thao tic phuc tap (captcha don gian, chuyén trang, chon

dropdown...).
Nhuwoc diém ciia RPA

Phu thudc giao dién — néu nha cung cép thay doi layout web, RPA phai

cap nhat lai.
Téc d6 cham hon API do phai mé phong thao tac con nguoi.

D& gap 16i khi mang cham, website treo hodc mat phan hoi.
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Vi vy, trong nhitng hé thong c6 API chinh thirc, API luon 13 lwa chon wu tién;
RPA chi duoc sir dung nhu giai phap bd sung trong truong hop khong cd API
hoic API khong day du chic ning.

1.2.3. Bdio mat dir ligu trong truyén tii email

Trong hé thong tu dong giri hoa don dién tir cho ngudi dan, email dong vai tro 1a
kénh truyén tai thong tin quan trong. Hoa don dién tir chira thong tin nhay cam
nhu ma khach hang, dia chi, s6 tién phai thanh toan... nén yéu cau bao mat dir
liéu la yéu td bat bude. Viéc bao vé dir lidu trong qua trinh gui va nhan email

phai tuan thi ca chuin k¥ thuat quéc té 1an quy dinh phép luat ctia Viét Nam.
1. Sir dung giao thirc ma héa TLS/SSL trong truyén tai

Hé thong email hién dai bat budc trién khai TLS (Transport Layer Security)
hodc SSL nhim ma hoa dit lidu trong qué trinh truyén dan giira may chu SMTP
va cac may chu trung gian. Khi TLS dugc bat, toan bo ndi dung email — ké ca file
dinh kém nhu hoa don PDF/XML — déu duoc ma héa, tranh céc nguy co bi doc

trom (sniffing) hodc sira dit liéu trong ltic truyén tai.
Viéc ap dung TLS gitp:
Ngin chin tin cong nghe 1én (eavesdropping).
Pam bao rang email chi duoc doc béi may chu dich.
Xéc thyc danh tinh gitta cac may cha mail khi trao d6i dit liéu.
2. Str dung giao thirc SMTP ¢6 ma hoa
Trong qua trinh giri email, hé thong sir dung SMTP qua SSL/TLS nhu:

SMTPS (SMTP Secure) qua cong 465.
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SMTP v6i STARTTLS qua cong 587.

Viéc ma hoa két néi SMTP 1a yéu cau quan trong dé:
Giit an toan thong tin hoa don khi truyén tai.
Ngin chin tin cong gia mao may chi giri email.

Pam bao két ndi 6n dinh va hop 1& v6i nha cung cap email (Google,

Microsoft, Zimbra...).
3. Khéong lwu mét khau dwéi dang plain text

Trong hé théng ty dong hod, viéc luu trir mat khau khong an toan la mot rai ro
16n. Mat khau truy cdp email hodc hé théng tai hoa don phai dugc bao vé bﬁng

cac bién phap nhu:
Mai héa mat khau trong file cau hinh.

St dung bién méi trwomng (environment variables) thay vi ghi truc tiép

vao ma nguon.

Ap dung cac giao thire xac thuc manh nhuw OAuth2 khi giri email (néu nha

cung cap hd tro).
Gioi han quyén truy cap vao server chua file cdu hinh.

Diéu nay gitip giam thiéu nguy co 16 thong tin dang nhap, tranh viéc ké tin cong

chiém quyén giri email gia mao hoic truy cp vao dit liéu hoa don cua ngudi dan.
4. Biao v¢ dir li€u ca nhan theo Nghi dinh 13/2023/ND-CP cua Viét Nam

Nghi dinh 13/2023 vé bao vé dir liéu ca nhan quy dinh ro trach nhiém cua don vi

trién khai hé théng xir 1y dir liéu nhay cam. Trong d6, hoa don dién tir duoc xem
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1a dit liéu ca nhan quan trong vi chtra thong tin dinh danh khach hang. Hé thong

phai tuan thu:
Chi thu thap va xt 1y dit li¢u ding muc dich.

Khong chia sé thong tin khach hang cho bén thr ba néu khéng c6 sy dong
y.

Luu trit dit liéu an toan, tudn tht nguyén tic tdi thiéu hoa (chi luu nhitng

gi can thiét).
Ap dung bién phéap k¥ thuat dé tranh ro ri dit liéu.

Don vi van hanh cling phéi c6 quy trinh tmg ph6 su c6 né€u xdy ra ro ri email, that

lac hoa don hodc tan cong mang.
5. Kiém soat truy cip va phan quyén nguoi ding

Mot bién phap quan trong trong bao mat 1a quan 1y chit ché quyén truy cap hé

théng:
Chi nhimng nhan su duoc phan quyén mdi dugc xem hodc tai hoa don.

Ap dung co ché phian quyén theo vai tro (RBAC) cho ting chiic ning

nhu tai hdéa don, gri email, xem nhéat ky gtri...
Theo ddi nhat ky truy cap (audit log) dé phat hién hanh vi bat thuong.
Khoa tai khoan khi phat hién nghi ngo truy cap trai phép.

Nhiing bién phap nay gitp giam thiéu nguy co ndi gian hodc truy cip trai phép

lam 16 thong tin hoa don.
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CHUONG 2: PHAN TiCH VA THIET KE HE THONG

2.1. Khio sat yéu ciu thue té tai doanh nghiép

Dé xay dung hé théng tu dong hoéa phut hop véi nhu cau thyuc té, nhom thyc hién
da tién hanh khao sat quy trinh xtr 1y hoa don tai mot sé don vi cung cap dich vu
cong nhu dién lyc, vién thong, nude sach va cic doanh nghiép st dung héa don
dién tr quy mé 16n. Cac két qua khao sat cho thiy quy trinh thu cong hién tai ton

tai nhiéu han ché, gay t6n thoi gian va dé xay ra sai sot.
1. S6 lwong héa don 16n va tiing theo thoi gian
Theo dit li¢u thu thap duoc, cac don vi phai xtr 1y ) lugng hoa don kha 16n:

Dao dong tir 2.000 dén 10.000 héa don mdi thang, tuy thudc quy mod

dich vu va sb lugng khach hang.

Mot s6 thoi diém nhu cudi quy, cudi nam hoac ky chdt cong ng, lugng

hoa don co thé ting 30—-50%.

Luong hoa don 16n khién qua trinh xt 1y thi cong tré nén qua tai, dic biét khi

phai thuc hién cho hang nghin khach hang trong cting mot khoang thoi gian ngan.
2. Quy trinh tii va giri héa don thii cong mat nhiéu thoi gian
Nhan vién phu trach thuong phai thuc hién quy trinh theo cac budc 1dp lai:

Ding nhap vao cong hoa don dién tir.

Tra ctru trng ma khach hang.

Tai file PDF/XML vé may.
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Soan email thu cong hodc dinh kém tung file hoa don.
Gui cho khéch hang theo danh séch.

Trung binh, nhan vién cin 3-5 ngay lam viéc lién tuc dé hoan thanh toan bo

khéi lwong héa don trong thang. Viéc nay gay:
Ling phi nguon hre nhan su.
Cham tré trong viéc cung cip héa don cho khach hang.

Can tré don vi trong viéc dap tng yéu ciu quan 1y tai chinh nhanh va

minh bach.
3. Ty I¢ sai sot cao do phu thugc vao thao tac thi cong
Qua trinh thii cong dan dén nhiéu 16i pho bién:
Guri nham hoa don cho khach hang khac.
Thiéu hoa don do bo sot hodc tai nham ky.
Nhap sai email hodic giri téi email 16i ma khong phat hién kip thoi.
Trung lap hoa don khi xir 1y lai tir dau.

Ty 16 sai sot duoc ghi nhan & mirc 5-10%, tiy nhan su va thoi diém trong thang.
Nhiing 16i nay anh huéng dén uy tin cia doanh nghiép, dong thoi gy phién ha

cho nguoi dan.
4. Thiéu hé thong kiém soat va ghi nhat ky giri
Mot trong nhitng van dé 16n nhat ghi nhan dugc la:

Khong c6 hé thong log luu lai thong tin hoa don di gui, thoi gian gui,
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email nhan, trang thai gtri thanh cong hay that bai.

Khi khach hang phan 4nh khong nhan duoc héa don, nhan vién mat nhiéu

thoi gian dé kiém tra lai thi cong hodc phai guri lai tir dau.

Viéc bao cdo hoic d6i chiéu ndi bo gip kho khin vi dit liéu khong tap

trung.

Diéu ndy tao ra rui ro quan tri va kho dam bao tuan thu cac quy dinh phap 1y vé

luu trit ching tur.
5. Nhu cau cép thiét vé hé thong tu dong héa

Tu céc van dé trén, doanh nghi¢p thé hién nhu cau rd rang vé mot h¢ thong co

kha nang:

Tu dong hoa toan bd quy trinh tir tai hoa don dén giri email cho khach

hang.
bam bao d¢ chinh xac cao, giam thi€u t6i da sai s6t do con nguoi.
Rut ngan thoi gian xir 1y tir vai ngay xudng vai gio' hodc vai phut.

C6 hé théng log va bao cao diy di, hd tro truy vét va tra ciru khi cin

thiét.
Giam tai cho nhan sy, t6i wu chi phi van hanh.

Két qua khao sat 1a co s& quan trong dé xac dinh yéu cau chirc ning cho hé thdng

va dinh hudng thiét ké mo hinh phu hop.
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2.2. Thiét ké kién tric hé thong tw dong tai — giri hoa don

Nguoi quan tri

l

Web Portal (Quan ly, tai danh sach khéach hang)

l

Automation Service (Python)

!

Hé thong hoa don (API/RPA/Selenium)

l

Kho luu trit PDF

l

Email Service

l

Nguoi dan/Khéch hang

Cac module chinh

Module tai hoa don (API hoac Selenium)

Module phan loai héa don

Module guri email ty dong

Module giam sat va log

Web quan tri (theo doi, cAu hinh SMTP, upload danh sach khach hang)

2.2.1. Danh sach bang va quan hé

Hé thong gdm 3 bang chinh:

(1) Bang Customers

Trudng Kiéu dit liéu Mo ta
Ma khach hang VARCHAR(20) M3 khach hang duy nhat
Tén Khach Hang NVARCHAR(255) Ho tén khéch hang
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EMAIL

VARCHAR(255)

Email nhan hoa don

Quan hé:

Mot khach hang c6 nhiéu héa don — Customers (1) — Invoices (N)

Mot khach hang c6 thé c6 nhiéu lugt gii — Customers (1) — SendLog (N)

(2) Bang Invoices

Trudng Kiéu dit liéu Mb ta

M3 Hoéa Pon (PK) VARCHAR(20) M3 héa don duy nhat
Tén Khach Hang VARCHAR(20) Lién két dén Customers
Ngay Tao DATETIME Thoi diém tao hoa don

Quan hé:

Mot héa don duge giri nhiéu 1an (néu 131, gui lai) — Invoices (1) — SendLog (N)

(3) Bang SendLog

Trudng Kiéu dit liéu Mo ta

LogID (PK) INT ID log guri

Tén Khach Hang VARCHAR(20) Khach hang nhan

Ma Hoéa DBon (PK) VARCHAR(20) Hoa don dugc gui
SentAt DATETIME Thoi diém gui

Status VARCHAR(20) Thanh céng / That bai

Ludng xir Iy chinh

1. Nhap danh sach khach hang vao hé thong.

Sinh vién thuc hién: Nguyén Vian Pong Huéng dan: TS Nguyén Ha Huy cuong 21




Xay dyng hé théng tyr dong hoa quy trinh tai xudng va phan phdi hoa don dién tir qua email cho ngudi dan

2. Hé thong tu dong dang nhap cong hoa don.
3. Tai hoa don va luu vao thu muyc phan loai.
4. Ghép email template — gui email.

5. Ghi log vao co s¢ dit ligu.

6. Guri lai néu 10i.

2. 2.2. So d6 quan hé ERD mé ti

M4 khach hang

Customers \

Invoices

Bang SendLog
7

Tén Khéch Hing

SentAt

Hinh 2.1 So d6 ERD
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CHUONG 3: CAI PAT VA THU NGHIEM

3.1. Cong cu va mdi trudng phat trién
Tong quan

Phan nay mo ta cac cong cu, thu vién va mdi trudng can thiét dé phat trién, chay
thir va trién khai hé thong tu dong tai va giri hoa don dién tr. Hé thong duoc xay
dung chi yéu bang Python (do tinh linh hoat trong xur 1y web automation va
email), st dung MySQL cho luu trir, va mot web-framework nhe (Flask) hoac
day du tinh nang (Django) dé cung cip giao dién quén tri. Viéc phét trién co thé
thuc hién trén ca Windows va Linux; goi y trién khai chinh thrc trén server

Linux (Ubuntu).
Ngon ngir & phién ban dé xuit :
Ngon ngir: Python

Phién ban dé xuit: Python 3.11.x (0n dinh, hd tro typing va hiéu ning
tbt)

Ly do: thu vién automation, tich hop API va quan 1y tién trinh tot; co

nhiéu tai liéu, cong dong ho tro.
Thuw vién chinh va vai tro

Selenium: mo phong trinh duyét (ding khi cong cung cap hoa don khong

c6 API) — ding nhap tu dong, diéu hudng, tai PDF.
Requests: g0oi REST API (néu cong cung cip API) — nhe, dé dung.

smtplib + email.mime (builtin Python) hodc google-api-python-client
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(Gmail API): gtri email kém file PDF.

PyMySQL / mysql-connector-python / SQLAlchemy: két ndi toi
MySQL va ORM (néu muén).

pandas / openpyxl: doc danh sach khach hang tir Excel/CSV.
python-dotenv: quan 1y bién méi truong (config).
logging: ghi log hé théng (can cau hinh log file/rotate).

celery / rq (tuy chon): xtr 1y task bat dong bd (queue) néu mudn xir Iy giri

email, retry, scale.

Flask hoic Django: xay dung web-portal quan tri, upload danh sach, cdu

hinh SMTP, xem log.
Co s¢ dir li€u :
H¢ quan tri: MySQL (phién ban dé xuat 8.x) hoic MariaDB tuong duong.

Sir dung cho: luu thong tin Customers, Invoices metadata, SendLog, cau

hinh hé thdng, nguoi dung quan tri.

Luwu y: ciu hinh ché d6 sao luu (backup) dinh ky va replication néu can

kha ning cao sin sang.
M&éi truwong hé diéu hanh :
Phat trién: Windows 10/11 hodc Linux (Ubuntu 22.04 LTS).

Trién khai Kkhuyén nghi: Linux (Ubuntu/Debian/CentOS) trén

server/VM hodc container (Docker).

Ly do: Linux 6n dinh cho cron, service daemon, container orchestration;
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dé tich hgp ChromeDriver headless.
Trinh duyét tw dong & driver :
Trinh duyét: Google Chrome hoac Microsoft Edge (Chromium-based).

Driver: ChromeDriver tuong thich vdi version Chrome; EdgeDriver

tuong thich Edge.

Chay headless: khuyén nghi chay ¢ ché do headless (khong GUI) khi

chay trén server.

Quan ly version: driver version phai khép hodc tuong thich vdi browser
da cai; sir dung tools nhu webdriver-manager hodc tai driver bang script

khi build image Docker.
Cong cu hd tro khac:
Docker & Docker Compose: dong géi tng dung va DB, dé trién khai.

Supervisor / systemd: quéan 1y tién trinh chay bot automation (néu khong

dung container).

nginx: reverse proxy cho web app, SSL termination (Let's Encrypt).
Git: quan Iy ma ngudn.

CI/CD (GitHub Actions / GitLab CI): tu dong test & deploy.

Monitoring (Prometheus/Grafana) & Alerts: theo doi uptime, queue

length, 16i giri mail.
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3.2. Xay dung module tii héa don tu dong

open_browser(download path):

chrome_options = webdriver.ChromeOptions()
prefs = {
"download.default directory": download path,
"download.prompt_for download":
"download.directory upgrade":
"safebrowsing.enabled": ,
"safebrowsing.disable download protection":

1
S

chrome_options.add experimental option("prefs", prefs)

return webdriver.Chrome(options=chrome options)

Hinh 3.1 Code CAu hinh Chrome

- Tim kiém héa don theo ma khach hang va Tai file PDF

process_fpt_invoice(driver, url, ma_so thue, ma tra cuu):

driver.get(url)

time.sleep(1)

driver.find_element(By.XPATH, "//input[@placeholder='"MST bén ban']").send keys(ma so thue

time.sleep(1)

driver.find element(By.XPATH, "//input[@placeholder="Ma tra ciru héa
don']").send_keys(ma tra cuu)

driver.find element(By. XPATH,
"/html/body/div[3]/div/div/div[3]/div/div[1]/div/div[4]/div[2]/div/button").click()

time.sleep(2)

status = check load(driver)

if status == "fail':

print(f"Tra ctru that bai cho ma: {ma tra cuu}")

return
elif status == 'success":

try:

btn_tai xml = WebDriverWait(driver, 5).until(
EC.element to be clickable((By.XPATH, "//button[contains(., "Tai XML')]"))

)
btn_tai xml.click()
print(f"Pa tai héa don FPT thanh cong cho ma: {ma tra cuu}")
return

except:

return

return

Hinh 3.2 Code Tim va tai hoa don FPT
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process van invoice(driver, url, ma so thue, ma tra cuu):

try:
driver.get(url)
time.sleep(2)

driver.find_element(By.XPATH, "//input[@placeholder="Nhap Ma tra cau Hoa
don']").send_keys(ma tra cuu)
driver.find_element(By.XPATH 21d="Button1"]").click()
time.sleep(5)
WebDriverWait(driver, 10).until(
EC.frame to be available and switch to it((By.ID, "frameViewInvoice"))
)
driver.find_element(By.ID, "btnDownload").click()
time.sleep(3)
driver.find_element(By.ID, "LinkDownXML").click()
time.sleep(2)
print(f"Da tai héa don VAN thanh cong cho ma: {ma tra cuu}")
return
except:

return

Hinh 3.3 Code Tim va tai hoa don van

process misa invoice(driver, url, ma so thue, ma tra cuu):
try:
driver.get(url)
time.sleep(2)
driver.find_element(By.ID, 'txtCode').send keys(ma tra cuu)
driver.find element(By.ID, 'btnSearchInvoice").click()
time.sleep(5)
error_elements = driver.find_elements(
By.XPATH,
ontains(text(), 'khong tim lhﬁy') or contains(text(), 'khong ton tai") or contains(text(),

I]Sil)]ﬂ
)

if error_elements:
print(f"Tra ciru MISA thét bai cho mé: {ma tra cuu}")
return
driver.find_element(By.CLASS NAME, "res-btn.download").click()
time.sleep(3)
driver.find element(By.XPATH, iv[contains(@class,'txt-download-xml")]").click()
time.sleep(2)
print(f"Da tai héa don MISA thanh cong cho ma: {ma tra cuu}")

return
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Hinh 3.4 Code Tim va tai hoa don misa

- Hinh 4nh sau khi chay code

s w7 Iracuu o3 con qQien U rEiLEl A ' 3 () ~
&« > C 25 tracuuhoadon.fpt.com.vn/search.html g @
Chrome dang dudc phin mém kiém tra tu dong kiém soat. X
i
"o W
FpTe InVO|Ce® . 1900636191 5 customersupport@fpr.ecom | & VI v |
o T

simplify Involcing

0o | Rt

TRA CUU HOA DON BIEN TU

M3 s6 thué * 0304244470

M3 tra ciru * r08e17y79g

c

Hinh 3.5 Ty dong dién va ding nhap vao FPT

@ TraciuHoéadondiéntr FPTel X + = O X
b » C 25 tracuuhoadon.fpt.com.vn/search.html b g d @
‘hrome dang ducc phin mém kiém tra ty dong kiém soét. e 0304244470r08e17y79g (14)xml b4
9,9 KB« Xong
=
% P
FPTelnvoice, t_ 1900636191 [ cusiomersuppori@iptoom | VI v |

simplify invoicing

Hinh 3.6 Tu dfng tii héa don FPT

Sinh vién thuc hién: Nguyén Vian Pong Huéng dan: TS Nguyén Ha Huy cuong 28



Xay dyng hé théng tyr dong hoa quy trinh tai xudng va phan phdi hoa don dién tir qua email cho ngudi dan

oLe https://www.meinvoice.vn/tra-cuu/

MISA  Tdtcasan phdm MISA v

@ MISA melnvoice Tinhnang ¥ Bdogid ¥ Kiénthie KidmtraHP hgpleé Hoptdac Tracou HBEtro

Tra ctu héa don dién t

Theo file xml Theo emall/s8 dién thoal

BIHEIRRBNOWP Q

Van hanh doanh nghiép trén mdt nén tang duy nhat
K&t ndi dir liéu lién phdng ban

Tai chinh - K& todn Marketing - Ban Qudn tri ngudn nhan

https://www.meinvoice.vn/hop-tac/

Hinh 3.7 Ty dong dién va ding nhap vao Misa

3 Tra Cliu Hoa Bon BDién Tl Chint X S e O X
C 25 meinvoicevn/tra-cuu/ * N )]
e dang dugc phin mém kiém tra ty dong kidm soat. e (E25STHA 000003 0301175 S [ T4 x
(9) xml
13,3 KB = Xong -
G x

Thong tin héa don

56 héa don: 00000094

HOA DON GIA TR] GIA TANG Ky hie: 1C25THA Tdng tién thanh toan: 3.900.000 VND
Ngdy {2 thang 06 ndm 2025 S0 OO0

Ma COT: D08EADSTDO0GHGHEI GBS405D FONE45580 Han thanh todn: Khéng co han

CONG TY TNHH DAU TU - SAN XUAT VA THUONG MAl HOANG BACH
Ma s thut: 03 IRSB0994

Fha chit C9/16A31 Biri Thanh Khict, kius pbé 3. Tha Tran Tiin Tise, Huyén Binh Chénh, Thanh phd Hé Chi Minh. Vaét Nam
Ehén thoga: 0779106126

# 1 Kiém tra tinh hop I cia hoa don
b i kbonan: 110605110688 - Ngin hing TMCP Cong Thuong Vit Nam ( VictinBank ) .
Ho tén nguin mus hing: CHI NHANH LIEN HIEP HOP TAC XA THUONG MAI TPHO CHI MINH - CO.OPMART

CHU VAN AN &k Taihéa don
Tén don vi: CHI NHANH LTEN HIEP HOP TAC XA THUICNG MAI TP HO CHI MINH - CO.OPMART CHU VAN AN

Hinh 3.8 tu dong tdi h6a don Misa
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~ & Tra clu héa don x 4+
C G https://van.ehoadon.vn/TCHD?MTC= o7 {E
Bkav | eHoadon Gidithiéu  Hudngdin  Batmua  Lién hé

Tra ctru Hoa don Dién tir (2]

Bkav (% eC

NII30XVQWNC Tra clru

Luru - Ban ciing 6 thé xem, tra ciru, thdng ké tat ca Hoa don dau vao ciia Doanh nghiép minh tai a4 (i}

DICH VU
HOP

2
.BO N G DICH VU HOA BON DIEN T BKAV EHOADON

BIEN S N
10

»

Gia tot nhat Két néi trwe tiép v&i Tong Cuc Thué Tiét kiém chi phi

Chi 325d/hda don_ mién phi I trik, Buroc Tong Cuc thué céng bd 1a 16 chike dich vu nhan, Tiét kiém 80% chi phi in &n, lieu trik,

Hinh 3.9 Ty dong dién va diing nhap vao BKAV

X e
onn/TCHD?MTC= a3t 4 8
3 = Néi dung tai xuéng B - P
Ban hay dé dang ky cho Doanh
€ C25TKP-00004221-NII30XVOWNC-DPHoml
Hoa don Mé e
DPH s&: 00004221 Xem thém
By Yy QI@DIA - + @ 1] ar @@ Qe B ®

GIA TRIGIAT ;\NG Ky higw C25TKP

S4: 00004221
Ngay 16 thing 06 nim 2025

Mi ciia Cor quan thué: 003E2EC2TAA3174181BC1A4F45A06864C3

Bon vi bin hing: CONG TY TNHH SAN XUAT THUONG MAI DICH VU NAM KHAI PHU
Misdthub: 0312563320
Dia chi: 81 Ciich Mang Thing Tim, Phuirng Bén Thanh, Quén 1, H Chi Minh

HO A PON Méu sé: 1
|
n

Hinh 3.10 ty dong tai héa don BKAV

3.3. X4y dung Web giri email

Web quan trj gom:
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- Uload danh sach khach hang (Excel/CSV)

customers():
rows = get_customer view_data()
n._n.mm

keyword = request.args.get("q", "").strip()
visible rows = _filter rows(rows, keyword)

try:

page = int(request.args.get("page", "1"))
except ValueError:

page = 1

paged rows, current_page, total pages = paginate(visible rows, page, per_page=10)

for idx, row in enumerate(paged rows, start=1):
row["STT"] = str(idx)

return render_template(
"customers.html",
headers=DISPLAY HEADERS,
rows=paged rows,
keyword=keyword,
source dir=str(FILE OUTPUT PATH),
row_count=len(visible rows),
current page=current page,
total pages=total pages,

Hinh 3.11 code cap nhat danh sach khach hang

- gui email SMTP

send mail():
message ="
if request.method == "POST":

to_addr = request.form.get("to", "").strip()

customer name = request.form.get("customer name", "").strip()

invoice no = request.form.get("invoice no", "").strip()

subject = request.form.get("subject”, "").strip()

if not to_addr subject:

message = "Vui long nhap day da email va tiéu de."

else:
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add mail recipient(customer name, invoice no, to_addr)

]

message = {'Pa luu khach hang
N/A'}."
recipients = load mail recipients()

customer_name}' ({to_addr})cho HD {invoice no

customer rows = get basic customer rows()
return render template(
"send mail.html",
message=message,
recipients=recipients,
customer headers=MAIL CUSTOMER HEADERS,
customer rows=customer rows,

Hinh 3.12 code giri mail cho khach hang

-thong ké s6 liéu

stats():
"""Trang thong ké tién dién."""
_, raw_rows = load_customer_data()
projected = project_customer rows(raw_rows)

payment status = load payment status()

selected year =re ucst.ars.et(”\r'car”. ””).S'[l'i D
— oV J
"nomm

selected month = request.args.get("month", "").strip()
chart_year = request.args.get("chart year", "").strip()

logging.debug(f'Loaded payment status for {len(payment_status)} invoices")

total amount = 0.0
total paid =0.0

total unpaid = 0.0
0

total invoices =

count paid =0

count_unpaid =0

by month raw: Dict[str, Dict[str, float | int]] = {}

matched invoices = 0
unmatched_invoices = []
for row in raw_rows:
sohd = slr(row.get(”Sé HD", "")).strip()
amount _raw = slr(row.get(”Tién dién", "")).replace(",", "").replace(" ", "").strip()
try:

amount = float(amount raw) if amount raw else 0.0
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except ValueError:

logging.warning(f"'Invalid amount format: '{amount raw}' for invoice {sohd}")
amount = 0.0

date_str = str(row.get("Ngay thang nam", "")).strip()
month key =""
if date_str:

try:

if "/" in date_str:
day, m, y = date_str.split("/")
month_key = "' {y}-{int(m)

elif "-" in date_str:
y, m, = date_str.split("-")
month key = " {y}-{int(m)
except Exception as e:
logging.warning(f''Failed to parse date '{date str}": {e}")
month key =""
total amount += amount
total invoices += 1

normalize invoice number(invoice num):
return ".join(c for ¢ in str(invoice num).strip() if c.isdigit())

sohd clean = normalize invoice number(sohd)
i1s_paid =
matched sohd =

payment info =

if sohd clean in payment_status:
payment_info = payment_status[sohd clean]
matched sohd = sohd clean

else:

for paid sohd, info in payment status.items():

paid_sohd clean = normalize invoice number(paid sohd)

if sohd_clean == paid_sohd clean:
payment_info = info
matched sohd = paid_sohd
logging.warning(f"Da tim thay khép sau khi chuan hoa: '{sohd}' -> '{paid_sohd}'

(chuan héa: '{sohd_clean}")")

break
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is_paid = payment info payment_info.get('status') in (‘paid’, 'scanned')

if is_paid:
matched invoices += 1
paid_amount = float(payment_info.get('amount', 0)) if payment info else 0

if paid_amount > 0:
amount = paid_amount
else:
unmatched_invoices.append(sohd)

if is_paid:
total paid += amount
count_paid +=1
else:
total unpaid += amount
count_unpaid += 1
if month_key:
bucket = by month raw.setdefault(
month key, {
"amount": 0.0,
"paid_amount": 0.0,
"unpaid_amount": 0.0,
"count": 0,
"paid_count": 0,

"unpaid_count": 0

)

bucket["amount"] += amount
bucket["count"] += 1
if is_paid:
bucket["paid _amount"] += amount
bucket["paid_count"] += 1
else:
bucket["unpaid_amount"] += amount
bucket["unpaid count"] += 1

current_date = datetime.now()
by month =[]

if selected year selected month:

"

month _key = f"'{selected year}-{int(selected month)

if month ke by month raw:
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v =by month raw[month key]
by month.append({
"month": month_key,
"amount": v["amount"],
"paid_amount": v["paid_amount"],
"unpaid_amount": v["unpaid amount"],
"count": v["count"],
"paid_count": v["paid_count"],
"unpaid_count": v["unpaid count"]
})
else:
by month.append({
"month": month_key,
"amount": 0.0,
"paid_amount": 0.0,
"unpaid amount": 0.0,
"count": 0,
"paid_count": 0,
"unpaid _count": 0
})

elif selected year:

for month in range(1, 13):
month key = " {selected year}-{month
if month _key in by month raw:
v =by_month raw[month key]
by month.append({
"month": month_key,
"amount": v["amount"],
"paid_amount": v["paid_amount"],
"unpaid_amount": v["unpaid_amount"],
"count": v["count"],
"paid_count": v["paid_count"],
"unpaid_count": v["unpaid_count"]
P
else:
by month.append({
"month": month_key,
"amount": 0.0,
"paid amount": 0.0,
"unpaid_amount": 0.0,
"count": 0,
"paid_count": 0,
"unpaid_count": 0

else:

current month key = current date.strftime("%Y-%m"
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if current month_key in by month_raw:
v = by _month raw[current month key]
by month.append({
"month": current month_key,
"amount": v["amount"],
"paid_amount": v["paid_amount"],
"unpaid_amount": v["unpaid_amount"],
"count": v["count"],
"paid_count": v["paid_count"],
"unpaid_count": v["unpaid count"]
1)
else:
by month.append({
"month": current_ month_key,
"amount": 0.0,
"paid amount": 0.0,
"unpaid_amount": 0.0,
"count": 0,
"paid_count": 0,
"unpaid_count": 0

chart data =[]
if chart_year:

for month in range(1, 13):

"

month_key = " {chart_year}-{month
if month_key in by month raw:
v =by month raw[month key]|
chart_data.append({
"month": month key,
"amount": v["amount"],
"paid_amount": v["paid_amount"],
"unpaid_amount": v["unpaid amount"],
"count": v["count"],
"paid_count": v["paid_count"],
"unpaid_count": v["unpaid count"]
5
else:
chart data.append({
"month": month_key,
"amount": 0.0,
"paid_amount": 0.0,
"unpaid_amount": 0.0,
"count": 0,
"paid_count": 0,

aid count": 0
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last 12 _months =[]
for 1 in range(11, -1, -1):
year = current_date.year
month = current_date.month - 1
while month < 1:
month += 12
year -= 1

month_key = " {year}- {month
last 12 months.append(month key)

for month_key in last 12 months:
if month_key in by month raw:

v =by month raw[month key]

chart data.append({
"month": month_key,
"amount": v["amount"],
"paid_amount": v["paid_amount"],
"unpaid_amount": v["unpaid_amount"],
"count": v["count"],
"paid count": v["paid count"],
"unpaid_count": v["unpaid_count"]

P

else:

chart data.append({
"month": month_key,
"amount": 0.0,
"paid_amount": 0.0,
"unpaid_amount": 0.0,
"count": 0,
"paid_count": 0,

"unpaid_count": 0

available years = set()

for month key in by month raw.keys():
year = month_key.split("-")[0]
available years.add(int(year))

available years:
available years.add(current date.year)
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for i in range(5):
available years.add(current date.year - 1)

years_list = sorted(list(available years), reverse=
months_list = list(range(1, 13))

logging.debug(f"Payment stats - Paid: {count paid}, Unpaid: {count unpaid}")

(,7~
l=]
ging.debug(f"Matched invoices: {matched invoices}")

S

o
S
o
t=]

lo
if unmatched invoices:
logging.debug(f"Unmatched invoices count: {len(unmatched invoices)}")
return render_template(
"stats.html",
total amount=total amount,
total paid=total paid,
total unpaid=total unpaid,
total invoices=total invoices,
count_paid=count paid,
count unpaid=count unpaid,
by month=by month,
chart data=chart data,
payment status=payment status,
years_list=years_list,
months_list=months_list,
selected year=selected year,
selected month=selected month,
chart year=chart year,
debug_info={
'payment_status _count': len(payment_status),
'by _month count': len(by_month),
'first month data": by month[0] if by month else

Hinh 3.13 Code thong ké so liéu
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- Hinh anh trang web

~ | @ Dashboard tizn dign x [

C | ® 127.00.1:5000

DongHome

Dashboard

Théng tin khach hang

Analytics - So do tién dién thang nay

- a x
My 7o chuyen

Xin chae, Admin @)

G @

Hogt dgng gan day
+ Tao méi 5 héa don cho khach hang FPT.
. « Cap nhat thang tin khich hang EVN
« Téi dli liéu XML tir hé théng FPT.
- Xudt bio cdo tang hp thing nay.
'Q‘,“ f“

Hinh 3.14 Hinh trang chu

Hoa don
Send mail
Tnéng ke Sq db tien dién thang nay
Lich str 120.000k
100.000k
Bao cao E so000k
]
Cai gat £
S 60.000k
Z 40000k
@
20.000k
ok
P
% | @ Ihdng tn khach hang X e

& C O 127.00.1:5000/customers

DongHome Théng tin khach hang

Dashboard

Théng tin khach hang

Héa don
Send mail

Tén khach
Théng ké L2 hang
Lich sir Nguyén Van

1

An
Béo céo 2 Tran Thi Binh
Cai 3t

3 Lé Van Cudng

4 PhamThi
Dung

. Nguy&n Thi
Hanh

3 L& Thi Lan
T

Trang 1/3

Ma khach

hang

304244470

304308445

304311122

304311133

304311144

304311155

Luu thay ddi
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Hinh 3.18 Hinh s6 liéu va thong ké

3.4. Thir nghiém va danh gia hé thong

3.4.1. Thir nghiém chivrc nang

Pé dam bao hé théng hoat dong on dinh va dap ung ding cac yéu cu d3 dit ra,

nhom tién hanh kiém thir cac chirc ning chinh. Két qua thir nghiém cho thiy hé
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thong dap tng tot ca vé tinh dung dan 1an do tin cay.
(1) Piing nhip vao hé thong héa don
Robot RPA tu dong truy cap vao céng hoa don dién tir cua don vi.

Hé théng nhap tén dang nhap, mat khau va ma captcha (néu co hd tro

nhan dang).
Kiém tra diéu huéng thanh coéng vio giao dién chinh.

Thir nghiém voi nhiéu thoi diém khac nhau dé dam bao hé thong xur 1y

duogc tinh trang tai trang cham hoac bién dong ha tﬁng.

Két qua: 100% phién ding nhap thanh cong sau t6i da 2 1an thr lai.
(2) Tai dung hoa don theo ding ma khach hang

Hé théng doc danh sach ma khach hang tir co s¢ dir ligu.

Tu dong nhap ma khach hang vao cong tra ctru héa don.

Tai file PDF/XML tuong tng v6i ky hoa don da cau hinh.

So khép ma khach hang trong file tai vé véi ma yéu cau dé tranh tai nham.
Két qua:

Ty I¢ tai dang: 100%.

Hé thdng c6 co ché tir kiém tra va tai lai khi file bi 16i hoac khong twong

thich.

(3) Guri email dung nguoi, dung file dinh kém
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Moi khach hang dugc giri email theo dia chi luu trong bang Customers.
No6i dung email, tiéu dé, file dinh kém dugc tao tu dong theo mau.
Kiém tra: m¢ email dé xac nhén file PDF dtng thudc khach hang do.
Két qua:
100% email chura dung file hoa don.
Khéng xuét hién 15i tron nham hoa don giira cac khach hang.
(4) Xir Iy giri lai khi that bai
Hé thong nhan biét cac tinh hudng 15i:
Mat két ndi SMTP
Email ngudi nhan khong ton tai
File dinh kem qué lon
Tai khoan guri email bi gidi han

Khi xay ra 13i, hé théng ty dong chuyén trang thai sang “Failed” va tién

hanh retry trong 3 lan trudc khi danh dau 16i cudi cung.
Két qua:

92% trudng hop 16i duoc guri lai thanh cong sau lan thir thir 2 hodc thi 3.
3.4.2. Danh gia hiéu nang

Bén canh kiém thir chitc ning, nhom tién hanh do hiéu ning dé dénh gia kha

nang xir Iy khdi lwong 16n.
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(1) Toc dd xir ly
Thtr nghiém trén 1.000 héa don:

Toan bd qua trinh tr dang nhap — tai héa don — gui email dugc thyc

hién trong 8—10 phut.

Téc d6 trung binh: 100—120 hoa don/phut.
Téc d6 co thé ting thém néu:

Dung hang do1 xtr Iy (Message Queue)

Tang s6 robot song song

St dung may cha cdu hinh manh hon
(2) Ty I¢€ giri thanh cong

Ty 1€ gtri thanh cong: >98%.

2% con lai chu yéu do email nguoi nhan khong tdn tai hodc sai dinh dang.

(3) Hiéu qua so véi thao tac thi cong

Qua khao sat tai doanh nghiép:
Nhan vién can 3-5 ngay dé xur Iy 2.000-10.000 hoa don mdi thang.
Hé thong ty dong hoa gitp giam thoi gian xudng chi vai phut.

Murc tiét kiém thoi gian trung binh: = 95%

Mirc giam sai sot khi giri nhdm: gan nhu 100%.
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KET LUAN

1. Tom tit cac két qua dat dwoc

Sau qua trinh nghién ctru, thiét ké, xay dung va thir nghiém, dé tai “Xay dung hé
thong tw dong héa quy trinh tii xudng va phan phdi héa don dién tir qua
email cho ngudi dan” da dat duoc nhiéu két qua quan trong, dép ing ding muc

tiéu ban dau dé ra.
(1) Tw dong héa toan bo quy trinh nghi€p vu

Hé théng da co6 kha nang tu dong thuc hién tat ca cac budc trude day von lam thu

cong:
Ping nhap vao céng hoa don dién ti.
Tra curu va tai file héa don theo tirng ma khach hang.
Tu dong ghép file va giri email cho dung d6i tuong.
Ghi nhén trang thai guri, 16i néu co.
Quy trinh van hanh lién mach, giam t6i da su can thiép cua con nguoi.
(2) Giam dang ké thoi gian va chi phi van hanh
Két qua thir nghiém cho thay:
Thot gian xtr Iy 1.000 hoa don chi con 8-10 phit.

Giam hon 95% thoi gian so véi viée nhan vién xir Iy tha cong trong nhiéu

ngay.
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Giam chi phi nhan sy, han ché sai sét, tang hi¢u qua xur 1y ho so.

biéu nay mang y nghia dac bi¢t doi véi cac don vi cung cap dich vu cong, don vi

hanh chinh su nghiép hodc doanh nghiép 16n.
(3) Tang tinh chinh xac, minh bach va kha niang giam sat
Hé thong dam bao:
Gui dang hoa don cho ding khach hang.
Khong tring lap, khéng nham 14n file.
Ghi log ddy du cac hoat dong: thoi gian tai, thoi gian giri, trang thai, 15i.

Nho d6, doanh nghiép dé dang kiém tra lai lich sir, phuc vu cong tac ddi soat

hoic giai quyét khiéu nai cua ngudoi dan.
(4) Giao dién truc quan, dé van hanh
Hé thong web quan tri dugc xdy dung bang Flask/Django, co:
Giao dién don gian, than thién.
Chtrc ndng quan 1y khach hang, hoa don, lich su gtri.
Chtrc nang ciu hinh email, mau ndi dung email.
Nhan vién hanh chinh c6 thé stir dung ngay ma khong can dao tao chuyén sau.
(5) Kha niing &ng dung thuec té cao
Heé thdng c6 thé trién khai trong cac don vi:

bi¢n lyc, vién thong, cap nudce
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Truong hoc, bénh vién, trung tdm hanh chinh

Doanh nghiép c6 s6 luong hoa don hang thang 16n
CAu tric linh hoat cho phép mé rdng va tily chinh theo yéu cau ting t6 chc.
2. Han ché ciia hé thong

Mac du dat dugc nhiing két qua tich cuc, hé¢ théng van ton tai mot s6 han ché can

tiép tuc nghién ciru va cai tién trong tuong lai.
(1) Phu thugc vao giao dién website khi sir dung Selenium

Khi hé thdng hoa don dién tir thay d6i giao dién, ciu trac HTML hoic quy trinh

tra ctru:
Robot tu dong hoa co thé hoat dong khong chinh xac.
Can cép nhat lai bd dinh vi (XPath/CSS Selector).
Diéu nay lam ting cong bao tri.
(2) Giéi han cua dich vu SMTP
Viéc gui email ) luong 16n phu thudc vao:
Gi6i han email giri mdi ngay (Gmail: 500-2.000 email/ngay tuy loai).
Gi061 han theo phut/gio cia server SMTP.
Ruli ro email bi danh dau spam néu khong cau hinh DKIM/SPF/DMARC.
Diéu nay co thé han ché kha ning mé rong quy mé giri hang loat.

(3) Chwra hd tro giri da kénh
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Hién tai hé théng chi ho tro giri hoa don qua email, trong khi nhiéu don vi mong

mudn:
Gui thong bao qua Zalo OA
Gui ma tra ctru qua SMS
Pong bo dit liéu voi hé thong CRM/ERP
Pay 14 huéng mé rong tiém ning trong tuong lai.
(4) Chwa c¢6 module thong ké va bao cdo ning cao
Hé théng méi chi cung cip log co ban. Chua co:
Biéu d6 thong ké s6 lugng hoa don gui theo ngay/thang
Bao cdo ti I¢ thanh cong — that bai
Dashboard phéan tich hiéu nang
So sanh hi¢u qua trudc va sau khi &p dung tu dong hoa

Céc chirc niang nay sé giup hé théng hoan thién hon trong quan tri tong thé.
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